Horymenr noanvca kg grigb A0 EReH A HY Y} m BBIcIIero oGpa3zosanust Poccniickoii ®enepanun

NHbopmaums o Bnggenble:
OO KanppawwH ﬁgggﬁg&m&gocynapCTBeHHoe ABTOHOMHO 06pa3OBaTeJ'ILHOC YupexxkacHue

[lomkHocTb: W.0. pektopa ®FAOY BO «Camapckuii rocynapcraBbCIEEGT0 /00 PA30BaAHU S

YHUBEPCUTETS «Camapckuil rocy1apcTBeHHbIH IKOHOMUYECKUI YHUBEPCUTET
[ata nognucanus: 12.08.2024 09:32:3

YHUKanbHbI MPOrpaMMHbIA KIKOY:

2db64eb9605ce27edd3b8e8fdd32c70e0674ddd2

HCTUTYT HCTUTYT SKOHOMUKHN HPEAIPYSITAN
Kadenpa [Tpuxnannoit unpopmaTuku
YTBEPKAEHO
Y4eHbpIM COBETOM Y HUBEPCUTETA
(mporoxos Ne 10 ot 30 mast 2024 1. )
PABOYASA ITPOI'PAMMA
HanmeHoBaHMe 1M CUHUIIHHBI b1.B.10 Kpunrorpaduueckas 3amura uapopmanuu

OcHoBHast npodeccuonanbHas  09.03.03 [Ipuknaanas nnpopmatuka nporpaMma
o0pa3oBaTte/ibHasi NporpaMma [Tpuknannas nHGOPMATHKA U 3aNIUTa WH()OPMALIUN

KBanuduxanus (crenens) BbllyckHHKa bakanaBp

Camapa 2024



Conep:xanue (pabouasi nporpamMma)

Mecto nucuuniannbl B ctpykrype Ol

[Tnanupyemsble pe3yabTaThl 00yUEHHs 110 TUCIUILIHHE, 00eCTIeYNBAIOIIIE JOCTHKEHUE
IUTAHUPYEMBIX PEe3yJIbTaTOB 00YUEeHHUS 110 MpOoTrpamMmme

O6wem u Bubl yueOHOH paboThI
ConepikaHue AUCHUTIITHHBI
MarepranbHO-TEXHUUECKOE U YIeOHO-METOANYECKOe 00eCIIeUeHNE T CIIUTLITHBI

q)OH[[ OLCHOYHBIX CPCACTB IO AUCHUIIIINHE

Crp.



[lenpt0o  wm3yueHHWss JUCHMIUIMHBI  sABIsieTcs  (OPMHUPOBAHME  PE3yJIbTaTOB  OOy4YEHHS,
o0ecreynBaoIUX JOCTHKEHUE UTAHUPYEMBIX PEe3Yy/IbTaTOB OCBOSHHS 00pa30BaTeIbHOM MPOrpaMMBbl.

1. MecTo tucuuniuebl B crpykrype OIT

Huctmmnimaa Kpunrorpadbudeckas 3ammTta HHQOpManmuyu BXOAUT B YacTh, (opMmupyemas
y4acTHUKaMU 00pa30oBaTeNIbHBIX OTHOLIeHHH O1oka b1.J{ucuuminasl (MOIyIIH)

[TpenmecTByronme JUCHUILUIMHBI IO CBA3SIM KOMIETEHIMN: BhluncianTenbHble CUCTEMBI, CETH U
TeJIEKOMMYHUKaIMU, OCHOBBI MPOEKTHON neATenbHOCTH, COBpPEMEHHBIE TEXHOJOTMU U SI3bIKU
nporpaMMmupoBanusi, Teopuss HHPOPMALMOHHOW 0€30MaCHOCTH M METOJOJIOTHS 3aIIUThl HH(POPMALUH,
[IpaBoBas 3amuTta nHGopMauu, TexXHOIOTUH 3aIIUIEHHOTO JOKYMEHTO000pOoTa

[Tocnenyromme OUCHMIUIMHBI IO CBSA3SIM KommereHIwid: Pa3zpaboTka mnpodeccnoHambHbIX
npuinokeHud,  [IpoekTHBIH  NpakTHKy™m,  YHOpaBieHHe  HWH(DOpPMAIMOHHON  0€30MacHOCTBIO,
CrnenuanusupoBannbie T B mpaBOOXpaHUTENBHOW NESTEIBHOCTH, YTpaBieHWE WH(POPMALMOHHBIMU
MIPOEKTaMHU peau3alui KOMIUIEKCHON 0e30MacHOCTH

2. Ilnanupyemble pe3yabTaThl 00y4eHHs MO JTUCIHUILIHHE, 00eceHUBAKOIINE JOCTUKEHHE
IUVIAHUPYEMBbIX Pe3yJbTAaTOB 00yUeHHUs 10 MPporpaMmme

Nzyuenne mucumminabl Kpunrtorpadbudeckas 3ammra wuHbopManmu B 00pa30BaTENbHOM
[IporpamMMe HarpaBiIeHO Ha (OPMHUPOBAHUE Y O0YUArOIUXCS CIEAYIOUINX KOMITETCHIIUMI:
IIpodeccnonanbubie komnerenuun (I1K):
I1K-2 - CnocoGeH K OLIeHKE 3alMIEHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM C IOMOIIBIO THITOBBIX
IIPOrpaMMHBIX CPENICTB

[Inanupyemsle |Ilianupyemble pe3yabTaThl 00y4eHHUsI MO AUCHHUIJIMHE

PE3YIIbTAThI

o0OyueHus 1o

IporpaMme

[1K-2 IIK-2.1: 3HaTh: I1IK-2.2: YMeThb: [1K-2.3: Bnagets (MMeTh

HaBBIKH):

0COOEHHOCTH 3aIIUThI OIIEHHMBATH 3aAIUIICHHOCTD |HaBBIKAMM 3aIUIIEHHOCTH
ABTOMATHU3HPOBAHHBIX ABTOMATHU3UPOBAHHBIX ABTOMATHU3UPOBAHHBIX CHCTEM
CHCTEM C IOMOIIBIO CHCTEM C IIOMOIIIBIO C ITOMOII[LIO THITOBBIX
TUTIOBBIX POTPAMMHBIX  [THUIIOBBIX MPOTPAMMHBIX  [IPOTPaMMHBIX CPE/ICTB
CPEJICTB CPEICTB

3. O0beM u BUABI Y4eOHOH padoThI
VY4eOHBIM MIaHOM MPEeAYCMATPUBAIOTCS CIEAYIONINE BUBI Y4eOHON pabOoThl O AUCHUIUINHE:
OuHast popma 00yueHuUs

Buasl yueoHoii pa6oThl Beero wac/ 3.c.
Cem 6
KonrakTHas paboTa, B TOM YHUCIIE: 56.3/1.56
3aHATHA NTEKIIUOHHOI'O TUIIA 18/0.5
3aHsTHs] CEMUHAPCKOr0 THIIA 36/1
WupuBunyanpHas koHTakTHas padota (MKP) 0.3/0.01
I'pynnoBas koHTakTHas padbota (I'KP) 2/0.06
CamocrosiTenpHas pabora: 53.7/1.49
[TpoMexyTouHast aTTeCTanus 34/0.94
Bun npomeXyTo4HON aTTeCTalluu:
OK3aMeH OK3
O6m1ast Tpy10eMKOCTh (00BhEM YacTu 00pa3oBaTeIbHON
nporpaMmsl): Yachl 144
3ayeTHbIe €MUHUIIEI 4

04YHO-32049HasA popma




Bcero gac/ 3.e.

Buabl yueoHoi1 padoThI

CeM 6
KonrtakTHas pabota, B TOM yucIie: 6.3/0.18
3aHsTHs TEKIMOHHOTO THIA 2/0.06
3aHsATH CEMUHAPCKOTO TUTIA 2/0.06
NunuBunyanpHas kontaktHas padota (MKP) 0.3/0.01
I'pynmosas kontakTHas padora (I'KP) 2/0.06
CamocrosTenbHas paboTa: 103.7/2.88
[TpomexxyTouHas arrectrarus 34/0.94
Bun npomeXyTo4HON aTTecTaluu:
DK3aMeH OK3
O6m1ast Tpy10eMKOCTh (00BhEM YacT 00pa3oBaTeIbHOM
nporpaMmsl): Yachl 144
3aueTHbIe CAUHUIIBI 4

4. Conep:kaHue QU CHUTITHHBI

4.1. Pazoenbl, memul OuCUUNTIUHBL U 6UObL 3AHAMUIL:
Temaruueckuii TUTaH AUCHUIUIMHBI Kpunrorpadudeckas 3ammra HHPOPMAIMK MPEICTABICH B

TadJmue.
Paznenbl, TeMbl JMCHMIIMHBI M BHAbI 3AHATHI
Ounasi popma 00yueHus
KonrakTHasi pabora = Ilnanupyemble
3ansarus ‘:‘ pe3yabTarbl
CEMHUHApPCKOIro 5 - OﬁquHI/Iﬂ B
Ne HaunmeHoBanue TeMbl = Tuna a o | § 5| coornomenun c
n/m (pa3nena) TMCHMIINHBI g Z = = 2 | S'8| pesyabraTamn
é g g a ~ g = o0yueHus mo
é’. E 5 00pa3oBaTebHOI
nporpamMmme
BBenenue B kpuntorpaduro. [K-2.1, I1K-2.2, [IK
1. |OcnoBHbIe kiaccel mudppoB U ux| 6 12 0,1 13,7 |-2.3
CBOMCTBA
Hanéxuocts mudpo. MeTo sl T1IK-2.1, IIK-2.2, TIK
CUHTE3a U aHau3a -2.3
2. |kpunTorpapudeckux 6 12 0,1 20
QITOPUTMOB C CEKPETHBIM
KIIIOYOM
MeToapl CHHTE3a U aHAJIN3a TIK-2.1, T[IK-2.2, TIK
KpHUNTOrpaduyecKux -2.3
3 |[ITOPHTMOB € OTKPBITHIM 5 12 0.1 20
KITIF0YOM. X3II-(PYHKIUU U UX
KpunTorpaduueckue
PUIIOKEHHUS
KonTtpop 34
Hroro 18 | 36 | 03| 2 [537
04HO0-3204Has popma
KonrakTHasi pabora = . ILnanupyemble
3ausTus = pe3yJbTaThl
Ne HanmeHoBaHMe TeMbI S |cemunapckoro a A g 'S o0y4eHus1 B
n/n (pa3aena) THCHUILIHHBI g e E = § S| coornomenun ¢
— g 7 E = Z S| pesyabraramm
=5 g © 00y4eHus 1O




o0pa3oBaTe/IbHOM
nporpamMme

Beenenue B kpunrorpaduro.

1. |OcHoOBHBIE KI1acChl IIM(PPOB U UX

CBOMCTBA

0,5 0,5

[1K-2.1, TIK-2.2, I1K

0,1 23,7 |-2.3

CHHTE3a U aHAJIN3a

2. |kpunTorpapudeckux
QJITOPUTMOB C CEKPETHBIM
KIIFOUOM

Hanéxunocts mudpos. MeToabt

0,5 0,5

MK-2.1, TIK-2.2, TIK
2.3

0,1 40

Merto/pl cUHTE3a U aHAM3a
KpUNTOrpaduyecKux
QJITOPUTMOB C OTKPBITHIM
KITFOYOM. X3II-(PYHKIUU U UX
KpurnTorpadguyeckne
PUIIOKCHHUS

I1K-2.1, TIK-2.2, I1K
-2.3

0,1 40

KoHTpoub

34

Hroro

2 | 2

| 03 | 2 [1037

4.2 Cooepicanue pazoenos u mem

4.2.1 KonTakTHasi padora

TemaTuka 3aHATHII JeKIIMOHHOI0 THIIA

HaumeHoBaHue TeMbI

Neni/mm
(pa3nena) QM CHUIINHbI

Buj zansarus
JEKIIHOHHOI0 THIA*

TeMaTHka 3aHATHSA JEKIMOHHOI0 THUIIA

1. |BBenenue B
Kpunrorpaduro.
OCHOBHBIE KJIACCHI
m¢poB U UX CBOICTBA

JIEKIAS

Uctopus kpunrorpaduu. [Ipumeps
pyuHbIX mK(poB. OCHOBHBIE 3TAIIbI
CTaHOBJICHUS KpUNTOrpaduu Kak HayKu.
YacToTHbIE XapaKTEPUCTUKHN OTKPBITHIX
TEKCTOB. K-rpaMMHasi MOJIeTTb OTKPBITOT'O
Tekcra. Kpurepuu pacnosHaBaHus
OTKpBITOTO TeKcTa. [lepeuensb yrpos.
CHMMETPUYHOE U ACUMMETPUYHOE

¢ poBaHUe B 3aJ]a4ax 3aIIUThI
uHpopmanuu. [udpsl ¢ OTKPHITHIM
KJIFOUOM U UX HUCII0JIb30BAHHUE.

JIEKIIUSA

Knaccudukanus mudpos. Monenu

¢ poB. OCHOBHbIE TPEOOBaHUS K
umdpam. [Ipocreiimme
KpUnTorpaguueckue mpoTOKOJIbI.
PazHoBuaHOCTH MG POB MEPECTAHOBKH:
MapIIpyTHbIE U TEOMETPUUECKHE
MEePECTAaHOBKU. DJIEMEHTHI KPUIITOAHAIN3A
ungpoB nepecraHoBku. [1Indpsr npocToit
3aMeHbl ¥ UX aHanu3. MHoroaidaBuTHbIE
mdpsl 3aMeHsbl. J{uckoBble mudpaTops
KOJIOHHOM 3aMEHBI.

JIEKIIAS

[udpel raMMUpOBaHUS U UX aHAIIN3.
Hcnonp30BaHne HEPABHOBEPOATHOMN
ramMMmbl, TOBTOPHOE HCIIOIb30BaHNE TaMMBI,
Kpunroananus mudpa Buxenepa. TecTs
V. ®puamana. biounsie mudpsr npocToit
3aMEeHBl U1 OCOOCHHOCTH UX aHAJIN3a.
CoBpeMeHHbIe OJI0YHBIC TTU(PHI.
Kpunroanropurm DES. Kpunroanroputm
I'OCT-28147-89. Kpunrroanroputm AES.




Pexxumpl nicnionib30BaHus OJI0YHBIX MTHGPOB

Hanéxuocts mmdpos.
MeTtonasl cuaTEe3a U
aHanm3a
KpUNTOTpapUIECKUX
QITOPUTMOB C CEKPETHBIM
KII0YOM

JIEKIAS

Kpunrorpaduueckas croMkocTh mUppPOB.
Teopernuecku croiikue mudpel. [Hudpsr,
COBEpIIICHHBIC TIPY HATIQJICHUH Ha
OTKpbITHIN TeKCT. [LIndpsl, coBepiieHHbIE
IIpY HalaJeHuu Ha Kio4. O
TEOPETUKO-UH(POPMAIIIOHHOM TMOAXO0/IE B
Kpunrorpaduu. DHTPONHUS U KOJIUYECTBO
undopmanuu. “Henan&xHocts mudpa”,
“IIOKHBIE KUY U “pacCcTOSTHUE
enuHCTBEeHHOCTH . [IpakThuecku cTorkue

G pol

JICKIIUS

HNmutocroiikocTh mupoB.
XapakTepUCTUKA UMUTOCTOMKOCTH
mu@poB U ux oueHku. [Ipumepsl
MMHUTOCTOMKHAX U HEUMUTOCTOMKHX

i GpoB. MeToabl UMUTO3ALTUTHI
HEMMHUTOCTOUKHX U(PPOB. IMUTOBCTaBKH.
Konpt ayrentudukanuu. [lonstue o
nomexoycrorunBocTy mudpa. Lludpsl, e
pPa3MHOKAIOIIUE UCKAKESHUH TUTIA 3aMEHBI
3HakoB. [lIudpsl, HE pasmMHOXKatOLTHE
UCKaXCHHH THIIa TIPOMYCK-BCTaBKa 3HAKOB.
[TpuHIHITBI TOCTPOCHUS AITOPUTMOB
6s10uHOTrO MmMQpoBaHus. Beibop 0a30BbIX
npeodpazoBannii. OCOOCHHOCTH PEKHUMOB
WCITOJIB30BaHUs OJIOYHBIX MTU(POB.
[TpuHIHITEI TOCTPOCHUS AITOPUTMOB
MOTOYHOTO MHppoBaHus. Pe:xuMsl
WCTIOJIH30BAHUS TIOTOYHBIX MIH(POB.

JIEKIAS

CrtpoeHre NOTOYHBIX HIH(PPCUCTEM.
KoHrpysHTHBIE TeHepaTopsbl. I'eHepaTopbl
®ubonayuu. ['eHepaTopbl, OCHOBAHHBIE HA
CJIOKHOPEIIAeMBIX 3aJjauax TEOpUU
yucen.JInHelHble pEKyppPEHTHBIE
nocnenosarenbHoct (JIPIT) Han nonem.
OunbpTpyronme 1 KOMOUHUPYOIUE
TE€HepaTopsl, U UX cBoicTBa. Kommo3uun
JMHEWHBIX perucTpoB casura. Iloaxoaer k
aHAJIN3Y AITOPUTMOB MU (POBAHMUSL.
OCOOEHHOCTH KPHUIITOAHAIN3a AITOPUTMOB
6souHoro mudpoBanus. OCOOEHHOCTH
aHaJIM3a POTrPaMMHBIX pealn3alui
KpUNTOrpaguuecKux alrOPUTMOB.

MeTtoapl cuHTE3a U
aHaImM3a
KpUNTOTpapUueCcKuX
AJITOPUTMOB C OTKPBITHIM
KITII04YoM. X3HI-(yHKIUN
U UX KpUITorpaguueckue
IIPUJIOKEHUS.

JIEKIIUSA

HIudpcucrema RSA. IIudpcucrema
Onb-Tamans. [ludpcucrema Mak-Dnuca.
HIudpcucrema Ha OCHOBE 3a1a4u 00
“yKnazike prok3aka’. AHamu3
nmdpcucremsl RSA. Ilpaktiuueckue
aCIIEKTHI HCIIOJIB30BaHUS MU(DPCUCTEM C
OTKPBITHIM KJTIt04oM. OOI1He MONI0KEHUS.
[udposrie moanucu Ha OCHOBE

MU (PCUCTEM C OTKPBITHIM KIIFOUOM.
Hudposas moanuce @uara-Ilammupa.
Hudposas noanucek Imb-I"amas.
CranmapTsl THPPOBON TTOAKCH.




[IpoTokombl THIIA 3aITPOC-OTBET.
[IpoTokoibl, UCTONB3yIoNINE TUPPOBYIO
nonuch. [IpOTOKOITEI ¢ HyJIeBBIM
pasriameHneM. AJTOpUTMBI ITepeadn
TICKITHST KJItO4YeH (C MCIIOJIb30BaHUEM U 0€3
WCIIOJIb30BaHUS TU(POBOH TOIIHICH).
AJNTOPUTMBI OTKPBITOTO pacIpe/ieICHUs
KIIF0Ued. ANITOPUTMBI IPEIBAPUTEIHLHOTO
pacrpeieieHus KIF4eH.

OOmme cBeeHus 0 Xeu-(QyHKIHUX.
KitoueBbie 1 6eckitoueBbie Xeul-QPyHKIINH.
WreparnBHbIE c1OCOOBI TOCTPOEHUS
xen-pyukui. [Toastue o croiikoctn
xem-QyHKiuy. L{enocTHOCTh JaHHBIX U
ayTeHTU(UKALNS UCTOYHUKA JaHHbIX.
KoHcTpykuuu cucrem ayTeHTU(UKAIMH HA
ocHoBe xem-QpyHkuuii. Kogsl

ayTeHTUIHOCTH coobmennii: HMAC,
UMAC.

JIEKIAS

*JIeKIIMU ¥ UHBIE Y4eOHbIe 3aHATHS, IPEAYyCMaTPHUBAIOIINE IPEUMYILECTBEHHYIO Ilepeady yueOHol nHpopManun
MeAarornieckuMyu paboTHUKaMH OpraHu3aluy U (WJIH) JUIaMH, MPUBJIEKaeMbIMH OpraHu3alueil K peaan3anuu
00pa3oBaTeIbHBIX POrPaMM Ha UHBIX YCIOBUSX, 00YYaIOIIMCS

TemaTuka 3aHATHI CEMHUHAPCKOI0 TUITA

Nen/n HaumenoBanue TemMbl Bup 3ansaTus TemaTuka 3aHATHS CEMHMHAPCKOIO
(pa3nena) IMCHUILIMHBI | CeMMHAPCKOT0 THNA® ¥ THIIA
1. |BBenenue B Uctopus kpunrorpaduu. Ipumepst
Kpunrorpaduro. pyuHbIX mK(poB. OCHOBHBIE TAIbI
OcCHOBHBIE KJIacChl CTaHOBJIEHUS KpUNTOrpaduy KaK HAyKH.
M (poB U UX CBOUCTBA npakTHdeckoe 3aHATHe  [HacTOTHBIE XapaKTEPUCTUKH OTKPBITHIX

TCKCTOB. k-FpaMMHaﬂ MOJCJIb OTKPBITOI'O
TCKCTA. KpI/ITepI/II/I paclio3HaBaHUA
OTKPBITOI'O TCKCTA.

Ilepeuens yrpo3. CHMMETpUYHOE U
aCHMMETPUYHOE MH(PPOBaHHE B 331a4aX
3auThl nHpopmaruu. [udpsr ¢
OTKPBITHIM KITFOYOM M UX HUCTIOJIH30BaHUE.

MMPAKTHUYCCKOC 3aHATHUC

Knaccudukanus mumdppos. Monenu
m@poB. OCHOBHbIE TPeOOBaHUS K
mmdpam. [Ipocreiimme
NPaKTUYECKOE 3aHATHE  |KpunTorpaduyecKue

npoTokoubl. PasHoBuaHOCTH IH(POB
MIEPECTAHOBKU: MapIIPyTHBIC U
re€OMETPHUYECKUE NEPECTAHOBKH.

DJeMeHTHI KpUIITOaHaAIN3a Mu(poB
nepectaHoBku. Iudpsl mpocToii 3aMeHbl
HPAKTUYECKOE 3aHATHE  |M UX aHaJIW3. MHoroan(aBUTHBIE IIH(PHI
3aMeHbl. [luckoBbie MHpPaTOpPbI
KOJIOHHOW 3aMEHBI.

[udpel raMMUpoBaHUs U UX aHAIIN3.
Hcnonb3oBaHne HEPABHOBEPOSITHOM
MPAKTUYECKOC 3aHATHUC raMMBI, HOBTOpHOG HUCITIOJIB30BAHUC
raMMbl, KpunroaHanus mudpa Bikenepa.
Tectol Y.®puamana.

bnounble mudpbl poCcToif 3aMEHbI U
HPaKTUYECKOe 3aHATHE |0COOCHHOCTH uX aHaiu3a. CoOBpeMEHHbIE
6nounsle mudpsl. Kpunroanroputm DES.




Kpunroanroputm 'OCT-28147-89.
Kpunroanropurm AES. Pexxumbl
WCIIOJIH30BaHUsI OJIOYHBIX MU(POB

Hanéxuocth mudpos.
Metombl cuHTE3a U
aHaImM3a
KPUNTOTpaQHUECKUX
QJIITOPUTMOB C CEKPETHBIM
KITIOYOM

MPAKTUYECKOE 3aHATHUE

Kpunrorpaduueckast CTONKOCTb MIH(POB.
Teopernuecku croiikue mudpel. [Hudpsr,
COBEpILICHHBIE NP HANaICHUH Ha
OTKpBITHIH TekcT. [1Ingpbl, coBepiieHHbIe
IIpY HalaJeHuu Ha Kiod. O
TEOPETHKO-MH(OPMALIMOHHOM ITOJIXOJIE B
Kpunrorpaduu.

MIPAKTUYECKOE 3aHATHUE

DHTpONHS U KOJIMYECTBO HH(POpMAITUH.
“Henanéxuocts mudpa”, “noxHbe
KJIIOYK ™ U “pacCTOSIHUE €IMHCTBEHHOCTH .

[TpakTuyecku cToiikue mugpol

MPAKTUYCECKOC 3aHATHUC

NmurtocroitkocTs mudpos.
XapakTepuCTUKA UMUTOCTOMKOCTH
mudpoB U ux oueHku. [Ipumepsr
MMHUTOCTOMKHUX U HEUMUTOCTOMKHUX

g poB. MeToabsl UMUTO3AIIUTHI
HEMMHUTOCTONKUX HMIH(PPOB.
NmuToBctaBku. Konbl ayTeHTH)UKAIIUY.
[TonsiTHe 0 MOMEXOoycTOHUMBOCTH IHppa.
[udpsl, HE pa3sMHOKAIOIINE UCKAKESHUIN
TUMa 3aMeHbI 3HaKoB. LlIudpsl, He
Pa3MHOKAIOIINE UCKAXKEHUI ThIIa
MIPOITYCK-BCTaBKA 3HAKOB.

MPAKTUYECKOC 3aHATHUC

[TpUHIMIIBI TOCTPOCHUS aJITOPUTMOB
6mouHoro mugpoBanus. Beioop 6a30BbIx
npeoOpazoBannii. OCOOEHHOCTH PEKUMOB
MCMOJIb30BaHUs OJOYHBIX MIH(POB.
[TpUHIUIIBI TOCTPOCHUS aJITOPUTMOB
NOTOYHOTO HMM(ppoBaHus. Pexxumbl
MCTIOJIF30BAaHUS TIOTOYHBIX MH(POB.

MPAKTHUYCCKOC 3aHATHUC

CTtpoeHne NOTOYHBIX HIH(pCUCTEM.
KoHrpysHTHBIE reHepaTopsl. I'eHepaTopbl
®dubonayuu. ['eHepaTopbl, OCHOBAHHBIE
HAa CJIO)KHOPEIIAEMBIX 3a7a4aX TEOPUN
yucell. JInHelnHbIe peKyppPEHTHBIE
nocnenosarenbHocty (JIPI) Hanx nonem.
QunbTpyronme 1 KOMOMHUPYIOIIUE
T€HEPATOPBI, U UX CBOMCTBA

MPAKTUYECKOEC 3aHATHUC

Kommnozuiun TMHEHHBIX pErucTpOB
capura. [Tomxoap! K aHAIHU3Y aNTOpPUTMOB
mmdposanus. OcoGeHHOCTH
KPHUITOAHAJH3a aJTOPUTMOB OJIOYHOTO
mmdposanus. OcoOEHHOCTH aHAIN3a
IIPOTrPaMMHBIX peann3annui
KPUNTOrpaguuecKuX alrOPUTMOB

Mertoabl cuHTE3a U
aHaNM3a
KPUNTOTpaprueCKuX
aJITOPUTMOB C OTKPBITHIM
KITI04oM. X3II-(yHKIUN
1 X KpunTorpaduyeckue
TIPUITIOKCHHUS.

MPAKTUYCCKOC 3aHATHUC

Mudpcucrema RSA. lIudpcucrema
Onp-I'amana. Hludpcucrema Mak-Dmuca.
[[Indpcucrema Ha OcHOBE 3a/1a4u 00
“ykiagke prok3aka’. AHaIu3
mudpcuctembl RSA. [Ipaktraeckue
aCTIeKThI UCIOIB30BAHUS IUPPCUCTEM C
OTKPBITHIM KJIF04OM. OO0IIME MOI0KEHUS.

MMPAKTUYECKOC 3aHATHUC

[{udposbie moanucu Ha OCHOBE




HIUPPCUCTEM C OTKPBITHIM KITFOUOM.
[Tudposas noanucs Guata-llamupa.
Hudposas moanuce Dib-I"amans.
Crannaptsl 1u(ppPOBOM MOIIHCH.

[TpoToxoibl THIIA 3aITPOC-OTBET.
[TpOTOKOIIBI, NCTIONB3YIONIUE THUPPOBYIO
noAnuck. [IpoTokomsl ¢ HyIeBbIM
pasrilalieHUeM.

MPAKTUYECKOE 3aHATHUE

AJTOpUTMBI TIEpeIauu Kitoueh (¢
UCIIOJIb30BaHUEM U 0€3 UCIOJIb30BaHUS
u(ppoBoH MOAMHUCH). AJTOPUTMBI
OTKPBITOT'O paclpeesieHUs KI0Yeil.
ANTOpPUTMBI IPEABAPUTETHHOTO
pacrpeeneHus KIII0Yei.

MPAKTUYCCKOC 3aHATHUC

OO6mwme cBeieHus O Xen-(PyHKIUAX.
KiroueBbie u GeckitoueBbie
HpakTHYecKoe 3auaTHe  |xem-gyHkuuu. MTepaTuBHBIE CIOCOOBI
noctpoeHus xem-QpyHkuii. [loasrue o
CTOMKOCTH Xel-(yHKITHH.

L{enoCcTHOCTh JaHHBIX U ayTEHTU(UKALIHS
MCTOYHHKA JaHHBIX. KOHCTpYKIINHU
IPAKTHIECKOE 3aHATHE  (CHCTEM ayTeHTU(UKALUK HA OCHOBE
xemr-¢yHkiui. Konbel ayreHTHYHOCTH
cooomenuii: HMAC, UMAC.

** ceMHHAPBI, MPAKTUIECKUE 3aHATHS, IPAKTUKYMBI, IA00paTOpHEIE PadOTHI, KOJJIOKBUYMBI U HHBIE aHATIOTUYHBIE
3aHATHA
HNuas koHTaKkTHasi padora

[Tpu npoBenenun yueOHbIX 3aHsaTuil CI'OY obecnieunBaeT pa3BuTHEe y 00ydarolUXCsl HABBIKOB
KOMaHJHOW pPabOThl, MEXIMYHOCTHOM KOMMYHMKAIIUW, NPHUHATHUS pPEUICHUH, JUAEPCKUX KadyecTB
(BKJIIOYast IpU HEOOXOAMMOCTH MIPOBECHNE UHTEPAKTUBHBIX JIEKIIMH, TPYIIIOBBIX JUCKYCCUN, POJIEBBIX
UTp, TPEHUHIOB, aHAJIN3 CUTYallUil 1 UMUTAIIMOHHBIX MOJeNel, npenoaaBanue AMCUUILUINH (MOaynel) B
¢bopMe KypcoB, COCTaBJIEHHBIX Ha OCHOBE pE3yJlbTaTOB HAayYHbIX HCCIIEOBAHUN, MPOBOJNMBIX
OpraHu3aiyei, B TOM 4HCie C y4eTOM PEerHOHalIbHBIX 0COOCHHOCTEH MPOo(ecCHOHANBHOM 1eATeIbHOCTH
BBIIIYCKHUKOB U NOTpeOHOCTEN paboToaarenei).

@opMbl M METOJIbl TMPOBEACHUS WHOW KOHTAKTHOM paboThl NpUBEAECHBI B MeTOIUYecKuX
YKa3aHUSX 110 OCHOBHOM MpodeccroHaibHON 00pa3oBaTebHOM mporpamMmme.

4.2.2 CamocTrosiTeJbHasi padoTa

Neni/nn | HammeHnoBaHue Tembl (pa3gesia) AucuuIvIinebl | Bug camocrositenbHOl padoTsl ***
- IIOAr0OTOBKA JOKJIaaa
Beenenue B kpunrorpaduio. OCHOBHBIE KIacChl A FOKIaL .
1. o - IOATOTOBKA 3JICKTPOHHOMU IMPE3CHTALINN
mQpoB U UX CBOICTBA
- TECTUPOBAHHE
Hanéxuocth mmdpoB. MeToapl CHHTE3a U aHAJHN3a |- MoAroTOBKA JOKIana
2. |kpunrorpauuecKuxX aIrOPUTMOB C CEKPETHBIM |- IIOJATOTOBKA YJICKTPOHHON IPE3eHTalHH
KIIFOYOM - TCCTUPOBAHUC

*** caMOCTOSATEILHAS pa60Ta B CCMCECTPC, HANTMCAHUC KYPCOBBIX pa60T, JAOKJIaZ10B, BBIITOJIHCHUEC KOHTPOJIBHBIX

pabort
5. MaTtepuajibHO-TEXHUYECKOE H Y4eOHO-MeToInYecKoe odecnevyeHue TMCIMILTHHbI

5.1 JIureparypa:

OcHoBHasi iMTEepaTypa

1. ®omnuéB, B. M. Kpunrorpadpuueckue metonbl 3ammuTthl uHGopManuu B 2 4. Yacte 1.
MaremaTHuecKue acieKThl : yueOHUK JU1st By30B / B. M. ®omuués, J{. A. MenbHUKOB ; O] peaakiueii B.
M. ®omuuéBa. — Mocksa : U3mparensctBo FOpaiit, 2024. — 209 ¢. — (Bricmiee o6pa3oBanue). — ISBN
978-5-9916-7088-3. — TexkcT : anexkrponHsiit / O6pazoBaTenbHas wiatdopma FOpaidt [caiit]. — URL:




https://urait.ru/bcode/536733

2. ®omuué, B. M. Kpunrorpapudeckne meroapl 3amuTbl uHbopManuu B 2 4. Yacts 2.
CucteMHbIe U NPUKJIAIHBIC ACTIEKTHI | y4eOHUK A By30B / B. M. ®omuués, /1. A. MenbHUKOB ; 101
penakuueir B. M. ®domuuéBa. — Mocksa : M3marensctBo HOpaiit, 2024. — 245 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-9916-7090-6. — Texkcr : anexTponHbIi // O6pazoBaTenbHas matdopma
IOpaiir [caiit]. — URL: https://urait.ru/bcode/537383

JlonoJIHUTeIbHAS JTUTepaTypa

1. BacunseBa, M. H. Kpunrorpapuueckue meronsl 3amutbl uHGOpMAIMH : y4eOHUK H
npakTukym s By3oB / M. H. BacwibeBa. — Mocksa : MznarensctBo FOpaiit, 2024, — 349 ¢. —
(Beicmiee obpazoBanue). — ISBN 978-5-534-02883-6. — Tekct : anexkrponHsbiil // OOpa3oBaTenbHas
mwiargopma FOpaiir [caiit]. — URL.: https://urait.ru/bcode/536902

2. 3aneunnkoB, C. B. Kpunrorpaduueckue MeToap! 3aIUTh UHOOPMAIIUY ;| YIOHUK IJIsI BY30B
/ C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB. — Mockga : 3narensctBo FOpaiit, 2024. — 309 c.
— (Boicmiee oopazoBanue). — ISBN 978-5-534-02574-3. — Tekcr : anekTpoHHbIi // OOpa3oBarenbHast
wiatdopma FOpaiit [caiir]. — URL: https://urait.ru/bcode/536453

3. Jlocs, A. b. Kpunrorpapuueckue Meroabl 3amuThl HHGOPMANWU IS H3yYaroIIuX
KOMITBIOTEPHYIO 0€30MacHOCTh : yueOHuK 11 By30B / A. b. Jlocs, A. FO. Hecrepenko, M. . PoxkoB. —
2-e m31., uctp. — Mocksa : M3mparensctBo FOpaiit, 2024. — 473 c. — (Bsicmee obpazoBanue). — ISBN
978-5-534-12474-3. — Texkcr : anexkrponnslii / OOpa3oBatenbHas muatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/536132

5.2. IlepeyeHb JIMIEH3HOHHOTO MPOrPAMMHOI0 00ecIeYeHus!
1. Astra Linux Special Edition «Cmonenck», «Open»; PenOC
2. MoitOduc Cranmaptasrii 2, MoitOduc O6pazoanue, P7-Oduc [Ipodeccnonansupiii

5.3 CoBpemenHble MpodeccHoHATbHBIE 0a3bI JaHHBIX, K KOTOPbIM 00ecnednBaeTcsi 0CTYN
o0yuarumuxcst

1. IIpodeccuonanpHas 6a3za jgaHHbIX «MHpOpManuoOHHbIE cucTeMbl MuUHHCTEPCTBA
sKoHOMHueckoro pa3BuTHus Poccuiickoii ®denepaunn B cetu WutepHer» (Iloptan «OdunmansHas
Poccus» - http://lwww.gov.ru/)

2. TocymapctBeHHass cucreMa mpaBoBoi uH(popmanuu «OQUUIUaNbHBIM HHTEpHET-NOopTal
npaBoBoit nHpopmarmm» (http://pravo.gov.ru/)

3. IIpodeccuonanpHast 0aza naHHbIX «DUHAHCOBO-?KOHOMHMUYECKHE MOKazarenu Poccuiickoit
denepanuny (OpunmansHbiii caiit MunucreperBa punancos PO - https://www.minfin.ru/ru/)

4. Tlpodeccronanphas 6a3a gaHHbIX «OduuuanbHas cratuctuka» (OdunuanbHelii calT
denepanbHOI CITy)KObI TOCYAaPCTBEHHOM cTaTucTuKy - http://www.gks.ru/

5.4. UundopManmoHHO-CIPABOYHbIE CHCTEMbl, K KOTOPbIM o0ecneuynBaeTcsi JA0OCTYI
o0yuawumuxcst

1. CpaBouHo-tnipaBoBas cucrema «Koncynprant [Lmroc»

2. CnpaBouno-mipaBoBas cucrema «I"”APAHT-Makcumym»

5.5. CnenuajabHbIe MOMELEeHUS

VY4eOHble ayIUTOpUH 1JIs TPOBEICHUS KommiexTs! yueHnueckoi medenu
3aHATHUM JICKUMOHHOTO TUIIA MynbTUMEIUIHBIN TPOEKTOP
Jlocka
OKpaH
VY4eOHble ayIUTOPUN IJIs1 TPOBEICHUS KommiexkTs! yueHnueckoit medenu
MPAKTUYECKUX 3aHATUH (3aHATUN MynpTUMEIUINHBIN TPOEKTOP
CEMHUHAPCKOT0 TUTIA) Hocka
OkpaH
KomnbroTepsl ¢ Bbixos1oM B ceTh «MHTEpHET» 1 DUOC
CIoy




VYueOHbIC ayTUTOPHUH JJIS TPYIITIOBBIX U KomruiekTsl yueHnueckoi Mmeoenun

VHJUBUYAJIbHBIX KOHCYJIBTALIUN MyJbTUME IUIHBINA TPOEKTOP

Jlocka

OkpaH

KomnbroTeps ¢ Bbixos1oM B ceTh «MHTEpHET» 1 DUOC
CIoy

VY4eOHble ayAUTOpUH U1 TEKYIIEro KOHTPoIs |KoMIUIeKTsl yueHnueckoi Mebenu

Y IIPOMEKYTOYHOM aTTeCTaluu MyJbTUME IUIHBINA TPOEKTOP

Jlocka

OkpaH

KommnbroTeps ¢ Bbixos1oM B ceTh «MHTEpHET» 1 DUOC
CIoy

[TomeneHus 111 caMOCTOATEBHON paboThl  |KOMITJIEKTHI yYeHUYECKON MeOeH

MyJbTUME IUIHBINA TPOEKTOP

Jlocka

OKkpaH

Kommnbrorepsl ¢ Bbixos1oM B ceTh «MHTEpHET» 1 DNOC
CI'oy

[TomereHus A1 XpaHEHHUS U KoMIUIeKThI CrieMaIn3upOBaHHON MeOeIH JIIs
PO UIAKTHIECKOTO 00CTyKUBAHUS XpaHeHUs: 000pyIOBaHUS
o0opynoBaHus

5.6 JlabopaTopuu u J1aGopaTopHOe 000pYy/A0BaAHHE
6. @oH/ OIIEHOYHBIX CpeaAcTB Mo AucuuiinHe Kpuntorpadpuyeckas 3amura uagpopmanum:

6.1. KoHTpoJ/IbHBIe MEPONPUSTHSA 10 JTUCIUILIMHE

®opma KOHTPOJIsA OTmeruth
HYKHOE
Bua konTpoJs
3HAKOM
K+ »

Texymmii KOHTPOJIb TectupoBanue +
[IpakTrueckue 3agaun +
ITpoMeXyTOUHBIN KOHTPOIb  |IK3aMeEH +

Ilopsinok nmnpoBeaeHUs: MEpPONPHUATHH TEKYHIero W IMPOMEXKYTOYHOI0 KOHTPOJIA
onpeneasiercas MeToan4ecKMMH YKAa3aHUSIMHU 110 OCHOBHOM NpodeccnoHaIbHOi 00pa3oBaTeIbHOM
nporpamme Bbicmiero odpasoBanusi; Iloso:keHneM o 0a/lILHO-PeITHHIOBON cHCTeMe OLEHKH
yCHeBaeMOCTH O0y4aloIMXCsi 10 OCHOBHBIM 00pa3oBaTeJbHBIM NPOrpaMMaM  BBICIIErO
o0pasoBanusi — mnporpaMmaM 0OakajaBpuara, IpOrpaMMaM CIHEHHAJIUTEeTa, MporpaMMam
MATHCTPaTyphl B (peepaibHOM rOCYAapCTBEHHOM ABTOHOMHOM 00pa30BATEeJbHOM Y4Ype:KICHHHU
BbICLIEro o0pa3oBaHus «CaMapcKuii rocy1apCcTBEeHHbIN IKOHOMHYECKHH YHUBEPCUTET».

6.2. [Inanupyemblie pe3yabTaThl 00y4YeHHUsI 10 AUCHHUIINHE, 00ecTIeYnBaIOIHe TOCTHKEHN e
IUVIAHUPYEMBbIX Pe3yJIbTATOB 00yYeHHUsI 10 MporpaMmme

IIpopeccnonanbubie komnerenuuu (I1K):
I1K-2 - CnocoGeH K OIIeHKE 3alMIEHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM C TIOMOIIBIO THITOBBIX
MPOTPAMMHBIX CPEJICTB

IInanupyemsle |IlmaHmpyemble pe3yabTaThl 00y4eHHUSsI 110 AUCHHUILIMHE

pe3yIbTaThI
o0Oy4eHus 1o
porpaMmme
T1K-2.1: 35ath: [1IK-2.2: YMeTh: [1K-2.3: Bnagets (MMeTh
HaBBIKH):

0COOCHHOCTH 3alllUThI OLCHUBATh 3allUIIICHHOCTDb |HaBbIKaMH 3allIMIICHHOCTHU




ABTOMAaTU3HWPOBAHHBIX
CHUCTEM C ITIOMOIIBIO
THUITIOBBIX ITPOTPpaMMHBIX

ABTOMATHU3UPOBAHHBIX
CHUCTEM C ITIOMOIIBIO
TUIIOBBIX ITPOTrPaMMHBIX

ABTOMAaTU3UPOBAHHBIX
CHUCTEM C ITIOMOIIBIO
THUIIOBBIX IMTPOTrPpaMMHBIX

CpEJICTB CpPENICTB CpEICTB
[ToporoBerii HEKOTOpPbIE 0COOCHHOCTH |OLIEHUBATh 3alIUIEHHOCTh |HABBIKAMH 3aIUIIICHHOCTH

3alIUThI ABTOMATHU3UPOBAHHBIX ABTOMAaTU3UPOBAHHBIX

aBTOMAaTH3MPOBAHHBIX CHCTEM CHCTEM

CHCTEM

CrangapTHbIii (B [HEKOTOpbIE 0COOEHHOCTH

OLCHUBATh 3alllUIIICHHOCTD

HaBbIKaMHM 3allIMIIICHHOCTH

JIOTIOJIHEHUE K |3aILMTHI KOMITOHEHT KOMIIOHEHT

IIOPOrOBOMY) aBTOMAaTU3UPOBAHHBIX aBTOMAaTU3UPOBAHHBIX aBTOMAaTU3UPOBAHHBIX
CUCTEM C IIOMOIIBIO CHUCTEM C IIOMOILBIO CUCTEM C IIOMOIIBIO
TUIIOBBIX IIPOIPAMMHBIX  |THUIIOBBIX IIPOTPAMMHBIX  [THIIOBBIX IPOIPAMMHBIX
CPEICTB CPENICTB CPEIICTB

IToBblIeHHBIH (B|OCOOEHHOCTH 3aIIUTHI OLICHUBATH 3AILMILEHHOCTD [HABBIKAMU 3aILHUILEHHOCTH

JIOTIOJIHEHUE K |aBTOMAaTU3UPOBAHHBIX ABTOMAaTU3UPOBAHHBIX ABTOMAaTU3MPOBAHHBIX

IIOPOrOBOMY, CUCTEM C IIOMOIIBIO CUCTEM C IIOMOLLBIO CUCTEM C IIOMOIIBIO

CTaH/IapPTHOMY) [THUIIOBBIX IPOIPAMMHBIX  [TUIIOBBIX IPOIPaMMHBIX  |THIIOBBIX IPOrPaMMHBIX

CpCaACTB

CPCIACTB

CpCaACTB

6.3. HacnopT OLHCHOYHBLIX MaTCpPHAJIOB

Ne HaumenoBaHue TeMbl Koutposnpyembie Buja koHTpoOJIsi/McoIb3yeMble
n/m | (pa3nejia) IMCHUILTHHBI IUIAHMpYyeMble OlICHOYHbIE CPe/ICTBA
pe3yJbTaThl 00y4eHHs B
COOTHOIIIEHUH C
pe3yJbTaTamMu Texkymmi IIpomexyTo4YHbIN
00yuyeHus1 Mo
nporpamme

1.  |Beenenwue B kpunrrorpaduro. |([1K-2.1, [1K-2.2, [IK-2.3 |TectupoBanue DK3aMeH
OcHoBHBIE Ki1acchl MH(POB [TpakTnueckue
Y UX CBOMCTBA 3a71a4u

2.  |Hapé&xHoCcTh mM(pPOB. IK-2.1, I1K-2.2, T1K-2.3 |TectupoBanue DK3aMeH
MeToapl cMHTE3a U aHAIN3a [TpakTueckue
KpunTorpaguueckux 3a1a4u
AITOPUTMOB C CEKPETHBIM
KIIFOYOM

3. Metonasl cunTe3a u ananuza |[1K-2.1, [TK-2.2, TIK-2.3 |TectupoBanue DK3aMeH
KpunTorpaguueckux [TpakTueckue
AJITOPUTMOB C OTKPBITBIM 3aauu
KITFOYOM. X3II-(DYHKIIUU U
UX KpUnrorpaduueckue
MPUIIOKEHUS

6.4.0eHO0YHbIC MAaTEPHAJIBI IS TEKYLIEr0o KOHTPOJIs

CcbUlka Ha TEKYHIYI0 aKaJIeMHYECKYH) aKTHBHOCTb, TOUKH TEKYIIErOo KOHTPOJIS
pa3MENIEHHbBIX B

OIICHOYHBIX MaTcpuraios,

https://Ims2.sseu.ru/course/index.php?categoryid=1918

IIpumepHasi TeMaTHKA T0KJIA10B

BPCO

U1 BCEX

OUNOC CIoVv:

Paznen nucounivabl | TemMbl

BBenenue B
KpUNTOTpadHIo.
OcCHOBHBIE KJIacChl

M (poB U UX CBOKUCTBA

MEPECTAaHOBKH.

[Ipocreitmme kpunTorpaguIecKrue MPOTOKOJIBI.
PazHoBuaHOCTH MIM(POB MEPECTAHOBKHU: MAPIIPYTHBIE U TEOMETPHUUECKUE

DeMeHTHl KpUITOaHAIN3a MIM(POB MEPECTAHOBKH.
MHuoroandaBuTHbIC TTUGPHI 3aMEHBI.
JlrckoBbIe mH(paTopbl KOJOHHON 3aMEHbI




Hanéxnocts mmdpos.  [XapakTepuCTUKH UMUTOCTOMKOCTH MHU(POB U UX OIECHKH.

MeTtoapl cuHTE3a U Konsr ayrenTudukamnmm.

aHanu3a [TonsTHE O MOMEXOYCTONYMBOCTH U PPA.

KpunTorpaguueckux Iudpsel, HE pa3MHOKAIOIINE UCKAKEHUH THUIIA 3aMEHBI 3HAKOB.

anroputMoB ¢ cekpeTHbIM | LI psl, He pa3MHOXKAOIIME UCKAXKEHHH THIIA TIPOMYCK-BCTaBKa 3HAKOB.

KIIFOUOM [TpuHIHITBI TOCTPOCHUS AITOPUTMOB IMOTOYHOTO MU POBaHUS. PexrMbI
MCIOJIb30BaHHUs MOTOYHBIX MIN(POB.

MeTtoapl cuHTE3a U HIudpcucrema RSA.

aHanu3a [udpcucrema Dnb-I"amans.

KpUNTOTpapuUECKUX HIudpcucrema Mak-Drnuca.

anropuTMoB ¢ OTKpHITEIM |LLIndpcucTema Ha ocHOBe 3a1auun 00 “yKiIaaKe prok3aka”. AHAIN3

Kimo4oM. Xom-¢pyHkuun |mudpceuctemsl RSA

u ux kpunrorpapudeckue|L{udpoBbie moanuc Ha OCHOBE MHUPPCUCTEM C OTKPBITHIM KITIOUOM.

MIPUIIOKEHUS Crangaptsl 1U(POBO MOIMUCH.

3ajganus 1Jisi TECTUPOBAHUSI 1O JTHCHUILIMHE JJIsl OlleHKH cOPMUPOBAHHOCTH KoMmeTeHmmii (Min
20, max 50 + ceplaky Ha IUOC ¢ TecTamn)

1. Uro nonumMaercs 1o 0€301aCHOCThIO CETH?

+3ammTa ee OT BMEIIaTeIbCTBA B MPOIeCC PYHKIIMOHUPOBAHUS;
3aIUTa CeTH OT aTaK;

3alllUTa CeTH OT BUPYCOB;

3amuTa UHPOPMAIIUKA OT UCKAKEHUS

2. B uém omnmuue cankiuonupoBanHoro (CJl) u HecankumonupoBanHoro (HCJ) moctyma k
nHpopmanuu?

+CJ1 He HapyIIaeT yCTaHOBJICHHBIE NIPaBUIa pa3rpaHUYCHUs TOCTYIIA,

HCJ] He napyiaeT ycTaHOBJIEHHBIE ITPABUIIA;

CJ1 obecnieunBaeT KOHGUAESHIMATBLHOCTh HH(DOPMALINH;

C/1 obGecnieunBaeT 11€I0CTHOCTh MHPOPMAIUH.

3. KonpuaennuansHoCTh JaHHBIX (MH(OpPMALIUK) 3TO?

BHYTpPEHHEE CBOMCTBO MH(POPMALINY;

+craTyc, IpeacTaBIsieMblil JAHHBIM M ONPEEISIIOIINNA CTENEHb UX 3aIlUThI;
3Ha4YMTeNbHbIe 00BeMbl MH(OpMaIK; HH(pOopMaLUs, IpeAHa3HaYeHHas s ITepelaun.

4. CyOobekT UHQOPMAIIMOHHOW CUCTEMBI ATO?

MOJIB30BATEIh CUCTEMBI, +aKTHBHBIA KOMIIOHEHT CHCTEMBI, KOTOPBIA MOXET CTaTh MPUYMHOW TMOTOKA
uHpOpMaLKU OT 00bEKTa K CYOBEKTY;

OTIIPaBUTENb COOOIIECHHUS; MTOJIydaTelb COOOIICHHUS.

5. O6beKT UHPOPMALIMOHHOM CUCTEMBI ATO?

MEXKCETEeBOH dKpaH; mudparop;

+1TaCCUBHBIN KOMIIOHEHT CHCTEMBI, XPAHSIIIUHA, TPUHUMAIOIIWNA WU TIEPEIaroIHi HHPOPMAIIHIO;
CKpemoep.

6. LlenoctHOCTH MH(OPMAIIH ITO:
CKPBITHOCTh WH(OPMAIIHH;
BaXHOCTb HH(OpMAIIHH;
+IO0TMHHOCTH UH(OPMAIINH;
00beM UHGpOpMALIUH.

7. Yrpo3a 6e301acHOCTH CETH ITO:

+BO3MOXHbBIE PA3PYILIUTEIbHBIE BO3JCHCTBHS HA CETh;
HapyleHne paboToCIIOCOOHOCTH CETH;

OTKa3 KaHAJI000pa3yomIero o0opya0BaHus;




0TKa3 KOMMYTAallMOHHOTO 000PYI0BaHHUS.

8. YSI3BHUMOCTB CETH 3TO:

OTCYTCTBHE MEKCETECBBIX 3KPAHOB B CCTH;

+HeymagyHOoe CBOMCTBO CETH, MPOBOLMPYIOIIEE BOSHUKHOBEHUE U PEATU3AIINIO YTPO3bI;
OTCYTCTBHE CPEJICTB aKTHBHOM 3aIlMTHI;

OTCYTCTBHE CPEJICTB aHAIM3a 3aIUIIEHHOCTH

9. ATaka Ha CETb 3TO:

HapylIeHHE KOH(UICHIIMATbHOCTH,
HapYIICHHUE [EIOCTHOCTH;
HapYIICHUE JOCTYITHOCTH;
+peanuzanus yrpo3sl 0€30MaCHOCTH.

10. IlonuTHka 0€3011aCHOCTH 3TO:

OpraHU3alOHHO-TIPaBOBOE oOecreyeHrne MH(PpOpMaIMoHHONH 6€3011aCHOCTH;

aJIMMHHUCTpaTUBHBIE MEPbI 0OecTieueHUs] THPOPMALIMOHHOM 0€3011aCHOCTH;

+HOPMBI, ITpaBUJIa U IPAKTUYECKHE PEKOMEHIAIINH, PETIaMEHTHPYIOLE pPadOTy CPEACTB 3allUThI CETeH;
TEXHUYECKUE CpeJICTBA o0ecnieueHus: HH()OPMALIMOHHON OE3011aCHOCTH.

11. IuckpenmonHast moJiMTuKa 6€30MacHOCTH OCHOBAHA Ha!
CUMMETPUYHOM MIH(PPOBAHUHU; ACHMMETPUYHOM I (DPOBAHUH; SJIEKTPOHHON HU(POBOI MOIIUCH;
+MHOKECTBE 3aJJaHHBIX aJIMUHUCTPATOPOM Pa3pelICHHBIX OTHOLICHUH 10CTyIa CyObEKTOB K 00bEKTaM.

12. ITonmHoMo4HAas ITOJUTHKA 0O€30I1aCHOCTH OCHOBaHA Ha:

AITOPUTME paCTPE/ICTICHUS KIIFOUYEH;

+IpeaCTaBIeHUH JOCTyNa B 3aBHCHUMOCTH OT METKH KOH(PHICHIMATHHOCTH HH(DOPMAIUK U YpPOBHS
JIOBEpUs MOJIb30BATEIIS;

MIPOTOKOJIaX UACHTU(PUKAIINH,

MIPOTOKOJIaX ayTeHTU(DUKAIIIH.

13. Henb mponenypsl HASHTUDHUKALMY 3aKITI0YAETCS B!

+1peabABIEHUN CYObEKTOM CBOETO YHUKAJIBLHOTO HMEHU IO 3alpOCy CHUCTEMBI;
JI0Ka3aTeNIbCTBE MOJIMHHOCTH;

JI0Ka3aTeJIbCTBE LIETOCTHOCTH;

MPUMEHEHHUH 3JIEKTPOHHOHN 1M(POBOI MoAIUCH.

14. llens mponeaypsl ayTeHTU(UKALINN 3aKITF0OYAETCS B!
YIpaBICHUU KPUTITOTpAQUUIECKUMHU KITFOUaMU,
AHTUBUPYCHOM 3aILUTE;

+I0Ka3aTEIbCTBE NOAJIMHHOCTH,

MPOTUBOACHCTBUU yTPpO3aM 0€30MacHOCTH.

15. Ha3znaueHue cpeCTB aBTOPU3ALIMU 3aKJIFOUAETCS B:
pacrnpeeneHny KI4ei;

+KOHTPOJIE TOCTYIIA JIETAIBHBIX I10JIb30BATENIEH K pECypCcaM CUCTEMBI;
noctpoenuu VPN;

KPUNTOTpapUUECKON 3aIUTe TaHHBIX.

16. HazHayeHne TeXHOJIOIUK ayAuTa B MH(pOPMAITMOHHON CHCTEME:

o0OecrieyeHune 1eJI0CTHOCTH,

obecriedeHrne KOH(PpUICHIINATBHOCTH;

+(uKcanus B CHCTEMHOM XXypHaJle COOBITHI, CBSI3aHHBIX C JIOCTYIIOM K 3alIUIIaeMbIM pecypcam;
YCTPAaHEHUE YSA3BUMOCTEH.

17. CumMeTpHuyHas KpUITOCUCTEMA OCHOBAHA HA IIPUMEHEHUU:
+KpUNTOAITOPUTMA U OTHOTO CEKPETHOTO KIIH0Ya;



OJIHOT'O CEKPETHOI'0 KJII0Ya; IBYX CEKPETHBIX KIIIOUEH;
AIIEKTPOHHOU U(PPOBOI TOMUCH.

18. AcumMeTprYHasi KpUNTOCUCTEMA OCHOBaHAa HA MPUMEHEHUH
3aILUIIEHHOT0 KaHaa;

+KpUIITOAITOPUTMA, OTKPBITOTO U CEKPETHOTO KIIOYEH;

aJITOPUTMA CKPBITOH Mepeauu KIroue; anropuTMOB ayTeHTU(DUKALINH.

19. OcHoBHBIE (QYHKIMH yIIpaBIEHHUS KpUNTOIPAPUIECKUMU KITIOUYaAMH:
mudpoBaHUE KITIOUCH;

pacIpeiesieHHe KI04ei;

+reHepanusi, XpaHeHHEe U paclpeie]ieHHe KIIIouei;

cepTudUKAIHS KITFOYCH.

20. enb cepTuuKauu OTKPHITHIX KIHOYEH:
MOBBIIICHUE 3aLIUIICHHOCTH CHCTEMBI,
MIOBBIIICHUE HAJIG)KHOCTH CUCTEMBI;
+o0ecredeHne HeTOCTHOCTH OTKPBITHIX KITIOYEeH;
MOBBIIIEHUE OBICTPOJACHCTBHS CUCTEMBI.

21. Knaccuueckoil cetbto delicTelnns Ha3bIBaeTC:
KOpPIIOpAaTHBHAS CETbh;

BUpTYyaibHas yacTHast ceTb VPN;

+MeTo1Ka 00paTUMBIX PeoOpa30BaHUM JaHHBIX;
MHPPACTPYKTYpa OTKPHITHIX Kiroueit PKI.

22. Pa3mep kmoua cranaapra 'OCT 28147-86:
128;

512;

+256;

64.

23. KonmuectBo paynnos crarnapra OCT 28147-89:
16;

8;

+32;

64.

24, IMUTO3alIUTON HA3LIBACTCS:

UACHTUDHUKAIHS;

ayTeHTU(UKALINS;

+3alMTa CUCTEMBI CBS3H OT HABSA3BIBAHHUS JIOKHBIX JIAHHBIX;
reHepanus KI4dei.

25. IlotounbIM mudpoBaHHEM HA3bIBAETCS:
crannapt DES;

crarmapt [OCT 28147-89;
+110CHMBOJIbHOE MU (POBAHUE;

650uHO€e MU pPOBAHUE.

26. Kakoe MHOTOKpaTHOE MU(PPOBAHKE IMO3BOJIAET YBEIUYUTH JTUHY PE3YIbTUPYIONIETO KITH0Ya:
mmdposanue DES;

+mmdposanue 3DES;

nmdposanue 'OCT 28147-89;

muppoBanue RSA.

27. Kpunrrocucrema RSA otHOCHTCS:



K CHMMETPHUUYHBIM KPUIITOCUCTEMAM;

+K aCUMMETPUYHBIM KPUIITOCUCTEMAM;

K CUCTEMaM JIBYKPaTHOTO MH(POBaHUS;
K CHCTEMaM TPEXKPAaTHOTO MU(POBAHHUS.

28. KomOuHMpOBaHHBIN METOT ITUGPOBAHUS MTPEAHAZHAYCH JIJIS:

dbopmuposanwmst D1II;
npoBepku D1IT;

+CKPBITHOTO (3AIIUIIEHHOT0) PACIIPEICTICHUSI CEKPETHBIX KITFOUEH 110 OTKPHITOMY KaHAIY;
UJIeHTU(DHUKAIINN U ayTCeHTH(UKAITIH.

29. IIporokou 'mmnoy-KyuckyoTepa npeaHa3HadyeH 1Jis:

mu(poBaHus TaHHBIX;

pacirdpoBaHusl TaHHBIX;

+uneHTUUKALIMY C HYJICBOU Tiepeavyeli SHaHUM;

ABTOpHU3aluM.

30. DOnexrponnas uudposas noanucs (DLUII) npennaznayena as:

mu(poBaHus TaHHBIX;

uaeHTU(HUKAIMI aOOHCHTOB;
+ayTeHTH()HUKAIIIN OTIPABUTENS M KOHTPOJIS IIEIOCTHOCTH JICKTPOHHOTO COOOIICHHUS;
obecniedeHust KOH(GUICHIMATLHOCTH

IpakTuueckue 3axaun (Min 20, max 50 + cebiky Ha DUOC ¢ JIEKTPOHHBIM H3IaAHUEM, €CJIH

HMeeTcs1)

Paszpen qucnunimnubl (3agaum
BBenenue B 1. Ucropus kpunrorpaduu. [Ipumeps! pyunsix mu@poB. OCHOBHBIE
Kpunrorpaduro. ATarbl CTAHOBJICHUS KPUIITOrpaduu Kak Hayku. YacTOTHBIE XapaKTEPUCTUKU

OCHOBHBIE KJ1acChl
KU POB U X CBOICTBA

OTKPBITBIX TCKCTOB. k'rpaMMHaH MOZCIIb OTKPBITOI'O TCKCTA. KpI/ITepI/II/I
pacCro3HaBaHWsA OTKPBITOI'O TCKCTA.

2. Ilepeuens yrpo3. CHMMETpUYHOE H aCHMMETPUYHOE MU(PPOBAHKE B
3ajjauax 3auuThl HHpopManuu. IIIudpel ¢ OTKPBITHIM KITFOUOM U UX
MCIIOJIb30BaHUE.

3. Kuaccudukanus mmdpos. Monenu mudppo. OCHOBHBIE TPEOOBaHHS K
mudpam. [pocreiimume kpunrorpaduyeckre npoTokosisl. PasHoBUIHOCTH
M1(PPOB NEPECTAHOBKU: MapIIPYTHBIE U TEOMETPUUYECKUE TIEPECTAHOBKHU.

4. DrneMeHTHI KpunToaHanusa mudpos nepectanoBku. LLudpsr npocroit
3aMeHBbl ¥ UX aHanu3. MHoroangpaBuTHbIE IUQPHI 3aMeHBbI. J{uCKOBBIE
M (PPaTopbl KOJIOHHON 3aMEHBI.

5. Iudpsr raMmMupoBaHus U uxX aHanu3. Mcrnons3oBaHue
HEPaBHOBEPOSITHOM TaMMBbI, [IOBTOPHOE MCIOJIb30BAHUE TAMMBI,
kpunroanaiaus mudpa Bukenepa. Tectsl Y.Opuamana.

6. biounsle mupsl TpPocToif 3aMeHBI U OCOOCHHOCTH UX aHATU3A.
Cospemennbie Oounbie mmdpsl. Kpunroanroputv DES. Kpunroanroputm
['OCT-28147-89. Kpunroanroputm AES. Pexxumbl HCTI0Ib30BaHMs OJIOUHBIX
mQpoB.

Hanéxuocts mmdpos.
Mertoabl cuHTE3a U
aHaymza
KpUNTOTpapuuecKux
QJIITOPUTMOB C CEKPETHBIM

1. Kpunrorpaduyeckas ctoikocTh muppoB. TeopeTHIECKH CTOMKHE
udpsl. [Ludpel, coBepiieHHbIC TPH HAMIAJCHUH HAa OTKPBITBINA TEKCT.
[udpsl, coBepiieHHBIE IPH HAMMAICHUH HA KoY. O
TEOPETUKO-MH()OPMAITIOHHOM TIOJIX0/I€ B KPUIITOrpaduu.




KIIIOYOM

2. DOutpomwms u KoimuecTBo nHpopmaruu. “Henaaéxuocts mudpa”,
“IOXHBIE KIII0YM~ U “pacCcTOSTHUE eIMHCTBEHHOCTH . IIpakTHuecku cTolikue
UG PBI

3. Hmmrocroiikocth mudpoB. XapaKTEPUCTUKH UMHTOCTOMKOCTH
mdpoB 1 ux oueHkKU. [IpuMeps! UMUTOCTORKHUX U HEUMUTOCTOMKHUX IU(PPOB.
MeTo 1l UMUTO3AIIUTH HEUMUTOCTONKUX MK (ppoB. UMuToBcTaBKu. Kombl
ayreHTH(ukanuu. [lonstue o nomexoycroiunBocTr mudpa. Lludpsl, He
pa3MHOKaIOIIME UCKAXeHU Tuma 3aMeHbl 3HakoB. Iudpsl, HE
Pa3MHOKAOIINE UCKAKEHUH TUIA MPOIYCK-BCTaBKa 3HAKOB.

4.  IlpuHIUIIBI TOCTPOCHHS AITOPUTMOB O10uHOTO MK poBaHus. Beioop
0a30BbIX MpeobOpazoBanmii. OCOOEHHOCTH PEKUMOB UCTIOIB30BAHUS OJIOUHBIX
mdpoB. [IpUHIKITEI TOCTPOSHUS aJITOPUTMOB IOTOYHOTO IU(POBAHUSL.
PexXUMBbI UCTIOJTE30BaHUS TTIOTOYHBIX MIH(POB.

5. Crpoenne moTodHbIXx mudpcucreM. KOHrpyI HTHBIC TEHEPATOPHI.
['enepatopsl @uboHauuu. ['eHepaToOpbl, OCHOBaHHBIE HA CII0KHOPEIIAEMBIX
3aJa4ax TeOopuu yncell. JInHelHble peKyppPEHTHBIE MMOCIEI0BATEIBHOCTH
(JIPIT) nan monem. dunbTpyronye 1 KOMOMHUPYIOIINE TeHEPATOPhI, U UX
CBOMCTBA

6. Komnosunum nuHENHBIX perucTpoB casura. [logxoasl k aHanu3sy
IrOpUTMOB MU poBaHus. OCOOEHHOCTH KPUIITOAHAIN3A AITOPUTMOB
6mounoro mudpoBanus. OCOOCHHOCTH aHATN3a MPOTPAMMHBIX PeaTH3aIHid
KpUNTOrpagpuyecKux alrOpuTMOB

Mertoab! cuHTE3a U
aHaIM3a
KpUNTOTpapuuecKux
QJITOPUTMOB C OTKPBITHIM
KIIF04oM. X31I-(QyHKIUN
U UX KpUnTorpaguyeckue
IIPUIIOKEHHUS

1. Iudpcucrema RSA. llludpcucrema Dnp-I"amans. Hludppcucrema
Maxk-Dnuca.

2. ludpcucrema Ha OCHOBE 3a/1a9u 00 “YKJIaJKe proK3aka”. AHAIN3
mudpcrucremsl RSA. [IpakTiHueckue acneKThl UCTIOIb30BaHUS IUPPCUCTEM C
OTKPBITHIM KJIt0UOoM. O0I111Ee OJI0KEHNUS.

3. udpossie moanmcy Ha OCHOBE MHU(PCUCTEM C OTKPHITHIM KITFOYOM.
[ludposas noanuce Guata-lllamupa. Hudposas noanuce Iab-I"amass.
CranmapTsl HUGPOBON MOATUCH.

4. Tlpotokosnsl THMNA 3anpoc-oTBeT. [IpoTOKOIIBI, HCIOB3YIOLE
UG poBYIO NOoANUCH. [IpOTOKOIIBI ¢ HYJIEBBIM pa3rialeHHEM.

5. Anroputmsl nepeaayu Kitoue (C UCroab30BaHUEM U Oe3
MCIIOJIb30BaHUs IM(PPOBOM MOAMUCH ). AJITOPUTMBI OTKPBITOTO pacrpeeseHus
KJIFOUEil. AJITOPUTMBI IPEABAPUTEIBHOIO PACTIPEACIEHUS KIHOUEH.

6. OOmmwe cBeaeHMs 0 Xem-PpyHKIusIX. KirodeBbie 1 OeCKITIOUEBhIC
xem-¢GyHKIuu. tepatuBHbie ciocoObl MocTpoeHus xem-Qynkuuii. [Tonstue
0 CTOMKOCTH XelI-()yHKIUH.

7. llenocTHOCTH JaHHBIX U ayTEHTU(UKAIHMS UCTOYHUKA JTAHHBIX.
KoHcTpyKInu cucteM ayTeHTu(GUKaIy Ha OcHOBE XemI-GyHKIui. Kosr
ayreHTHYHOCTH cooOmenuii: HMAC, UMAC.

TeMaTHKa KOHTPOJIbHBIX padoT

Pa3nen nucuMnJInHLI

TeMmbl

Bgenenue B
Kpunrorpaduro.

OteuecTBeHHBIN cTaHaapT nudpoBoil noanucu Knaccupukanus yrpos
MH(POPMAITMOHHOM 0€30MMaCHOCTH KOPIIOPATUBHBIX ceTel. MeTOo bl TeHepaIuu




OCHOBHBIE KJIACCHI
M }poB U UX CBOKUCTBA

kimoveid. [TIoHsTHe TOTUTHKH OE30TTaCHOCTH U €€ OCHOBHBIC BHIBI:
JUCKPELIMOHHAs U MaHJaTHas. AJITOPUTM OTKPBITOTO paclpeiesieHus KIoden
Jubdu-Xennmmana bazoeie TexHomornu HHGOPMAITMOHHONW O€30TTaCHOCTH:

Hanéxuocth mudpos.
MeTtonapl cuHTE3a U
aHanm3a
KpUNTOTpaPUIECKUX
QITOPUTMOB C CEKPETHBIM
KJII0YOM

KomOunupoBanue 6;109HBIX alropuTMOB. CxeMa IByKpaTHOTO U
TpexkpaTHoro anroputMoB DES. Ilenu ayreHTHOUKALIMH 3JIEKTPOHHOTO
JOKyMeHTa. DIeKTpoHHas nudposas noanucsk. [lytu peanuzanuu yrpos
6e30macHOCTH UH()OPMALIMOHHBIX CUCTEM. biioYHbIE ¥ TOTOYHBIE UG PHI.
Anroputm nmdposanus 'OCT 28147-89. Pexxum npocToif 3aMeHBl.
KoHnuenmus KpUnToCUCTEMBI C OTKPBITHIM KiIF0uoM. OTHOHANpaBICHHbIE

byHKIIIHN

MeTtonapl cuHTE3a U
aHanm3a
KpUNTOTpapUIECKUX
QJIITOPUTMOB C OTKPBITHIM
KIIFOYOM. XA1I-(PyHKITUN
U UX KpUOTOTpaguuecKue
MIPUIIOKEHUS

AnroputMm mudposanust DES. Pexxum CFB KomOnHMpOBaHHBIN METO
mmdposanus. AnroputM mudposanus DES. Pexum OFB. Cxema
mudposanus [lonura-Xemimana.

6.5. OueHo4HbIe MaTepUAJbI JIsl IPOMEKYTOUHOI aTTecTAlNU

@DoH/1 BONPOCOB /1J1sl TPOBEIeHNsI MPOMEKYTOYHOT0 KOHTPOJIsi B popme IK3aMeHa

Pas3nen nucuunanHbI

Bomnpocsl

Beenenue B
Kpunrorpaduro.
OCHOBHBIC KJIACCHI
mudpPOB U UX CBOKCTBA

1. OcHoBHBIC TOHSTHS NH(OOPMAIIMOHHOW OE30IMACHOCTH MEePeIauy NaHHBIX:

0€30I1aCHOCTb CeTH, CAHKIIMOHUPOBAHHBIA U HECAaHKIIMOHUPOBAHHBIM JOCTYI,

KOH(UIEHIMAIBHOCTD U LIEJIOCTHOCTD JAHHBIX.

2. TpeboBaHus1, IpeabsIBIIAEMbIE K POLIEYPE paclpe/ieeHus KIroueH.

IMporokoxn Kerberos

3. [NonusTust cyOBeKT U 00BEKT MHPOPMAITMOHHOM CUCTEMBI, yTrpo3a U ymepo

0€30MacCHOCTH, ySI3BUMOCTb CETH, aTaKka Ha CETb.

4. OTeuecTBEHHBIN CTaHAAPT UM(PPOBOM MOANINCH

5. Knaccudukanust yrpo3 nHGOpMaIMOHHON 6€30MacHOCTH KOPIIOPATUBHBIX

CETEMN.

6. X51I-(hyHKIIMK HA OCHOBE CUMMETPHUUYHBIX OJIOUHBIX aIrOPUTMOB.

7. 3alMIIEHHBIN KaHal. 3alUuTa Ha KaHaJIbHOM ypoBHE. OCHOBHBIE

MIPOTOKOJIBI.

8. MeTozpl reHepanyu KIrouen.

9. IloHsiTve MOMUTUKN OE30MTaCHOCTH U €€ OCHOBHBIE BUJIbI: TUCKPEILIUOHHAS U

MaHJaTHasl.

10. AnropuTt™ OTKpBITOTO pacnpenenenus kinouel Auddu-Xemnmana

11. ba3oBble TeXHOIOTUU UH(DOPMAIIMOHHOM 0€30MacHOCTH: UIeHTHPUKaLIu,

ayTeHTU(UKALKs, aBTOPU3ALINS, AyTUT, TEXHOJIOTHS 3alIUILIEHHOTO

BUPTYaJIbHOT'O KaHaJA.

12. ludposas noAnuch ¢ TONOTHUTENbHBIMU (PYHKIIMOHATBHBIMU

cBoiicTBaMH. CXeMBI CJIENON U HEOCTIOPUMOM MOAIIHCH.

13. IlpuHuunel Kpuntorpaguueckoi 3aMThl TaHHBIX.

14. KoHuenuus nepapxuu KJIHO4eH.

15. O60061IeHHas cXeMa CUMMETPUYHON KPUIITOCUCTEMBI.

16. TunoBble cxeMbl HICHTU(UKALIIHN U ayTeHTU(UKALIUH [T0JIb30BATEICH.
17. O6o061IeHHas cXxeMa aCUMMETPUYHON KPUITOCUCTEMBI.

18. Anroputm nngpoBoii noanucu Iib ['amars.

19. 3ammieHHbIN KaHA. 3aIUTa Ha CETEBOM ypoBHE. IIpoTOKO 3auThI

coziep>kuMoro maketo ESP

20. OcHOBHBIE IPUHIIUIIBI, KCIIOJIB3YEMBIE B IPAKTHUECKUX MK (pax, U MyTH

UX pealu3alyi.

Hanéxuocts mmdpos.
MeTtoabl CUHTE3a U

1. OTeuecTBEHHBIN CTAaHAAPT XAMI-(PYHKITUH.
2. Knaccuueckas cetp Deicrens.




aHanM3a
KpUNTOTpapuueCKuX
aJITOPUTMOB C CEKPETHBIM
KITIOYOM

3. XpaHeHue KIII0Ye 1 OCHOBHBIC HOCUTEIU KITI0OUEBON MH(OpMAaITUH.

4. Amepukanckuii crapaapt mudposanus DES.OcHOBHBIE XapaKTEpUCTUKH.
CtpyKTypHas cxema.

5. OHOHANpaBICHHbIE X3UI-(DYHKIUH.

6. KomOunupoBanue 01049HBIX anropuTMoB. Cxema IBYKpaTHOTO U
TpexkparHoro anroputMoB DES.

7. lenu ayTeHTU(PHUKAIINH JJIIEKTPOHHOTO IOKYMEHTa. DJIeKTpOHHas uppoBas
IIOJIIIHUCH.

8. Ilytu peanuzanuu yrpo3 6€30MacHOCTH HHPOPMAILIMOHHBIX CUCTEM.

9. 3amuieHHbIN KaHal. 3aluTa Ha CETEBOM YpOBHE. APXUTEKTypa CTeKa
poTokoJioB IPsec.

10. biouHble ¥ TOTOYHBIC MTUDPHI.

11. Anroputm mmmdposanus OCT 28147-89. Pexum npocToii 3aMeHBI.
KoHuenmus KpUnToCUCTEMBI C OTKPBITHIM KiII0uoM. OTHOHANIpaBICHHbIE

byHKIIIHN

Meronsl cuHTE3a U
aHaIM3a
KPUNTOTpapHIECKUX
AJITOPUTMOB C OTKPBITHIM
KITF0YOM. X3II-(yHKIIUA
U UX KpUnTorpaguueckue
TIPUIIOKECHUS

1. Anroputm mmposanus DES. Pexxum ECB

. Kpunrocucrema mudpoBanus ganabix RSA.

. Anroput™ mmdposanus DES. Pexxum CBC

. [Ipouenypa mudpoBanus u pacumuppoBanus B kpuntocucreme RSA.

. Anroput™ mmppoanus DES. Pexxum CFB

. KomOuHMpoBaHHbIif MeToa mu@poBaHus.

. Anroput™ mmdposanust DES. Pexxum OFB.

. Cxema mudposanus [Toaura-Xemimana.

. CrucreMsl IeHTpaM30BaHHOTO KOHTpOos goctymna. Cuctema TACACS.
10. Cxema mudpoBanus Db ["amais.

11. I[IpoTokoi ayTeHTUDHUKALIMY U pactipenesieHus Kitodeir Kerberos

12. OcHOBHBIEC NOHATHUS U KOHIETIIUU AyTEHTU(PHUKAIMU U UICHTU(DUKALIUY.
TpeboBanust 3a1IUTHI TP OOMEHE COOOIICHUSIMH.

13. Bammra nanueix B Web. Pasmerenue cpeacts 3amumtet Web. TIpotokon
SSL.

14. OcHOBHBIE THIOBbIE CXEMBI HACHTU(DHUKAIIMY U AyTEHTUDUKALIIH
IIOJIB30BATETICH.

15. Knaccuueckas cetp Delicrens

16. B3aumHuas ayrentudukanus nonb3osareneil. [Ipouenypa pykonoxxaTusi.
17. Cxema mmdposanus b ["amans

18. YnpoieHnHas cxema uAeHTU(PUKAIIMY ¢ HYJIEBOH nepeaayeil 3HaHui.
19. Anroputm DES. Cxema BbruuciieHust yHKIUHN MUPPOBaAHUS

20. INapannenbHas cxeMa HASHTU(UKAIIUH C HYJIEBOH Tepenavyeil 3HaHHi.
21. 3amuIieHHblid KaHal. Y CTaHOBJICHHE 3aIIMIIEHHOr0 KaHaia. [IpoTokon
IKE

22. Cxema unentudukanuu ['mnoy-Kyuckyorepa.

23. CymHocTh npo0emMbl yIpaBieHHs] KPUIITOTpapUUECKUMH KITFOUaMHU.
24. Anroput™ nudponoii noanucu RSA.

O 0 1N DN = W

6.6. Illka/apl 1 KPUTEPUH OLEHUBAHMSA MO (POPMAM TEKYIEro KOHTPOJIS U POMeKYTOUYHOM

aTTecTAlMU
[IIkaja 1 KpUTEPUN OLEHUBAHUS
Ounenka Kputepuu oneHuBanus J1Jisi MEPONPUATHII KOHTPOJISI ¢ IPUMEHEHUEM
4-X 0aJILHOM CHCTEMBI
«OTJIHIHO» [MoBeimennsmii [1K-2.1, T1IK-2.2, TTIK-2.3
«XOpOUIO» Cranpaprasiii [1K-2.1, TTIK-2.2, TIK-2.3

«YAOBJICTBOPUTECJIbHO»

IToporossrii [1K-2.1, I1K-2.2, I1K-2.3

«HEYAOBJECTBOPHUTECJIbHO»

PesynbpTarsl 00ydenust He chOPMHPOBAHBI HA TOPOTOBOM YPOBHE




