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1. O6mas xapakTepucTHKa padoyeil MporpaMmbl U CHUTITIHHBI
«OcHOBBI HH(POPMALMOHHOM 0€30IACHOCTH»

1.1. MecTo THCHUIUIMHBI B CTPYKTYpPe OCHOBHOI 00pa30oBaTe/ibHOI NMPOrpaMMbl:

Hucuummna OI1.16 «OcHoBbl HMH(GOPMAIIMOHHON O€30MacHOCTH» SBISETCS 00S3aTebHON
4acTbio  oOHIenpoecCHOHATBHOIO [HMKJIa OCHOBHOM  IpodeccHoHalbHOM  00pa3oBaTenbHOM
nporpammbl B cootBeTcTBUH ¢ PI'OC mo cnemumansHoctn CIIO 09.02.07 «MuHpopmannonHbie
CUCTEMBI U IPOTPAaMMHUPOBAHHE.

Hucummumna  OIL16  «OcHOBbl ~ mMHGpOpPMALMOHHON  Oe30macHOCTH»  O0ecreYrBaeT
dhopmupoBanre obmmx kommeTeHIM B coorBeTcTBUU ¢ PI'OC mo cnenumansaoct CITO 09.02.07
«MH(pOpMaAIMOHHBIE CUCTEMBI U IPOTPAMMHUPOBAHUE).

Oco6oe 3HaueHKe nucuuILinHa nMeet npu popmupoBannn 1 pazsutuu OK 01 OK 02 OK 03
OK 04 OK 050K 07 ITK 5.1 TTK 5.2 [IK 5.3 [IK 5.4 [IK 5.5 TIK 5.6. [IK 5.7
Kon HanmeHoBaHue 00IIMX KOMIIETEHITNI

OK 01 BriOupats cmocoObl  pemieHHs  3amad  MpOQPECCHOHAIBHON — NeSITeIBLHOCTH,
IMPUMCHUTCIILHO K Pa3IMYHbIM KOHTCKCTaM

OK 02 Hcnonp30BaTh COBpEMEHHBIE CpEACTBa IIOWMCKA, aHajdu3a W HWHTEpIpeTauu
uHpopMam W  MHPOPMAIMOHHBIE TEXHOJNOTMM JUISl  BBINOJHEHHS  3a1ad
po(heCCHOHATBHOM IEATEIIbHOCTH.

OK 03 [TnannpoBaTh W pealM30BBIBATh COOCTBEHHOE MPOPECCHOHANBHOE W JIMYHOCTHOE
pa3BUTHE, TPEANPHHUMATEIBCKYIO NESTeNIFHOCTE B TPOQEecCHOHATBHON cdepe,
HUCIIOJIB30BaTh 3HAHUA 110 (I)I/IHaHCOBOI\/'I T'paMOTHOCTU B pPa3JINYHbIX KU3HCHHBIX

CUTYyaLusX.

OK 04 O} dexTHBHO B3aNMOIEHCTBOBATH U padOTaTh B KOJUIEKTHBE 1 KOMaH/IE.

OK 05 OcCylIlEeCTBIATh YCTHYIO U MUCbMEHHYIO KOMMYHHUKALUIO HA TOCYJaPCTBEHHOM SI3bIKE
Poccuiickoii ®enepanuu ¢ y4yeToM 0COOEHHOCTEH COLMAIBLHOIO M KYJIBTYPHOI'O
KOHTEKCTA.

OK 07 ConeiicTBOBaTh  COXPaHEHHIO  OKpYKalolIeH  Cpeabl, pecypcocOepeKeHHIo,

IIPUMCHSATDH 3HaHUsA 00 N3MCHCHUU KJuMara, IMPUHOUAIIBI 6epe)KJ'II/IBOFO

NPOMU3BOACTBA, 3()(HEKTUBHO EHCTBOBATH B UPE3BBIYANHBIX CUTYaLIUSX.

[Tepeuens npodeccroHamTbHBIX KOMIIETEHITHIA:

Kon HanMeHoBaHue BUIOB [1eSITeJILHOCTH H NPO(eCcCHOHATbHBIX KOMIETEeH Mt

B/ 5 Ilpoexmupoganue u paspadbomka UHGOPMAYUOHHBIX CUCHIEM

K 5.1 CoOupare HMCXOAHBIE JaHHBIE s pa3padOTKH IPOEKTHOH JIOKyMEHTalud Ha
WHPOPMAITMOHHYIO CHCTEMY.

K 5.2 Pa3pabatbiBaTh MPOEKTHYIO JTOKYMEHTAIIUIO HA pa3paboTKy MH(QOPMAIIMOHHOW CHCTEMBI B
COOTBETCTBHHU C TPEOOBAHUIMH 3aKa34HKa.

IIK 5.3 PaspaOaTbiBaTh noacucTeMsl 6€30MaCHOCTH MH(POPMAIIMOHHOM CUCTEMBI B COOTBETCTBUH C
TEXHUYECKUM 33/IaHHEM.

[IK 5.4 [IpousBomuTh paspaboOTKy MoJIyjded WHPOPMALMOHHOH CHCTEMBI B COOTBETCTBUH C
TEXHUYECKUM 33/1aHHEM.

[IK 5.5 OcymiecTBIIsATh  TECTUPOBaHKWE WH(POPMALUOHHOM CHCTEMBI HA JTale ONBITHOM
SKCIUTyaTallii ¢ (PUKcarueld BBISBICHHBIX OIIMOOK KOJWUPOBAaHUS B Pa3padaThIBAEMBIX
MOJYJNISIX MH()OPMAIIMOHHON CHCTEMBI.

[IK 5.6 Pa3zpaOaTbiBaTh TEXHHUYECKYIO [OKYMEHTALMIO Ha OJKCIUTyaTaluilo WHPOPMAMOHHON
CUCTEMBI.

K 5.7 [Mpon3BoauTh OlIEHKY HH(MOPMAIMOHHOW CHUCTEMBI IJisi BBISBICHUS BO3MOXKHOCTH ¢
MOJICpHHU3ALIUY.




1.2. Ilnanupyemble pe3yJbTaThbl 0CBOCHHS AU CHUILINHBI:
B pe3ynbrate u3yueHus: AMCUUILIMHBI 00 yUaOLIUICS TOKEH:

ymemb

NPUMEHSATh 3aKOHBl W JIPyTMe HOPMATUBHO-TIPABOBbIC akKThl B cdepe
HH()OPMAITMOHHON 0€30TaCHOCTH;

BBISBJISITH  YTPO3bl KOH(UIECHIIMAILHOCTH, IIEJIOCTHOCTH, IOCTYIMHOCTH
WHPOpMAaLUH;

MIPUHUMATH PEIICHUS TT0 00CCIICUCHUIO HHPOPMAITMOHHONW OE30ITaCHOCTH.

3Hamb.

CPEJIICTBA ¥ METO/IbI MTPEIOTBPAIICHUS U OOHAPYKEHYSI BTOPIKEHUIA,
TEXHUYECKUE KaHAJIbI YTCUKU UHPOPMAIIHY;

BO3MOXKHOCTH TEXHUYECKHX CPEJICTB MepexBaTa MH()OpMaIny;

CIOCOOBI U CPEJICTBA 3AIUTHl MHPOPMAIUK OT YTCUKU MO TEXHUYCCKUM
KaHaJaM U KOHTPOJIs 3(PpPEKTUBHOCTH 3aIUTHI HHPOPMAIIHH;
JIeHcTBYyIOIIEee 3aK0HOAaTenbcTBO PO B nH(bopMarmonHoii chepe;
TOCY/IapCTBEHHYIO IIOJNIMTHKY B cdepe obecriedeHns HH(POPMAINOHHOM
0e301macHOCTH.

2. CTPYKTYPA U COJAEPX KAHUE YUEBHOM JUCIIUILIVHBI

2.1. O6beM y4eOHOI TUCHUIJIMHBI M BUAbI Y4e0HOI padoThI

Bun yuedHoii pa6oThI O0bem yacos
O0beM 00pa3oBaTeIbLHOM NPOrpaMMbl Y4eOHOM THCIUNIMHBI 72
B TOM YHCIIE:
TeopeTuiecKoe o0yyeHne 32
NPaKTUYECKUE 3aHSATHS 26

71a00paTOPHBIC 3aHATHUS

KypcoBast paboTa (TIPOEKT) (He npedycmompeno)

Camocmosamenvras paboma

14

HpOMe)RyTO'lHaH aTrrecranus

JAudpdepeHunpoBaHHbIN
3ayer




2.2. TemaTuyecKuii MJIAH U coJep:KaHue Y4eOHOM TMCIMTILTHHBI

HaumeHoBaHue Copep:xxanue yueOHOT0 MaTepHaJa, O0bem B yacax
pa3aesioB U TeM JadopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITEJILHASI yueOHast padoTa 00y4alomuxcs
1 2 3
Pa3znen 1. OcHoBHBIE MOJIOKEeHHSI TeOPHH HHPOPMALMOHHOH 0e30MacHOCTH 10
Tema 1.1. Coaep:xanue yueOHOro MaTepuaJia 6
OcHoBHbIE -
TOHSTHS ¥ 3a5a4H TeopeTudeckoe o0yyenue. CtannapThl B 00J1aCTH HHOOPMAIIMOHHOHN O0e30MacHOCTU. MEKIyHAPOIHbBIC CTaHAaPThI 4
MHGbOPMAIOHHOI nHpopMaronHoro oomeHa. [lonsTre YTPO3BL, aTaKH. I'mobanpHBIE ceTn 1 nH(DOPMAITOHHAS 0€30MTaCHOCTb.
6630HaCHOCTH [MousiTre HapymmTens HHPOPMAIMOHHOM Oe3omacHoCcTH. Xakepbl. Buapl xakepos. [IpuMepsl XakepcKHX aTak.
Bupychl kak KJ1acc BpeJOHOCHOTO MIPOrpaMMHOro odecrieueHus. Bubl BUpYyCcOB 1 UX Ki1accUpUKaLus.
B ToM 4ucie IpakTHYeCKNX 3aHATUH 2
IpakTuyeckoe 3ansitue. Pabota B cipaBo4HO-TIPaBOBOI CUCTEME C HOPMATUBHBIMH W TIPABOBBIMHU JIOKYMEHTaMHU 2
1o nH(HOPMAITMOHHOW Oe301MacHOCTH
Tema 1.2. Conep:xanue yueOHOro Marepuasa 4
OcHOBHBIE N - .
HOPMATHBHBIE Teopernyeckoe ovﬁyqe}me. ITonsaTHE TOCYAapCTBEHHOM, KOMMEPUYECKOH, JIATHOH TaHHEL OCHOBHBIE HOPMATHBHBIE 4
PYKOBOIAIIIIE ZIOKYMEHTBI B OTOH obxactu. PaccekpeunBanne TOKYMEHTOB. Y pOBEHb TaitHbI. CXeMa MOCTPOCHHS
JIOKYMEHTH, WH(GOPMAITMOHHOW 0€301TaCHOCTH Ha YpOBHE rocyaapcTBa. HazHadenne u 3agaun B cepe 06601‘[6:16HH$[
KACAIOLUECS oesomacHoctu. CrieryaibHbIe OTIACIBI U UX (DYHKITUH B ITPOIIECCE (\)'GGCHCT-ICHI/ISI MHGOPMAITMOHHOM 0€30MaCHOCTH
TOCYIAPCTBEHHOI rocyaapctea. BoeHHble moapasaencHus B cepe nHPOPMaIMOHHON O0€30MacHOCTH.
TallHBI, HOPMATHBHO-
CIPaBOYHBIE
JIOKYMEHTBI
Pa3nen 2. Yrpo3nl ungopMauuoHHOii 0e30nacHOCTH 18
Tema 2.1. Coaepsxanue y4eOHOro MaTepuaJia 8
Kiraccudukars N
HapyIeHHit Teopernueckoe o0yueHue. H?HHTI/IC HapyLIEeHUs 6esonacnvocm. [TprunHe! HapyeHUs: HHYOPMALIMOHHON
MH(OPMALHOHHOI 0e30macHOCTH. AYTUT COOBITHI B paMKaxX HH()OPMAIIMOHHOW CUCTEMBI. Y I3BUMOCTH. METO/bI OLIEHKH YSI3BUMOCTH 4
0e30MacHOCTH HH(OpMALHH.
BBIAHCTHTCILHON B ToM ymcie NpakTHYECKUX 3aHATHI 4




CHUCTEMbBI U IPUYUHBI,

IIpakTuyeckoe 3ansaTHe. Onpenenenne yrpo3 o0bekTa HHHOPMATH3AINHN U UX KIACCHU(UKAIHSL.

00yCITaBIMBAOIINE UX 4
CYLIECTBOBaHUE
Tema 2.2. Coaepsxanue yueOHOro MaTepuaJia 10
Ananus crioco6oB _ - 4
HapyIIeHHii Teopernyeckoe o0yueHne. AHaTU3 pa3IMYHBIX CIIOCOOOB HAPYIIEHUH HHPOPMAIMOHHOHN O€30MacHOCTH.
MHGbOPMAIHOHHOI Xakepckue aTaky, 0TKa3bl 000pyA0BaHUs B 00CTYKMBaHUH, BHEITHHIE (haKTOPbI, BIMUSIOLINE IPSIMO Ha
6e300aCHOCTIH MH(QOPMaLMOHHYI0 0€30IacHOCTh cucteM. KaHanbl 1 MeTobI HECAHKIIMOHUPOBAHHOTO 1OCTYIIA K HH(GOPMAaLIUH.
B TOM uMciie NpaKTHUYECKUX 3aAHATHI 6
IpakTnyeckoe 3ansiTue. BeiomHeHNE HHAMBUIYAIBHOTO 3a1aHus 110 Teme: «CrocoObl HapyIeHHH 6
WH(POPMAITMOHHONW O€30ITaCHOCTI
Paznen 3. OpranuzannoHHbie H TEXHHYECKHE MePhI M0 00ecTevYeHUI0 3aluThH HHpopMaIuu 30
Tema 3.1. Conep:xanue yueOHOT0 MaTepuaJia 8
3amuTa nHGOPMAIINU B
ABTOMATH3MPOBAHHBIX Teopernueckoe 00yuenue. OCHOBHbIE MEXaHM3MBI 3alIUThHl HHPopManuy. Cucrema 3amuThl HHGOpMau. Mepbl 4
(MH(OPMAITHOHHBIX) 3alUThl MHQOpMAIMY, PEealn3yeMble B aBTOMATH3MPOBaHHBIX (MH(OpMAIMOHHBIX) cucTemax. lIporpammHubie u
CHCTEMAX IpOrpaMMHO-anmapaTHbIe CPeACTBA 3alIuThl HHPopMaruy. VHxeHepHas 3aliuTa 1 TEXHUYECKas 0XpaHa 00bEKTOB
uHpopmatuzanuy. OpraHu3alMOHHO-pACTIOPAANTEIbHAS —3amuTa uHpopMmarmu. PaGora ¢ kaapamu U
BHYTPHOOBEKTOBBIN pexxuM. [IprHIMITBI TOCTPOCHUST OPraHU3aLMOHHO-PACTIOPAIUTEIbHON
CHCTEMBI.
B Tom uncie npakTHYeCKUX 3aHATHI 4
IIpakTHyeckoe 3ansiTue. Beioop Mep 3ammTel HHGOpMAIMY 17151 aBBTOMATH3UPOBAHHOTO paboyuero MecTa. 4
Coaepsxanue y4e0HOro MaTepuaJia 10
Teopernueckoe o0yuenue. Kpunrtorpadpus, Kpunroanamums. OcHOBHblE NOHSATHS Kpunrojoruu. Mcropus 4
muppoBanus. Mcnonp3zoBaHne mupoBaHMS Ppa3lIMYHBIMA MeTogaMH. PaccMoTpeHHMe COKpbITHS HHGOpMaLuu
Tema 3.2. tabnunei Bumxkepa. [Iporpammer ams
Meronst kpunrorpadum KpunTorpaduu. DIeKTPOHHAS TOIHCH.
B Tom uncie npakTHYeCKUX 3aHATHI 6
IpakTuyeckoe 3ansiTue. Beioop Mep 3amuTsl HHGOpMAIMY /ISl aBTOMATH3UPOBAHHOTO paboyuero MecTa. 6




Tema 3.3. Conep:xaHue y4eGHOro MaTepuasia 8
OCHOBHBIE TEXHOJIOTHH
MOCTPOCHUS Teopernyeckoe 00yyeHue. OCHOBHBIE TEXHOJIOTUH MIOCTPOCHUS 3aIUIICHHBIX cucTeM. du3ndeckue ycTpoicTsa.
BalUIICHHBIX CUCTEM Ux Bugap! u ucnospzoBanue. [IporpaMMHsbie makeTsl. Buisl nporpaMMHBIX AKETOB I 00€CIICUEHHs 3alUIICHHON 4
cuctemsl. [IpaBoBbIe 0COOEHHOCTH MCIOIB30BAHUS CPEACTB HHPOPMAIMOHHOH 3alUTHI.
B Tom uncie NpaKTHYeCKUX 3aHATHI 4
IpakTnyeckoe 3ansiTue. I[lpoekTupoBanne cucTeMbl 0€30MACHOCTH aBTOMATU3UPOBAHHON MH()OPMAIIMOHHOM 4
CHCTEMBI C OIIMCAHUEM BO3MOXKHBIX YIPO3 M OIICHKOW BEPOSTHOCTH X BOZHUKHOBEHHS
Tema 3.4. Conep:xanue yueOHOro Marepuasa 4
MecTo HHPOpPMAIMOHHON
Ge30MACHOCTH Teopernueckoe odyuyenue. TupopmanmonHast 6€30MaCHOCTb CTPaHBL. 3alIUTa SKOHOMHYECKHX cucteM. OOMeH
S KOHOMMYECKHX KoH(uAeHInanpHON nHpopMarneit. CTpykTypa 0aHKOBCKUX WH(OPMAIIOHHBIX CHCTEM B OOJIACTH 3aIIUTHI 4
crcTeM B HanpoHanpHoM | AHQOPMALMK. BaKHOCTH 31U Thl 9KOHOMUYECKHX CUCTEM. DIEKTPOHHBIC ICHBIU M 0€30MaCHOCTh (PMHAHCOBBIX
6E30MaCHOCTH CTPaHBI nepeoioB. Konnenuus nadpopmannonHoii 6e3onacHocti. OCHOBHBIE CBEACHUS W TIOJI0XKEHHUSL.
TemaTnka caMocToATEILHON y4eOHOH padoThI
1. Pabota ¢ KoHCTIeKTaMH, Y4eOHOH U crienuaibHON TUTEepaTypo;
2. lopaboTka pazpabaThiBa€MbIX IPOEKTOB; 14

3. [ToaroToBKa OTYETOB MO MPAKTUUECKUM 3AHSITHSIM;
4. Hanucanwue pedepaToB U TOKIAI0B.

KypcoBoii npoekT (padoTa) (e npedycmompena)

CamocTosiTe1bHas yueOHass padoTa 00y4yaromerocsi HaJi KypcoBbIM MpoeKkToM (padoToil) (ne npedycmompena)

KouncyabTanus

Ipome:xxyTrounas arrecrauus (IunddepeHunpoBanublii 3a4eT)

JAuddepeHunpoBaHHbIH
3a4er

Bcero

72







