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Conep:xanue (pabouasi nporpamMma)

Mecro aucuuruinasl B cTpykrype OI1

[Tnanupyemble pe3yabTaThl 00yUeHHs 110 TUCIHUILIMHE, 00eCTIEYMBAIONINE TOCTHKEHUE
IUTAHUPYEMBIX PEe3yJIbTaTOB 00YUEeHHUS 110 MpOoTrpamMme

O6weM u Bubl yueOHOH paboThI
ConepikaHue AUCHUTIITHHBI
MarepuanbHO-TeXHUYECKOE H y4eOHO-METOANYecKoe 00ecTieueH e AUCIUIITHHBI

(DOH[[ OLCHOYHBIX CPCACTB IO AUCHUIIIINHE

Crp.



6.1

6.2

6.3

6.4

6.5

6.6

Conep:xxkanue (POC)

KoHTpoJIbHBIE MEPONIPUATHS 110 JUCLUILIMHE

[Tnanupyemsble pe3yabTaThl 00yUEHHs 110 JTUCIHUIUTMHE, 00€CIICUNBAIOLINE JOCTHKEHHIE
IUTAHUPYEMBIX PEe3yJIbTaTOB 00YUEeHHUS 110 MpOoTrpamMme

HacnopT OLCHOYHBIX MaTcpHraJiOB
OH€HO‘IHBI€ MaTC€pHralibl 1JI TCKYIIET0O KOHTPOJIA

OHGHO‘IHBIG MaTCpHraJbl IJIA HpOMe)I(YTO‘{HOI;'I aTTcCTallu

[kanbl 1 KpUTEPUU OLICHUBAHUS 1O (POPMAM TEKYIIETO KOHTPOJISA U IPOMEKYTOUHOM
aTTecTaluu

Crp.



[lenpt0o  wm3yueHHWss JUCHMIUIMHBL  sABIsieTcs  (QOPMHUPOBAHME  PE3yJIbTaTOB  OOy4YEHHS,
o0ecreynBaOIUX JOCTHKEHHUE IUIAHUPYEMBIX PEe3y/IbTaTOB OCBOSHHS 00pa30BaTeIbHOM MPOrpaMMBbl.

1. MecTo nucuuniuebl B cTpykrype OIT

Huctmmnimaa Kpunrorpadbuyeckas 3ammTa uHQOpManuu BXOAUT B YacTh, (GopMupyeMas
ydacTHUKaMu 00pa3oBaTellbHbIX OTHOIIeHU 61oka b1.Jlucuurinasl (MOIyIIH)

[TpenmecTByronue JTUCHUILUIMHBI IO CBA3SIM KOMIETEHIMN: BhuncianTenbHble CUCTEMBI, CETH U
TeJIEKOMMYHUKaMu, OCHOBBI MPOEKTHON JeATeNbHOCTH, COBpPEMEHHBIE TEXHOJOIMU U SI3bIKU
nporpaMMmupoBanusi, Teopuss HHPOPMALMOHHONW GE30MaCHOCTH M METOJOJIOTHS 3aIIMThl HH(POPMALUH,
[IpaBoBast 3amuTta nHGopMaluu, TeXHOIOTUH 3aIIUIEHHOTO JOKYMEHTO000pOoTa

[Tocnenyromme IUCHMIUIMHBI IO CBSA3SIM KommeTeHIwid: Pa3zpaboTka mnpodeccnoHambHBIX
npuiokeHud,  [IpoekTHBIH  MpakTHKy™m,  YropaBieHHe  HMH(DOpPMAIMOHHON  0€30MacHOCTBIO,
CrnenuanusupoBannblie T B mpaBOOXpaHUTENLHON NESATEIBHOCTH, YTpaBieHWE WH(POPMALMOHHBIMU
MIPOEKTaMHU peau3alnui KOMIUIEKCHON 0e301acHOCTH

2. [lnanupyempble pe3ybTaThbl 00y4eHHs M0 JUCHMILUIMHE, 00eceYnBAKOIIME TOCTHKEHUE
IUVIAHUPYEMBIX Pe3yJbTAaTOB 00yUYeHHUs 10 MPporpaMmme

Nzyuenne mucumminabl Kpunrtorpadbudeckas 3ammra wuHbopManmu B 00pa30BaTENbHON
IIporpamMMe HarpaBiIeHO Ha (OPMHUPOBAHUE Y O0YUArOIUXCS CIEAYIOUIMX KOMIIETCHIIUMI:
IIpogeccnonanbubie komnerenuun (IIK):
I1K-2 - CnocoGeH K OLIeHKE 3alMIEHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM C IOMOIIBIO THITOBBIX
IIPOrpaMMHBIX CPEICTB

[Mnanupyembie |IliaHupyemble pe3yabTaThl 00y4eHHUsI MO AUCHHUIJIMHE

pe3yJIbTaThl

00y4eHHS 110

IPOrpaMme

IK-2 [IK-2.1: 3unars: [1K-2.2: YmeTs: [1IK-2.3: Bnagets (MMeTh

HABBIKH):

0COOEHHOCTH 3aIUTHI OIICHHUBATH 3AIIUIICHHOCTh [HABBIKAMH 3alUIIICHHOCTH
ABTOMATU3HPOBAHHBIX aBTOMAaTHU3UPOBAHHBIX ABTOMATHU3HPOBAHHBIX CHCTEM
CUCTEM C IIOMOIIbIO CHUCTEM C TTOMOIIIBIO C TIOMOIIIBIO THITOBBIX
TUTIOBBIX MPOTPAMMHBIX  [THUIIOBBIX IPOTPAMMHBIX  [[POTPaMMHBIX CPEICTB
CPEJCTB CPEICTB

3. O0beM u BUABI y4eOHOH padoThI
VY4eOHBIM IIaHOM MPEeAyCMATPUBAIOTCS CIIEAYIONINE BUBI y4eOHON pabOThl O AUCHUIUINHE:
OuHas ¢popma 00yueHust

Buabl yueOHol padoThI Beero uac/ 3.c.
CeM 6
KonrakTHas paboTa, B TOM YHUCIIE: 56.3/1.56
3aHATHA NEKIIUOHHOIO TUIIA 18/0.5
3aHATHs] CEMUHAPCKOr0 THIIA 36/1
WupuBuayanbHas koHTakTHas padbota (MKP) 0.3/0.01
I'pynnoBas koHTakTHas padbota (I'KP) 2/0.06
CamocTosiTenpHas pabora: 53.7/1.49
ITpoMexyTOoUHAas aTTECTAIUS 34/0.94
Bun npomexyTo4HOM aTTeCcTaluu:
DK3aMeH OK3
O6m1ast Tpy10eMKOCTh (00BhEM YacT 00pa30BaTeIbHON
nporpaMmsl): Yacel 144
3aveTHbIE €AUHUALBI 4

3ao04Has popma




Buabi yueOHoii padoThI

Bceero gac/ 3.e.

Cem 6
KonrakTHast paboTa, B TOM YHUCIIE: 6.3/0.18
3aHsTHs TEKIMOHHOTO THIIA 2/0.06
3aHATHS CEMUHAPCKOTO TUTIA 2/0.06
WupuBuyanbHas koutaktHas pabora (MKP) 0.3/0.01
I'pynnoBas koHtakTHas padota (I'KP) 2/0.06
CamocrosiTenpHas paboTa: 103.7/2.88
ITpoMekyTOouHAasl aTTeCTalus 34/0.94
Bua npomexyTouHOM aTTecTaluu:
DK3aMeH JK3
Oo6mmas TpynoeMKocTh (00beM 4acTu 00pa3oBaTeIbHOM
nporpamMmal): Yacer 144
3aueTHbIe €MUHHUIIEI 4

4. Couepma}me AUCHHUIIIMHBI

4.1. Pa3zoenvl, memovl OUCUUNTUHDBL U 6UObL 3AHAMUIL:
TemaTnyeckuii 1aH AUCHMIUIMHBI KpunTorpadbuyeckas 3ammra HHGOpMAIMKA MPEACTABICH B

Tabnuie.
Pa3nesibl, TeMbI AUCHUILUIMHBI U BUAbI 3aHATHI
OuHnasi popma 00yueHus
KonraktHasi pa6ora = Iliianupyembie
3anaTus E‘ pe3yJabTarbl
CEMHUHApPCKOIo % « Oﬁy‘leﬂ“ﬂ B
Ne HanMeHOBaHMe TeMbl = AL a o, | £ 5| coornomennn c
n/m (pa3nesa) THCHMILIAHBI g Z = = 2 | £'€| pesyabraTamn
= g g = = l1g*= o0y4eHHs 10
é. z 5 00pa3zoBaTeLHOi
nporpaMmme
BBenenue B kpunrorpaduto. [IK-2.1, IIK-2.2, TIK
1. |OcHoBHBIE Knacchl MUPPoB 1 ux| 6 12 13,7 [-2.3
CBOMCTBA
Hanéxuocts mmdpos. Metoab [K-2.1, TIK-2.2, TIK
CHHTE3a U aHaJlu3a -2.3
2. |kpunTorpadudeckux 6 12 20
AITOPUTMOB C CEKPETHBIM
KITFOYOM
MeToapl CHHTE3a U aHaIu3a IIK-2.1, I[1K-2.2, TIK
KpunTorpapuueckux -2.3
AITOPUTMOB C OTKPBITHIM
3. |kmrouom. Xaur-QyHKIHHT ¥ UX 6 12 20
KpunTorpaduueckue
TIPHITOKECHUS
KoHTtposib 34
Hroro 18 | 36 | 03 | 2 |[537
3ao04Hasi popma
KonTakTHasi padora E Ilianupyembie
No HaunmeHnoBaHue TeMbI = cen?;::;:l;oro = A E E 1())663):1;:]:1; I:
n/m (pa3zaesa) IMCUMILIMHBI 5 THIA = =< (e = y
S T Ez== = ~ |57 COOTHOLUEHHH C
S EEELEES @) pe3yJbTaTaMu




o0yueHus 1o
o0pa3oBaTe/IbHOM
nporpamMme

Brenenue B kpunrorpaduro.

1. |OcHoBHBIE KI1acChl IIM(PPOB U UX

CBOMCTBA

0,5 0,5

[1K-2.1, TIK-2.2, I1K

23,7 |-2.3

CHHTE3a U aHAJIN32

2. |kpunTorpapudeckux
QJITOPUTMOB C CEKPETHBIM
KJIFOUOM

Hapnéxunocts mudpos. Metoabt

0,5 0,5

TIK-2.1, TIK-2.2, TIK
2.3
40

Merto/pl cuHTE3a U aHAM3a
KpUNTOrpaduuecKux
QJITOPUTMOB C OTKPBITHIM

3. |kmogom. Xau-GyHKIUT U UX
Kpurnrorpaduyeckne
HPUIIOKECHUS

I1K-2.1, TIIK-2.2, IIK
-2.3

40

KonTponb

34

Hroro

| 03 | 2 [103.7

4.2 Cooepircanue pazoenos u mem

4.2.1 KonTakTHasi padora

TemaTuka 3aHATHII JeKIIMOHHOI0 THIIA

HanmeHoBaHue TeMbI

Nen/mm
(pa3aesia) QM CHUILINHbI

Bua 3anarus
JEeKIMOHHOr0 THIA®

TeMaTHka 3aHATHSA JEKIMOHHOI0 THUIIA

1. BBenenue B
KpunTorpaduro.
OCHOBHBIE KJ1aCChI
(P POB U X CBOICTBA

JIEKIAS

Hcropus kpuntorpaduun. [Tpumepsr
pyuHbIX IKH(PPoB. OCHOBHBIE TAIbI
CTaHOBJIEHUS KpUNTOrpaduu Kak HayKH.
YacToTHbIE XapaKTEPUCTUKH OTKPBITHIX
TEKCTOB. K-rpaMMHast MOJIE]Tb OTKPBITOTO
tekcra. Kpurepuu pacriosHaBaHUs
OTKpBITOrO Tekcra. llepedens yrpos.
CHUMMETpUYHOE U aCUMMETPUYHOE
mudpoBaHuEe B 3a/1a4ax 3alIUThI
nHpopmanuu. HIudpsl ¢ OTKPHITHIM
KJIIOYOM U UX UCIOJIb30BaHUE.

JIEKIIUSA

Knaccudukanus mmdpos. Moaenu
mrdpoB. OCHOBHBIE TPEOOBAHUS

k mwugpam. [Ipocreiinue
KpUnrorpaduueckue

npoTokoibl. PasHoBuaHOCTH MIM(POB
IIEPECTAaHOBKU: MapIIPYTHBIE U
reoMeTpUUYECKHe NEPECTAaHOBKU. DJIEMEHTHI
KpUNTOAHATIN3a IH(PPOB MEPECTAaHOBKH.
udpe! mpocToii 3aMeHbI U UX aHAIIU3.
MHoroandaButHble MUGPHI 3aMEHBI.
JlyckoBble MK(paTOpbl KOJOHHON 3aMEHBI.

JIEKIAS

HIudpsl raMMUPOBaHUS U UX aHAIU3.
Hcnons30BaHne HEPaBHOBEPOSTHOMN
raMMBbI, IOBTOPHOE UCIIOIb30BAHUE TAMMBI,
Kkpunroananu3 mmdpa Buxenepa. TecTsl
V.®punmana. biaounsie mudpsl mpocToit
3aMeHbl U OCOOCHHOCTH UX aHAJIHN3a.




CoBpeMmeHHbIE 0J104HBIE TIH(PHI.
Kpunroanroputm DES. Kpunroanropurm
I'OCT-28147-89. Kpunroanroputm AES.
Pexxumpl uicnionb30BaHus OJI0YHBIX MTHGPOB

Hanéxuocth mugpos.
Metobl cUHTE3a U
aHaImM3a
KPUNTOTpaQHUECKUX
QJIITOPUTMOB C CEKPETHBIM
KITIOYOM

JICKIIHA

Kpunrorpaduueckas croikocTs LUPpPOB.
Teopernuecku croiikue mudpst. Hludpsr,
COBEpILIECHHbIE ITPY HallaICHUH Ha
OTKpBITHIN TekcT. LIndpel, coBepuieHHbIE
IpY HanajeHuu Ha kiod. O
TEOPETUKO-UH()OPMAITTOHHOM TOIX0/1€

B Kpunrorpaduu. SHTPOIUS U KOJIUYECTBO
nHpopmanuu. “Henanéxuocts mmdpa”,
“JIOKHBIC KITIOUU U “paCCTOSTHUE
eauHCTBeHHOCTH . [IpakTruecku croiikue
11004 ()03

JIEKIAS

NmuTtoctoiikocTh mudpos.
XapaKTepUCTUKA UMUTOCTOMKOCTH
m@poB U ux oueHku. [Iprumepsr
MMHUTOCTOMKHAX U HEUMUTOCTOMKHX
m@poB. MeToabl UMUTO3ALTUTHI
HEMMHUTOCTOUKHX U(PPOB. IMUTOBCTaBKH.
Konpr ayrentudukanuu. [lonstue o
nomexoycroruynBocTy mudpa. Lludpsl, e
pPa3MHOKaIOIIUE UCKAKEHU TUTIA 3aMEHbI
3HakoB. [lIudpsl, HE pasMHOXKatOLTIE
UCKaXCHHH TUIIa IPOMYCK-BCTaBKa 3HAKOB.
[TpuHIHITBI TOCTPOCHUS AITOPUTMOB
6mounoro mudposanus. Beroop 6a30BbIx
npeoOpazoBanuii. OCOOEHHOCTH PEKUMOB
UCTIONb30BaHUs OJIOUHBIX MIH(POB.
[TpuHIHITBI TOCTPOCHUS AITOPUTMOB
MOTOYHOTO MHppoBaHus. Pe:xuMbl
WCTI0JIh30BAHUS TIOTOYHBIX MIH(POB.

JIEKIAS

CrtpoeHre NOTOYHBIX HIH(PPCUCTEM.
KoHrpysHTHBIE TeHepaTopsl. I'eHepaTopbl
®ubonayuu. ['eHepaTopbl, OCHOBAHHBIE HA
CJIOKHOPEIIAEMBIX 3aJjauax TEOPUH
yucen.JInHelHble pEKyppPEHTHBIE
nocnenosarenbHoctu (JIPIT) Han monem.
OunpTpyronme 1 KOMOUHUPYOIUE
reHepaTopsl, U UX cBoiicTBa. Kommno3uiuu
JMHENHBIX perucTpos casura. Iloaxoasl k
aHAJIU3Y AITOPUTMOB MIU(POBAHMUSL.
OCOOEHHOCTH KPHUIITOAHAIN3a AITOPUTMOB
6souHOoro mM@poBanus. OCOOEHHOCTH
aHaJIM3a MPOTrPaMMHBIX peain3alnui
KpUNTOrpaguecKkux alrOPUTMOB.

MeTtoapl cuHTE3a U
aHaImM3a
KpUNTOTpapUuecKux
QJIITOPUTMOB C OTKPBITHIM
KITF0YOM. X3II-(yHKIUN
U UX KpUInTorpaguueckue

JIEKIAS

HIudpcucrema RSA. IIudpcucrema
Onp-Tamans. [ludpcucrema Mak-Dnuca.
HIudpcucrema Ha OCHOBE 3a1a4u 00
“yKknanke prok3aka’. AHamu3
nmdpcucremsl RSA. Ilpaktinueckue
aCIIeKTHI HCIIOJI30BaHUS MU(DPCUCTEM C
OTKPBITBIM KIIIOYOM. . OOIIHE TOJT0KESHHUS.




MIPUIIOKEHUS

HudpoBsie moanKcH Ha OCHOBE
MIA(PCUCTEM C OTKPBITHIM KIIFOUOM.
Hudposas noanuce Guata-lllamupa.
Hudposas moanuck Dmb-I"amans.
Cranpaptsl 1u(pOBO MOIMUCH.

JIEKIAS

IIpoTOKOJIBI THIIA 3AIIPOC-OTBET.
[Iporokoubl, Ucronb3yronue HUGpPOBYIO
IIOAIIUCH. HpOTOKOJIbI C HYJICBBIM
pasriamieHruemM. AJITOpUTMBI IEpeIadn
KIIFoueH (¢ ucnosib30BaHueM u 6e3
UCIOJIb30BaHuUs UGPOBOI MOIHCH).
ANTOpPUTMBI OTKPBITOTO pacIpeeIeHUs
KJIFOUEH. AJITOPUTMBI IPEABAPUTEIBHOTO
pacnpeiesIeHUs] KJIIF0YEH.

JICKIIUS

OO6mue cBeieHus O Xell-(PyHKITUAX.
KittoueBbie 1 OecKITFOUeBbIe XeII-QYHKIIHH.
HrepaTuBHBIE CIOCOOBI TOCTPOCHHMS
xenr-gyukuit. [lonsitue o croiikoctu
xen-GyHkuu. L{enocTHOCTh TaHHBIX U
ayTeHTU(UKAIHUS UCTOYHUKA JAHHBIX.
KoHcTpykiuu cuctem ayTeHTU(DHUKAIIMN Ha
ocHoBe xem-pyHkiuii. Komapr
ayTeHTHYHOCTH coobmieHuii: HMAC,
UMAC.

*JIeKIIMU ¥ WHBIE Y4eOHbIe 3aHATHSI, IPeAyCMAaTPUBAIOIINE PEUMYILIECTBEHHYIO Tiepeiady yueOHo# nHpopMauu
MearorndeckiMU paOOTHUKaMHU OpraHu3aluy U (WIK) JMIAaMHU, IPUBJIEKaeMbIMH OPraHM3aliel K pealu3aluu
00pa3oBaTeIbHBIX POrPaMM Ha UHBIX YCIOBUSX, 00YYarOIIMCS

TemaTuka 3ansaTnii CEMHUHAPCKOI'0 TUIIA

Neni/n

HaumMeHoBaHue TEMbI
(pa3aesia) QM CHUILINHbI

Buna 3anaTus
CeMHMHAPCKOro THNa**

TemaTnka 3aHATHSA CEMHHAPCKOIo
THIIA

1.

Bgenenue B
KpUNOTOTpaduIo.
OCHOBHBIE KJIACCHI
m¢poB U UX CBOICTBA

MPAKTHUYCCKOC 3aHATHUC

Uctopus kpunrorpaduu. Ipumepst
pyuHbIX mH(poB. OCHOBHBIE 3TAIIBI
CTaHOBJIEHUS KpUNTOrpaduy KaK HAyKH.
YacToTHBIE XapaKTEPUCTUKHU OTKPBITBHIX
TEKCTOB. K-rpaMMHasi MOJIENIb OTKPBITOTO
TekcTta. Kpurepun pacrozHaBaHus
OTKPBITOI'O TEKCTA.

MMPAKTUYCECKOC 3aHATHUC

Ilepeuens yrpo3. CUMMETpUYHOE U
aCHMMETPUYHOE MH(PPOBaHHE B 331a4aX
3auThl nHpopmamu. [1ndpser ¢
OTKPBITHIM KITFOYOM M WX MCTIOJIH30BAHUE.

MPAKTUYCCKOC 3aHATHUC

Knaccudukanus mudppos. Monenu
mdpoB. OCHOBHbIE TPeOOBaHUS

k mmdpam. [Ipocreiimmue
KpunTorpaduueckue

npoTokoubl. PasHoBuAHOCTH INM(POB
MIEPECTAHOBKU: MapIIPyTHBIC U
reOMETPHUECKUE NTEPECTAHOBKH.

MPAKTUYCCKOC 3aHATHUC

DneMeHThl KpUNTOaHaIHu3a mudpos
nepectanoBku. [Indpsr npoctoii 3amMeHb
U uX aHanu3. MHoroandaBuTHble MHQPHI
3aMeHbl. JluckoBble MIU(PATOPHI
KOJIOHHOW 3aMEHBI.

MMPAKTUYECKOC 3aHATHUEC

[udpel raMMUpoOBaHUS U UX aHAIIN3.
HMcrionb30BaHne HEPABHOBEPOSITHOU




raMMBbl, IOBTOPHOE UCIIOJIb30BaHUE
raMMBl, KpUITOaHaiIu3 mwudpa Buxenepa.
Tectel YV.Opuamana.

MIPAKTUYECKOE 3aHATHUE

brounsie mudpsr MPOCTON 3aMEHBI U
ocobenHocTH ux aHanu3za. CoBpeMeHHbIE
onounsie mudpel. Kpunroanropurm DES.
Kpunroanropurm 'OCT-28147-89.
Kpunroanroputm AES. Pexumbr
WCIOJIb30BaHUs OJIOYHBIX MHU(PPOB

Hanéxuocth mudpos.
MeTtob1 cuHTE3a U
aHam3a
KpunTorpaguueckux
QJIITOPUTMOB C CEKPETHBIM
KITFOUOM

MPAKTUYECKOE 3aHATHUE

Kpunrorpaduueckast croiKocTb HPPOB.
Teoperuuecku croiikue mudpsl. Hudpsr,
COBEpILEHHbIE NP HAIlaICHUU Ha
OTKpPHBITHINA TeKCT. LIndpsl, coBepiieHHbIC
IIPU HalaJeHuu Ha Kkiod. O
TEOPETUKO-MH(POPMAITHOHHOM MOIXO0/IE

B Kpuntorpadumu.

MPAKTUYCCKOC 3aHATHUC

DOHTpONHS U KOJTUYECTBO HH(POPMALIUH.
“Henané&xuocth mmdpa”, “I0KHBIE
KJIIOYU’ U “paccTOSTHUE €JMHCTBEHHOCTH .

ITpakTruecku cTolkue mudpbl

MPAKTUYCCKOC 3aHATHUC

NmurtocToitkocTs mudpos.
XapakTepuCTUKA UMUTOCTOMKOCTH
mu@poB U ux oueHku. [Ipumepsr
MMHUTOCTOMKHUX U HEUMUTOCTOMKHUX
mdpoB. MeToabpl UMUTO3AIIUTHI
HEUMHUTOCTONKUX HMIH(PPOB.
NmuToBctaBku. Konbl ayTeHTH)HUKAIIUY.
[TonsiTre 0 MOMEXoycToHUMBOCTH IHppa.
[udps1, HE pa3sMHOKAIOIINE UCKAKESHUIN
TUMa 3aMeHbl 3HaKoB. LIIudpel, He
Pa3sMHOXKAIOIINE UCKAXKEHUN TUTIA
MPONYCK-BCTAaBKA 3HAKOB.

MPAKTHUYCCKOC 3aHATHUC

[ TpyHIMIIBI TOCTPOEHUS AITOPUTMOB
6souyHoro mudposanus. Beioop 6a30BbIX
npeoOpa3oBanuii. OCOOEHHOCTH PEKUMOB
MCIIOJIb30BaHUs OJIOUHBIX HIH(POB.

I TpyHIMIIBI TOCTPOEHUS AITOPUTMOB
MOTOYHOTO MH(poBaHUs. PexuMsl
MCIIOJIb30BAaHUS! OTOYHBIX MH(POB.

MPAKTUYCCKOC 3aHATHUC

CrtpoeHune NOTOYHBIX IUPPCUCTEM.
KoHrpyaHTHBIE reHepaTopsl. I'eHepaTopsl
®ubonauun. ['eHepaTopbl, OCHOBaHHBIE
Ha CJI0’KHOPEIIAEMBIX 3a7a4aX TEOPUH
yucen.JInHelHbIe peKyppEHTHBIE
nocnenoBarenbHocT (JIPIT) Hag monem.
OunpTpyroume 1 KOMOMHUPYIOLTHIE
IEHEPATOPBI, U UX CBOWCTBA

MPAKTUYECKOC 3aHATHUC

. Komno3unum nMHENHBIX PETUCTPOB
casura. [lonxoael k aHanM3y aIrOpUTMOB
mudpoBanusi. OCOOEHHOCTH
KpPHUNTOAHAIN3a aJITOPUTMOB OJIOYHOTO
mdpoBanus. OCOOEHHOCTH aHaU3a
IIPOrPaMMHBIX peanu3auui
KpUNTOrpaueckux aJlrOpUTMOB.

Metonapl cUHTE3a B
aHaimm3a

MMPAKTUYECKOC 3aHATHUEC

Mudpcucrema RSA. ludpcucrema
Onp-I'amans. udbpcucrema Mak-Oinuca.




KPUNTOTpaprueCKUX Iudpcructema Ha OCHOBE 331241 00

AITOPUTMOB C OTKPBITHIM “yKJaJiKe prok3aka’. AHaIN3

KITI049OM. X3I-(yHKIUA mmdpcucremsl RSA. TlpakTruueckue

U UX KpUnTorpaguueckue aCTeKThl UCIIOJIBb30BaHUS MU(PCUCTEM C
IIPUIIOKEHUS OTKPBITHIM KJII0UOM. . O0IIHe TOJ0KECHHUS.

[{udpoBble MOAIUCH Ha OCHOBE
MIUPPCUCTEM C OTKPBITHIM KITFOUOM.
npaktuueckoe 3ansatue  |[ludposas noanuce Guara-Illamupa.
[Tudposas noanucey Dib-I"amarns.
CrtannapThl THPPOBOH MOMHCH.

IIpoTOKOIIBI THIIA 3aTIPOC-OTBET.
ITpoToKOIIBI, HCHIOIB3YIOLINE HU(DPOBYIO
IoAIIUCH. HpOTOKOJIH C HYJICBBIM
pasrIaliCHUEM.

MPAKTUYECKOE 3aHATHUE

ANTopUTMBI IEpeaaun KIoden

(c ucnonb3oBaHueM U 6€3 UCIOIb30BAHUS
U POBOI OANHCH). AJITOPUTMBI
OTKPBITOrO paclpeieNeHus KIroueH.
AJNTOPUTMEI TIPEIBAPUTEITHHOTO
pacrpeieIeHus KItoueil.

IMPaKTUYECKOC 3aHATHE

OO6mmwme cBeieHHs O Xenl-PyHKIUIX.
KroueBble u OCCKITIOUEBEIC
NpaKTHYECKoe 3aHATHe  |Xeml-pyHKuuu. VTepaTuBHBIC CIIOCOOBI
noctpoerus xem-Qynkuuii. [Tonstue

0 CTOMKOCTH XelI-()yHKITHH.

LlenoCcTHOCTh aHHBIX U ayTeHTH()UKAIHS
MCTOYHHUKA AaHHBIX. KOHCTpyKIIMN
IMPaKTUYECKOC 3aHATHE CUCTCM ayTeHTHq)HKaHHH Ha OCHOBC
xem-¢GyHkIui. Koasl ayTeHTHYHOCTH
coobmennii: HMAC, UMAC.

*x CCMHUHAPBI, MPAKTUYCCKUC 3aHATHSA, IPAKTUKYMBI, HaGOpaTOpHLIe pa6OTLI, KOJUUIOKBUYMBI U UHBIC aHAJIOTUYIHBIC
3aHATUA
HNuas koHTakTHas padora

[Tpu mpoBenenuun yueOHbix 3ansatuii CI'OY obecrieunBaeT pa3BuTre y 0Oydaromuxcs HaBHIKOB
KOMaH/IHOW paboOThl, MEXIUYHOCTHOM KOMMYHUKAIIMH, TPUHSITHS PEIICHUH, JUIEPCKUX KauyecTB
(BKITIOYAst IpU HEOOXOAMMOCTH MPOBECHIE UHTEPAKTUBHBIX JICKIIHH, TPYIOBBIX JUCKYCCUN, POJIEBBIX
WUTp, TPEHUHTOB, aHAJIU3 CUTYallud U UMUTAIIMOHHBIX MOJIEJIEeH, MPenoaBaHue TUCIUILIIHH (MOIyJIeH) B
dbopMe KypcoB, COCTAaBIEHHBIX Ha OCHOBE pE3yJIbTaTOB HAyYHBIX HCCIIEOBAHUN, MPOBOJIUMBIX
OpraHu3aIyeil, B TOM YHCIIe C YYETOM PETHOHATBHBIX 0COOCHHOCTEN MPOdeCCHOHATBHOU IESITEIIbHOCTH
BBIITYCKHUKOB U MOTpeOHOCTEN paboToaareneii).

®opMBl U METOJIBI TPOBENCHHUS WHON KOHTAKTHOM pPabOThl MpHUBEACHBI B MeETOAMUYECKHX
yKa3aHHUAX M0 OCHOBHOM MpoQeccuoHaNbHON 00pa30BaTeIbHOM MPOrpaMMme.

4.2.2 CamocrosiTeJibHasi paboTa

Neni/m | HammeHoBaHue TeMbl (pa3aesia) AUCIUNIHHbI Bua camocTosiTeqibHOM padoThI ***

- IOJITOTOBKA JIOKJIaZa
- IOATOTOBKA JIEKTPOHHOM MPE3eHTaLUU
- TECTUPOBAHHE

Beenenue B kpunrorpaduro. OCHOBHBIE KIacChl
mQpPoB U UX CBOICTBA

Hanéxuocts mmdpoB. MeTo sl CHHTE3a U aHAIHN3a |- moaroToBKa H0KIa1a
2.  |kpunrorpauyecKux aarOpPUTMOB C CEKPETHBIM |- TOATOTOBKA IEKTPOHHOM IIPe3eHTANH
KJIIOYOM - TECTUPOBAHHE

MerTobl cuHTe3a U aHAJTN3a KPUNITOrpadhuIecKux
3 QJIITOPUTMOB C OTKPBITHIM KIIFOUOM. X3MI-(QDyHKINN
U UX KpUnrorpaduyeckue NpuioKeHus

- IOJI'OTOBKA JIOKJIa/a
- IOATOTOBKA IEKTPOHHOM MTPE3eHTaLUU
- TECTUPOBaHHE

*** camocTOsTeIbHAs padoTa B CeMECTpE, HAlMCaHWEe KYPCOBBIX Pa0OT, JOKJAJ0B, BHIMOIHEHUE KOHTPOJbHBIX




pabot

10.

11.

12.

=

5. MaTtepuajibHO-TEXHHYECKOE U Y4eOHO-MeToAn4YecKoe odecnevyeHue M CUMILTHHbI

5.1 JIuteparypa:

OcHoBHasl JuTepaTypa

PomanbkoB B.A., Baenenwne B kpuntorpaduto [Tekct] : Kypc nekuuii / B. A. PomanbkoB. - 2-¢
u3a. ucnpas. u jgom. - M. : ®OPYM , 2012. - 240c. ; 60x90/16. - (Bsiciee oOpa3zoBaHue). -
bubmumorp.: c. 233 - 234. - ISBN 978-5-91134-573-0

Pebko B.f., ®uonoB A.H. Kpunrtorpaduueckue MeTonbl 3amuThl HHGOpMaIuu. YdeOHOE
nocobue s Beicmux yueOHbIx 3aBenenuit. M.: ['opsuas muaus-Tenexkowm, 2012, — 230 c. ISBN
978-5-9912-0286-2. http://ibooks.ru/reading.php?productid=334031

JlonoJIHUTeIbHAS JTUTepaTypa

. bepner C.,IIsitn C. Kpunrorpadus.Odurmansaoe pykoBoactso RSF Stcurity / Bepuer C.,I1vitn

C., C. IIqiin. - Ilep. ¢ anrn. - M.: BUHOM-IIpecc, 2002. - 384c. - 95p.

OcHoBbl kpunrorpaduu : Yueb. mocodue / Andepo A.Il, 3ybo A.IO., Kysemun A.C.,
Yepemymikud A.B. - YMO. - M.: I'ennoc APB, 2001. - 480c. - 147p.60k.

Umopa A.JI. CoBpemenHas npukiaanas kpunrorpadus / A. JI. Umopa. - 2-e u3a. crepeoTurr. - M.
: Temmoc APB, 2002. - 256¢. - 61p.

3y6oB A.FO. Kpunrtorpaduueckue MmeTonsl 3amuThl uHpopmamuu. CoBeplIeHHBIE MIHQPHL.
M.: I'enimoc APB, 2005.

3yooB A.1O., OBunnnukoB B.H., 3sa3un A.B., Pamoganor C.B. OnuMrnuanbl mo MaTeMaTHKE U
kpunrorpadguu. M.: MITHMO, 2006.

Ko6mum H. Kypc Teopun uncen u kpunrorpaduu. M.: Hayanoe uznarensctso TBII, 2001.

Mao B. CoBpemennas kpunrorpadus. Teopus u npaktuka. M.: U3natensckuii 1oM “Bumibsmc”,
2005.

Yepémymikua A.B. Jleknuu mo apudmerrnueckum anropurmam B kpunrorpadpuu. M.: MITHMO,
2002.

IMon pen. IloropemoBa b.A., CaukoBa B.H. CnoBapp xkpunrtorpadu4eckux TEPMHUHOB.
M.: MIOJHMO, 2006.

Andépos A.IlL, 3yb6oB A.IO., Ky3semun A.C., Uepémymkun A.B. OcHoOBBI Kpunrorpaguu.
M.: I'enmuoc APB, 2005.

3ensun O.C., BanoB M.A. Cranmapt kpunrorpaduueckoii 3amutsl AES. Koneunsie moms. M.
KYINL-ObPA3, 2002.

NBanoB M.A., YUyrynkoB WM.B. Teopusa, npumMeHeHHME M OLIEHKa KadecTBa I'€HEPATOPOB
nceBnocinyyanHbix nocienosarensuocteil. M.: KY/IUL-OBPA3, 2003.

JInTteparypa I CaMOCTOATEJILHOTO U3Y4YCHUS

®omuueB B.M. [luckpernas maremaTrka u kpunrosnorus. M.: “JIUAJIOI- MUDI”, 2003.
ArpanoBckuii  A. B., Xamu P. A. Ilpaktuueckas xpunrorpadus: ajJroputMbl H HX
nporpammupoBanue. — M. : COJIOH-ITPECC, 2009 r. — 256 c. — DneKkTpoHHOE U3/laHue. —
ISBN 5-98003-002-6 http://ibooks.ru/reading.php?productid=335473

MacnennukoB M. Ilpaktuueckas kpunrorpadus. — CII6. : BXB-Ilerepoypr, 2003 r. — 464 c. —
DNEeKTPOHHOE U3/1aHHE. — ISBN 5-94157-201-8
http://ibooks.ru/reading.php?productid=335092

5.2. IlepeyeHb JTULEH3UOHHOI0 POrPAMMHOI0 o0ecnevyeHust
1. Microsoft Windows 10 Education / Microsoft Windows 7 / Windows Vista Business
2. Office 365 ProPlus, Microsoft Office 2019, Microsoft Office 2016 Professional Plus (Word,

Excel, Access, PowerPoint, Outlook, OneNote, Publisher) / Microsoft Office 2007 (Word, Excel, Access,
PowerPoint)

5.3 CoBpemeHnnblie npodeccnoHATbHbIE 0a3bl TAHHBIX, K KOTOPLIM 00eClIeYHBAETCsl 1OCTYN

o0yuyaruuxcst


http://ibooks.ru/reading.php?productid=334031
http://ibooks.ru/reading.php?productid=335473
http://ibooks.ru/reading.php?productid=335473
http://ibooks.ru/reading.php?productid=335473
http://ibooks.ru/reading.php?productid=335473
http://ibooks.ru/reading.php?productid=335092
http://ibooks.ru/reading.php?productid=335092
http://ibooks.ru/reading.php?productid=335092

1. IIpodeccuonanbhas 6a3a manHbIX «MHPOPMaIIMOHHBIE CUCTEMBI MHUHHCTEPCTBA SKOHOMUYECKOTO
pazButHs Poccuiickoit @enepaunu B cetu Murepuer» (ITopran «Odunnansuas Poccusy -
http://www.gov.ru/)

2. [Ipodeccruonanbhas 6a3a nanHbIX «DUHAHCOBO-IKOHOMHYECKHE TTOKa3aTenu Poccuiickoii
Ddenepanun» (Oduimansaeiii caiit Munuctepera hunancos PO - https://www.minfin.ru/ru/)

3. [Ipodeccuonanvhas 6a3a nanubix «OdunmansHas craructukay (OQuIranTbHbIN calT
denepanbHOi Ci1yK0bI TOCYIapCTBEHHOMN cTaTHCTUKH - http://www.gks.ru/)

5.4. HudopManmoHHO-CIPABOYHBIE CHCTEMbl, K KOTOPbIM oO0ecneuynBaeTcsi JAOCTYI
o0yuarwumuxcst
1. CpaBouHo-mipaBoBasi cucreMa «Koncynbrant [Lmrocy

2. CnpaBouHo-nipaBoBas cuctema «I"”APAHT-Makcumym»

5.5. CnenuajbHbIe IOMEIIEHNSA

VY4eOHble ayIUTOPUU IJIs1 TPOBEICHUS KomrmuiekTsl yueHnueckon medenu
3aHATHI JICKUIUOHHOTO THIIA MynbTUMEIUNHBINA TPOEKTOP
Jlocka

OKpaH

Y4eOHble ayIUTOPUU IJIs1 TPOBEICHUS KomruiekTsl yueHn4eckon mebenu

MPAKTUYECKUX 3aHATUH (3aHATUIA MynbTUMEIUINHBIN TPOEKTOP

CEMHHApPCKOro TUIIA) Hocka

OKkpaH

Kommnbrorepsl ¢ Bbixos1oM B ceTh «MHTEpHET» 1 DNOC
CI'oy

VY4eOHble ayAUTOPUH U1 TPYIIIOBBIX U KommiekTsl yueHnueckoit medenu

VHJMBHUIYAJIbHBIX KOHCYJIbTALINN MynbTUMETUIHBINA TPOEKTOP

Jlocka

OKkpaH

Komnerorepsl ¢ BeIxonoM B ceTb «MHTepHET» 1 DNOC
CI9y

VY4eOHble ayIUTOpUH U1 TEKYIIEro KOHTPOoIs |KoMIuIeKTsl yueHn4eckoi Medbenu

U IIPOMEKYTOUYHOM aTTECTaluu MynbTUMEIUIHBINA TPOEKTOP

Jlocka

OKpaH

Komnerorepsl ¢ BeIxonoM B ceTb «MHTepHe™ 1 ONOC
CI9y

[Tomemienus ans camocrosTeNbHON padoThl  |KoMIUIeKTsl yueHHUecKoi Mebenu

MynpTUMEIUNHBIN TPOEKTOP

Jlocka

OKpaH

Kommnsrorepsl ¢ Berxos1om B ceTh «MHTEpHET» 1 DNOC
CIoy

[Tomemenus 1151 XpaHEHUs U KoMmruiekTsl criennanu3upoBaHHON MeOenu Jist
MpoUIAKTUIECKOTO 00CTYKUBAHUS XpaHeHus: 000pyIOBaHUS
000pyI0BaHUS

5.6 JlabopaTopuu u J1adopaTopHOe 000PYyA0BAHHE
6. @oH/ OLIEHOYHBIX CpeaAcTB o aucuunanHe Kpuntorpagpuyeckas 3amura uaopmanum:

6.1. KoHTpoJIbHBIE MEPONPUSITHSA 1O TUCIUTIIHHE

DopMa KOHTPOJIS OTmeTuTh

Bua xonTpoJs
HYKHOE



https://www.minfin.ru/ru/

3HAKOM
«+»

Tekymuii KOHTPOJIb O1eHKa JOKIIag0B +
Y CTHBIN/TTMCEMEHHBIN OTPOC +
TectupoBanue +
[IpakTrueckue 3agauu +

OneHka KOHTPOJIBHBIX paboT (U1t 3a04HOU

(bopmbl 00yUeHMS) "

IIpoMeKyTOUYHBIN KOHTPOJIb  [DK3ameH +

Ilopsinok nmipoBeleHUs] MepPONPUSTUH TeKyLero M NPOMEKYTOYHOI0 KOHTPOJIs
onpenensiercss MeToanuecKHMH YKAa3aHUSIMU M0 OCHOBHOM NMpodeccuoHaibHOii 00pa3oBaTebHOM
nporpamMMe BbICIHIEr0 00pa30BaHUsl, YTBepP:KIeHHbIMH Y4eHbIM coBetoMm PI'AOY BO CI'JY,
nporokoj Ne 16 or 20.05.2021; IlojoxkeHueM o0 Oa/UILHO-PEHTHHIOBOH cHCTeMe OLEHKHU
ycneBaeMoCTH OOy4alOIIUXCS MO0 OCHOBHBIM 00pa3oBaTejbHBIM MPOrpaMMaM  BbICIIETr0
o0pa3oBaHusi — mporpaMmMaM OakajlaBpuaTra, NporpaMMaMm CHeNHAJIUTeTa, MNporpaMMam
MAarucTparypbl B (eepajibHOM rocyIapcTBEeHHOM ABTOHOMHOM 00pPa30BATeJIbHOM Y4Ype:KIeHUHU
BbICIIET0 oOpa3oBaHuss «CaMapckuii TrocyJIapCTBEHHbINi ?JKOHOMHYECKHI YHHBEPCUTETY,
yTBep:kaeHHbIM Y4eHbIM coBeToM ®I'AQY BO CI'JQY, nporokoa Ne 16 ot 20.05.2021 r.

6.2. [lnanupyemble pe3yJibTaThl 00y4eHUsI 10 AUCHHUILINHE, 00ecTeYnBalOIUe JOCTHKEHe
IUVIAHUPYEMBbIX Pe3yJbTAaTOB 00yYeHHUs M0 MPporpaMmme

Ipodeccnonanbubie komnerenuun (IK):
[TK-2 - Crioco0eH K OIeHKE 3aIUIICHHOCTH aBTOMAaTH3HPOBAHHBIX CHCTEM C TIOMOIIBIO THITOBBIX
MIPOrPaMMHBIX CPEJICTB

[Tnaaupyemeie |Il1aHupyembie pe3yabTaThl 00y4eHHUsI MO AUCHHIJINHE

PE3yNbTaThI

o0OydeHus 10

IporpaMme
[IK-2.1: 3nars: [1K-2.2: YmeTs: [1IK-2.3: Bnagets (MMeTh

HABBIKH):

0COOCHHOCTH 3aIIUTHI OIICHMBATh 3AIUIIICHHOCTh |[HaBBIKAMU 3alIUIIEHHOCTH
ABTOMATHU3UPOBAHHBIX ABTOMATHU3UPOBAHHBIX ABTOMATHU3HPOBAHHBIX
CUCTEM C TIOMOIIIbIO CHCTEM C TTOMOIIIBIO CHUCTEM C IOMOUIBIO
THTIOBBIX TIPOTPAMMHBIX  [THUITOBBIX IIPOTPAMMHBIX  [THITOBBIX TIPOTPAMMHBIX
CPEICTB CpEJ/ICTB CPEICTB

[Toporossrii HEKOTOPBIC OCOOCHHOCTH |OIICHUBAThH 3AIIUIICHHOCTh [HABBIKAMU 3alUIIICHHOCTH
3aIUTHI aBTOMAaTHU3UPOBAHHBIX ABTOMATHU3HPOBAHHBIX
ABTOMATHU3UPOBAHHBIX CUCTEM CUCTEM
CHCTEM

CrangapTHBIHA (B [HEKOTOpBIE OCOOCHHOCTH  [OIEHUBATH 3aIMIIEHHOCTD |HABBIKAMH 3aIIUIIICHHOCTH

JIOTIONIHEHUE K |3aIIMUThI KOMITOHEHT KOMIIOHEHT

MTOPOTOBOMY) ABTOMATHU3UPOBAHHBIX ABTOMATHU3UPOBAHHBIX ABTOMATHU3HPOBAHHBIX
CHCTEM C IIOMOIIIBIO CHCTEM C ITOMOLIBIO CUCTEM C IOMOUIBIO
THIIOBBIX TIPOTPAMMHBIX  [THITOBBIX IPOTPAMMHBIX  [THITOBBIX TIPOTPAMMHBIX
CPEICTB CPEJICTB CPEICTB

[ToBbImeHHBIN (B|OCOOCHHOCTH 3aIIIATHI OIICHHMBATH 3AIIUIICHHOCTh [HaBBIKAMH 3alTUIIICHHOCTH

JIOTIOTHEHNE K |aBTOMAaTHU3HPOBAHHBIX aBTOMAaTHU3UPOBAHHBIX ABTOMATHU3HPOBAHHBIX

IIOPOTOBOMY, CUCTEM C IIOMOIIbIO CHCTEM C ITOMOUIBIO CUCTEM C TOMOUIbIO

CTaH/IaPTHOMY) [THUIIOBBIX IPOTPAMMHBIX  [TUIIOBBIX IPOTPAMMHBIX  |THIIOBBIX TPOTPAMMHBIX
CPEJCTB CPEJCTB CPEICTB

6.3. IlacnopT OLIEHOYHBIX MATEPUAIOB

Ne HaunmenoBanue Tembl Konrpounpyembie Bua koHTpO/Is/HMCNIONB3yeMble
n/n | (pa3aea) AMCHHUILIMHBI IUIAHMpYeMble OlICHOYHbIE CPEICTBA

pe3yJbTaThbl 00yUYeHUs B Texymmii | IIpomMe:RyTOYHBII




COOTHOIIICHHHA C

pe3yJabTaTtamMu
o0yueHus1 mo
nporpaMmme
IIK-2.1, [1K-2.2, [IK-2.3 |YCTHBIH, dK3aMCH
Beenenue B kpunrorpaduto. MUCHMEHHBIN
OcHoBHBIE Ki1acchl MH(POB orpoc,
U MX CBOMCTBa MPAaKTUYCCKHE

3amaun, /[TTK, TAA

HanéxHocth mmdpos.
MeTopl cHHTE3a U aHAIM3a
KpUTNITOTpapuIecKux
AJTOPUTMOB C CEKPETHBIM
KJII0YOM

[1K-2.1, I1K-2.2, T1K-2.3

VcTHBIN,
MMHACHMCHHBIN
o1poc,
MPaKTUYECKHE
samaun, /[TTK, TAA

9K3aMCH

MeTo/bl CHHTE3a U aHaIu3a
KpUTNITOTpapuIecKux
ITOPUTMOB C OTKPBITHIM
KIIFOUOM. XAI-(PYHKITUN U
UX KpUNTorpadguyeckue

[1K-2.1, I1K-2.2, T1K-2.3

Y cTHBIH,
IMMChbMEHHBII
ompoc,
MPaKTUYECKHE
3amaun, /[TTK, TAA

9K3aMCH

MMPHUIIOKCHHUA

6.4.0neHoYHbIe MAaTEPHAJIbI VIS TEKYLIEr0 KOHTPOJISA

IlpumepHasi TeMaTHKA TOKJIAI0B

Paznen nucuunjinHbI

Tembl

Beenenue B
Kpunrorpaduro.
OCHOBHBIC KJIACCHI
muGpPOB ¥ UX CBOKCTBA

[Ipocreiimune kpuntorpaguueckue NpoTOKOIBI.

PazHoBuaHOCTH IM(POB NEPECTAHOBKHU: MAPIIPYTHBIE U TEOMETPHUUECKUE
IIEPECTaHOBKHU.

DreMeHThl KpUIITOAHAIN3a NIM(POB MEPECTAaHOBKH.

MHoroaindaButHble MUGPHI 3aMEHBI.

JlrckoBble MU(PaTOpbl KOJOHHON 3aMEHbI

Hanéxuaocts mmdpos.
Meroasl cuHTE3a U
aHaJn3a
KpUNTOrpapuuecKux
aJITOPUTMOB C CEKPETHBIM
KJIFOYOM

XapakTeprUCTUKU UMUTOCTOMKOCTH HIM(PPOB U UX OLIEHKH.

Koxp! ayreHTHGUKAIIH.

[TonsiTHEe 0 MOMEXOYCTONYMBOCTH U PPA.

HIudpsl, He pa3MHOXKAIOIKME UCKAKEHUH THITa 3aMEHbI 3HAKOB.

udpel, HE pa3MHOXKaIOIIKE UCKAXEHHUH THIIAa IPOIYCK-BCTABKA 3HAKOB.
[TpuHIUIIBI TOCTPOEHHUS AITOPUTMOB MTOTOYHOTO MM (poBaHUs. Pesxxumbl
VICII0JIb30BAaHUsl MOTOYHBIX HIN(POB.

Metoapl cuHTE3a U
aHaIM3a
KpUNTOTpapuuecKux
AJIITOPUTMOB C OTKPBITHIM
KITII0YOM. X3II-(yHKIUN
U UX KpUnTorpaduyeckue
IIPHIIOKEHHUS

HIudpcucrema RSA.

Mudpcucrema dnp-I"amans.
HIudpcucrema Mak-Onuca.
[udpcucrema Ha ocHOBE 3a/1a4u 00 “yKiIaaKe prok3aka’”. AHAIN3
mmdpcucremsl RSA
Hudpossie moanucH Ha OCHOBE MUPPCUCTEM C OTKPBITHIM KITFOUOM.
CranpapTtsl 1U(POBOI MOIMUCH.

Bonpocs! 1J1s1 YCTHOT0/IMCBMEHHOT0 ONPOCca

Paznesn nucuumiiunbl  (Bonpocsl
Beenenue B 1.0cHoBHBIE TOHATHS HH(DOPMAIIMOHHOW O€30MacHOCTH  Teperadyn
Kpunrorpaduro. JTAHHBIX: 0€30macHOCTh CeTH, CaHKIIMOHUPOBAHHBII u
OCHOBHBIE KJIacChl HECaHKIMOHUPOBAHHBIN TOCTYI, KOHPUACHIUATHLHOCTh U IIETOCTHOCTh
mudpoB ¥ UX CBOKWCTBA JTAHHBIX.

2. TpeGoBaHusi, MpeaABABIIEMbIE K MPOLEAYPE pacHpeaeIeHUs KIOYeH.
ITportokon Kerberos




3. IlonsTusa cy0beKT U 00bEeKT HHPOPMALMOHHOM CUCTEMBI, YIpo3a U
yiep6 6€301macHOCTH, YI3BUMOCTh CETH, aTaKa Ha CETh.

4. OtevyecTBEHHBIN CTaHAAPT LU(POBOM MOITUCH

5. Knaccudukamms yrpo3 nH(}OpMaAITMOHHON 0€301acHOCTH
KOpPIIOPAaTUBHBIX CETEH.

6. Xou-GpyHKIIMN HA OCHOBE CUMMETPUYHBIX OJIOYHBIX AJITOPUTMOB.

7. 3anuIleHHbIN KaHal. 3alMTa Ha KaHaIbHOM ypoBHE. OCHOBHBIE
MIPOTOKOJIBL.

8. MeTopl TeHepaluK KITFOYCH.

9. [loHarHe TOJUTHKU OE30IIACHOCTH H €€ OCHOBHBIE BHJBL:
JTUCKPEIMOHHAs U MaH/1aTHasl.

10. Anroput™m oTKpsITOTO pacnpeneneHus kioden Auddu-Xennmmana

11. BazoBble TeXHOJIOTUH HHPOPMAITMOHHOM 0€30IMaCHOCTH:
UACHTUUKAINS, ayTeHTU()UKALUS, aBTOPU3AIHS, Ay JUT, TEXHOJIOTH
3aIUIIEHHOTO BUPTYaJIbHOTO KaHaa.

12. Iudposast moANUCH ¢ JONOTHUTEIBHBIMH () YHKIIMOHATIEHBIMHU
cBoricTBaMH. CXeMBbI CIENON U HEOCITIOPUMOU MOAIUCH.

13. IpuHImne! KpunTorpadUIecKoi 3aiUThl TaHHBIX.

14, Konnenmus nepapxuu KIIIOYCH.

15. O6001eHHas cxema CHMMETPUYHOM KPUIITOCUCTEMBI.

16. TunoBsie CXEMBI UICHTU(DUKAITIN u ayTeHTH(PUKALINH
II0JIB30BAaTENEH.

17. O60011eHHas cxeMa aCHMMETPUYHON KPUIITOCHCTEMBI.

18. Anroput™m nudpoBoit noamnucu b ["amans.

19. 3amumennslit kaHai. 3amuTa Ha ceTeBOM ypoBHE. [IpoTokos 3ammTh
coaepxumoro nakeroB ESP

20. OcHOBHBIE IPUHIIUIIBI, HCTIONIb3yEeMbIE B MPAKTUYECKUX MU(Pax, U
MyTH UX pealn3alim.

Hanéxuaocts mmdpos.
MeTtoabl cUHTE3a B
aHaJn3a
KpUNTOrpapuuecKux
aJITOPUTMOB C CEKPETHBIM
KJIFOYOM

1. OTteuecTBEHHBIN CTaHAAPT XAII-(QYHKLUH.

2. Knaccuueckas cets ®eiicrens.

3. XpaHeHHe KII04Yel 1 OCHOBHbIE HOCUTENHN KITI0UeBOW HHPOPMALIUH.
4. AwmepukaHckuii ctanaapt mugposanus DES.OcHoBHbIE
XapakTepucTUKU. CTPyKTypHas cXeMa.

o. OpnHoHamnpaBlieHHbIE X3MI-(QYHKIUH.

6. KomOuHupoBanue 6;104HBIX aIropuTMOB. CXeMa IBYKpaTHOTO U
TpexKkpaTHoro aaroputMon DES.

7. enu ayTeHTH(UKALMY STEKTPOHHOTO JOKYMEHTA. DJIEKTPOHHAS
uudpoBast MOAMUCH.

8. [Tytu peanuzanuu yrpo3 6€30mMacHOCTH MH()OPMAIIMOHHBIX CUCTEM.
9. 3amunieHHbIN KaHall. 3alliuTa Ha CETEBOM YPOBHE. ApXUTEKTypa CTeKa
porokoioB IPsec.

10.  bnouHble ¥ MOTOYHBIE MHUDPHI.

11. Anroput™m mudposanus 'OCT 28147-89. PexxuM nmpocToii 3aMeHBI.

KoHuenmus KpunTocucTeMsl C OTKPBITHIM KiIFouoM. OTHOHANpaBJICHHbIE
byHKIIIHN




Meronsl cuHTEe3a U
aHaIn3a
KPUNTOTpapuueCcKuX
JITOPUTMOB C OTKPBITBIM
KITII0YOM. X3I-(yHKIIUN
U UX KpUnTorpaguueckue
IIPUIIOKEHUS

1. Anroputm nmdposanust DES. Pexxum ECB

2. Kpunrocucrema mudpoanus qanHbix RSA.

3. Anroputm nmdposanus DES. Pexum CBC

4, [Tponenypa mudpoBanus u pacimmppoBanus B kpunrocucreme RSA.
o. Anroputm nmdposanus DES. Pexxum CFB

6. KomOunMpoBaHHBIN MeTOT MTU(POBAHUS.

1. Anroputm nmdposanust DES. Pexxum OFB.

8. Cxema mudpposanus [lonura-Xemimana.

9. CucreMbl LIEHTPATU30BaHHOTO KOHTPOJIs focTyna. Cucrema
TACACS.

10. Cxema mudpoBanus Db ["amans.

11. [IpoTtokon ayreHTH(UKanuu U pactpenenenus kmoueil Kerberos

12. OCHOBHBIE TIOHATHS M KOHIEIIIUN ayTCHTH(HUKAIIIH 1
uneHTudukanuu. TpeOoBaHUS 3alIUTHI PU 0OMEHE COOOIIECHUSIMHU.

13. 3amura nanHbix B Web. Pazmemenue cpenct 3amutel Web.
[Iporokon SSL.

14. OCHOBHBIE THUIIOBBIE CXEMbI HIACHTH(UKAIINY U ayTEHTU(DHUKAITIN
II0JIb30BATEIEH.

15. Knaccuueckast cetp @eiicrens

16.  Bsammnas ayrentudukanus nonb3osareneit. [Iponenypa
Upykomnoxarus 1.

17. Cxema mudposanust Db ['amans

18.  VmpomenHas cxema uAeHTU(PUKAINY ¢ HYJIEBOU nepeaayeii 3HaHuil.
19.  Anroputm DES. Cxema Brrancienust QyHKIUHU MUPPOBAHHS

20.  [lapamnenbHas cxema UACHTHU(PHUKAIMY C HYJIEBOI mepeaayueii 3HaHUM.
21. 3aluuieHHbIN KaHal. Y CTaHOBJIEHHUE 3aIUIIEHHOIO KaHaJa.
IIporokon IKE

22. Cxema nnentudukanuu [ 'miioy-Kyunckyorepa.

23. CymiHoCTh MpoOJIeMBl YIIPABICHUS] KPUNTOTrpadhUIECKUMH KIFOYaMHU.

24, Anroput™ nuposoit nognucu RSA.

3aaHust IUIsl TECTHPOBAHUS MO JUCHMUIJIAHE ISl OIleHKH c)OPMHUPOBAHHOCTH KOMIeTeH Ui (Min
20, max 50 + cceplaky Ha IUOC ¢ TecTammn)
1. YUro monmnmaercd moj 0€301acCHOCTBIO CETH?

+3alMTa €e OT BMEIIATEIbCTBA B mnmpomnecc CI)YHKL[I/IOHI/IpOBaHI/IH;

3aluTa CETH OT aTak,;

3allUTa CETU OT BUPYCOB;

3amuTa UHPOPMaIIUKA OT UCKAKEHUS

2. B uém ortnnumne cankimonupoBanHoro (CJ1) u Hecankmonupoannoro (HCJI) moctyma k

uHpopmanun?

+C/1 He HapylIaeT yCTaHOBJIEHHBIE IPABUJIA Pa3rPAHUYEHHUS TOCTYTIA;

HCJI e Hapy1iaeT ycTaHOBJIEHHBIE ITPABUJIA;

C/J1 ob6ecnieunBaeT KOHGUACHIMATLHOCTD HH(OPMAIIUH;

CJ1 obecnieunBaeT 1eIOCTHOCTh HH(POPMALIUH.

3. KondpuneHnuansHOCTh JaHHBIX (MH(DOpPMALIUN) 3TO?




BHYTpEHHEE CBOMCTBO MHOPMAIINH;
+cTaryc, mpeaCcTaBIseMbli TaHHBIM M OTPEACISIOIINI CTENeHb UX 3alIUTHI;
3Ha4YUTENbHbIE 00BEMBI HH(pOpMAIU;

uHpoOpManus, peHa3HAYCHHAs TS [IepeJayu.

4. Cy0obekT nHGOPMAITMOHHONW CUCTEMBI 3TO?
T10JIb30BaTEb CUCTEMBI;

+aKTHBHBIA KOMIIOHEHT CHCTEMBI, KOTOPBII MOXET CTaTh MPUYMHON TOTOKA HHPOPMAITUN OT O0BEKTA K
CyOBEKTY ;

OTIIPaBUTECIIb COO6H.[CHI/IH;

oJrydareiib COO6H_[CHI/I$I.

5. O0BexT nHHOPMAITIOHHON CHCTEMBI 3TO?

MEKCETEBOM IKPAH;

mugparop;

+I1aCCUBHBII KOMITOHEHT CUCTEMBI, XpaHLIUNA, IPHHUMAIOLINN WIH Nepeaonii HH(POPMAIHIO;

cKpeMOIIep.

6. LlemocTHOCTH MH(pOPMALIUU ITO:
CKPBITHOCTh WH(pOpPMAINH;
BaXHOCTh MH(OpMaLIUK;
+110JYTMHHOCTh UH(OPMALIUY;

00beM HHpOpMaLIUH.

7. Yrpo3a 6€30macHOCTH CETH ITO:

+BO3MOKHBIE pa3pyIINTEIbHBIC BO3JICHCTBUS Ha CETh;
HapylieHue paboTocrnocoOOHOCTH CETH;

0TKa3 KaHaj000pa3yromiero 000py/10BaHus;

O0TKa3 KOMMYTAallUOHHOT'O O60py,£[0BaHI/I$I.

8. Ya3BUMOCTE ceTH ITO:
OTCYTCTBI/IG MECIKCETEBbBIX 3KpaHOB B CCTH,

+Hey/IaqYHOe CBOMCTBO CETH, MPOBOIMPYIONIEE BOSHUKHOBEHUE U PEATTH3AIINI0 YTPO3bI;



OTCYTCTBHEC CPCIACTB aKTUBHOMU 3alllUTHI,

OTCYTCTBHC CPCACTB aHAJIM3a 3allIUIICHHOCTH.

9. ATaka Ha CETb 3TO:

HapylIeHHE KOH(OUICHIINATbHOCTH,
HapYIICHHUE [IEIIOCTHOCTH;
HapyIICHHE JOCTYITHOCTH;

+peanuzanus yrpo3bl 0€30MacHOCTH.

10. ITonuTHka 6€30MaCHOCTH 3TO:

OpraHHU3aIOHHO-TIPaBOBOE oOecneueHne HH(HOPMAITMOHHON 0E30MaCHOCTH;

aJIMUHHCTPATHBHBIC MEPhI 0OCecIIeueHUST HH(POPMAIMOHHON 0€3011aCHOCTH;

+HOPMBI, IIPaBHJIa U MPAKTHYECKHE PEKOMEHIAINH, PETIIAMEHTHPYIOIINE PAa0OTy CPEICTB 3aIUThI CETEH;

TCXHUYCCKHUC CPCACTBA obecrneyeHus HH(i)OpMaHHOHHOﬁ 0€30IaCHOCTH.

11. JluckpennoHHas MoJMTUKa 0€30IMaCHOCTH OCHOBAaHA Ha:
CUMMETPUYHOM MU POBAHNH;

aCUMMETPUYHOM IIN(PPOBAHUH;

3JIEKTPOHHOHU IIU(PPOBOI MOANHUCH;

+TMHOXECTBE 3aJITaHHBIX AAMHUHUCTPATOPOM PA3PCIICHHBIX OTHOIIICHUH AOCTYIIa CY6T>CKTOB K 00BEKTaM.

12. TTorHOMOYHASA TTOJATHKA 0€30ITaCHOCTH OCHOBAHA HA:
AITOPUTME PACIPEICIICHUS KIIKOYEH;

+Hpe,[[CTaBJ'IeHI/II/I AO0CTYIIa B 3aBUCUMOCTH OT MCTKU KOH(I)I/I)ICHI_II/IEU'ILHOCTI/I I/IH(l)OpMaLII/II/I " YPOBH:
AOBCPUS MTOJIB30BATCIIA,

MMPOTOKOJIaX UACHTU(PUKAIINH,

MIPOTOKOJIaX ayTeHTU(DUKAIINH.

13. Lens mpoueaypsl UACHTU(DUKAIIH 3aKTI0YAETCS B:

+MpeabIBIEHUU CYObEKTOM CBOETO YHUKAIBLHOTO UMEHH TI0 3aMpOCY CHCTEMBI;
JI0Ka3aTeNIbCTBE MOITTMHHOCTH;

JI0Ka3aTeNbCTBE LET0CTHOCTH;

MIPUMEHEHHUHU IEKTPOHHON ITU(POBOI MOIIHUCH.



14. Henb mponeaypsl ayTeHTH(PHUKAINN 3aKITI0YAETCs B:
yIIpaBJIEHUH KPUNTOrpahUuIeCKUMH KITIOUaMH;
AHTUBUPYCHOM 3aILUTE;

+10Ka3aTeNnbCTBE MOAJINHHOCTH;

MIPOTUBOACUCTBUU yTrpo3aM O€30MacHOCTH.

15. Ha3nauenue cpeiICTB aBTOPU3ALIUU 3aKITIOYAETCS B:
pacIpeeieHrH KIII0Yeil;

+KOHTpOJIE 10CTyNA JIETAJIbHBIX [10JIb30BATENEH K pecypcam CUCTEMBI,
nocrpoenuu VPN;

KpunTorpauueckoi 3anmre JaHHbIX.

16. Ha3HavyeHue TEXHOJIOTHH ayauTa B HHPOPMAI[MOHHOM CHCTEME:

o0ecrneueHre EeJIOCTHOCTH;

obecriedeHrne KOH(PpUICHIINATBHOCTH;

+(duKkcalus B CHCTEeMHOM XKypHaJie COOBITHH, CBSI3aHHBIX C IOCTYIIOM K 3alllUIIaeMbIM peCypcam;

YCTPAHCHUC YﬂSBHMOCTCﬁ.

17. CumMeTpHuyHas KpUITOCUCTEMA OCHOBAHA HA IIPUMEHEHUU:
+KpPUNTOAITOPUTMA U OJTHOTO CEKPETHOI'O KIII0Ya;

OJTHOT'O CEKPETHOTO KII0Ya;

JIBYX CEKPETHBIX KIIIOUECH;

3JIEKTPOHHOHN IIM(PPOBOI MOAMUCH.

18. AcuMMmeTpu4Has KpUIITOCUCTEMA OCHOBaHA HA IPUMEHEHHH:
3aIUIICHHOTO KaHaa;

+KpUNTOAITOPUTMA, OTKPBITOTO ¥ CEKPETHOTO KITFOUEH;
aNropuTMa CKpbhITOM NEpeIaun KIII0UeH;

AJITOPUTMOB ayTEHTHU(HUKAIIHH.

19. OcHoBHbIE (QYHKIMH yIIpaBIeHUsS KpUNTOIpahUUIECKUMHU KITIOUaMHU:

mudpoBaHue KITIOYCH;



pacrnpeiesieHue KIuei;
+reHepanusi, XpaHeHUE U pacipeiesieHue KItouei;

cepTH(UKAIMS KITIOUYEH.

20. Lens cepTrduKaU OTKPHITHIX KIIFOUCH:
MOBBILICHUE 3AIIUIIEHHOCTH CUCTEMBI;
MOBBILIEHUE HAJIC)KHOCTH CUCTEMBI;
+o0ecreyeHne MeIT0CTHOCTH OTKPBITHIX KITFOYCIH;

ITIOBBIIIICHUEC 6BICTp0,HeI>'ICTBI/ISI CHUCTCMBI.

21. Knnaccuueckoit cetbio deiicTens Ha3pIBacTCS:
KOPIIOpaTHBHAS CETh;

BUpTYyasibHas yacTHas ceTb VPN;

+MeTo/IMKa 0OpaTUMBIX IIPEe0Opa30BaHUI JTaHHBIX;

MHPPACTPYKTYpa OTKPHITHIX Kiroueit PKI.

22. Pa3mep kmoua cragaapra 'OCT 28147-86:
128;

512;

+256;

64.

23. KonmuectBo paynnos crarnapra OCT 28147-89:
16;

8;

+32;

64.

24. ImuTO3amToN Ha3pIBACTCH:

UIACHTHDHUKAIHS;

ayTeHTU(UKALINS;

+3ammra CUCTEMBI CBSI3U OT HaBS3bIBAHUS JTOXKHBIX JAHHBIX;

reHepanus KIrovei.



25. TToTo4YHbIM MH(PPOBAHUEM HA3BIBACTCA:
crarnapt DES;

crarnapt ['OCT 28147-89;
+110CHMBOJIbHOE KU (POBAHUE;

0s109HOE MU poBaHUE.

26. Kakoe MHOTOKpaTHOE MIM(POBAHKE TO3BOJISET YBEINYUTH [UIMHY PE3yIbTUPYIOIIETO KIIF0Ya:
mmdposanue DES;

+mmdposanue 3DES;

mmdposanne 'OCT 28147-89;

muppoBanue RSA.

27. Kpunrocucrema RSA otHOCHTCS:

K CHMMETPHYHBIM KPHUIITOCHCTEMaM;

+K aCHMMETPUYHBIM KPHIITOCUCTEMAM;
K CHCTEMaM JIBYKPaTHOTO MIHU(PPOBAHUS;

K CHCTEMaM TPEXKPAaTHOTO MU(POBAHHUS.

28. KoMOuHMpOBaHHBII MeTOJT IN(POBAHUS NpeIHA3HAYEH IS

dhopmupoanus JLIT;

nposepku D1III;

+CKPBITHOTO (3AIUIIEHHOT0) PaCTIPEICICHUS CEKPETHBIX KITFOUYEH MO0 OTKPHITOMY KaHaJy;

UACHTUDUKALMY U ayTEeHTU(UKALIUH.

29. Ilpotokon I'mmnoy-Kyuckyorepa npenHa3HaueH ais:
mppoBaHus JaHHbIX;

pacmdpoBaHus JaHHBIX;

+uneHTH(UKAINY ¢ HYJIEBOU Mepenavyeit 3HaHuk;

ABTOpU3aINH.

30. Dnexrponnas mudposas noanuck (D) npennaznayeHa as:

mudpoBaHUs TAHHBIX



uaeHTU(UKAITMH AOOHEHTOB;

+ayTeHTH(PHUKAIMN OTIPABUTEIIS U KOHTPOJIS LIEIIOCTHOCTH 3JIEKTPOHHOTO COOOIICHHS;

obecrieyeHnss KOHPHUACHIINATBHOCTH.

Ipakruueckue 3agaun (Min 20, max 50 + ccpiky Ha YUOC ¢ IEKTPOHHBIM H3IaAHHEM, €CJIH

HMeeTcs1)

Pa3nen nucuMnInHbI

3agaun

Beenenue B
Kpunrorpaduro.
OCHOBHBIC KIIACCHI
muGPOB M MX CBOKCTBA

Hanéxuocth mugpos.
MeTobl CUHTE3a U
aHaIm3a
KPUNTOTpaQHUECKUX
QIITOPUTMOB C CEKPETHBIM
KITIOYOM

Meroapl cuHTE3a U
aHaIM3a
KPHUITOrpahuyecKux
ITOPUTMOB C OTKPBITHIM
KITF0UoM. XAII-QYHKIHN
U UX KpUOTOTpagruecKue
MPUIIOKEHHUS

TemaTuka KOHTPOJILHBIX paﬁoT

Paznen nucuunjanHbI

Tembl

Bsenenue B
Kpunrorpaduro.
OcHOBHBIE KJ1acChl

U POB U UX CBOICTBA

OTteuecTBEeHHBIN CTaHapT LU(POBOI MoaAUCH

Knaccudukanus yrpo3 nHGpopMarioHHOM 6€30MacHOCTH KOPIOPATUBHBIX
ceTen.
Meroasl reHepanuu Kioden.
ITonATHe MONMUTHKU 0€30MMaCHOCTH U €€ OCHOBHBIE BUBI: TUCKPELIMOHHAS U
MaHJaTHasl.
ANropuTM OTKPBITOTO pactpesenenus kmoueit Jupou-Xemimana
bazoBble TeXHOJIOTHH HH(OPMAIMOHHON O€3011aCHOCTH:

Hanéxuocts mmdpos.
Meroabl cuHTE3a U
aHaym3a
KpunTorpaguueckux
QITOPUTMOB C CEKPETHBIM
KJIFOUOM

KomOunupoBanue 6;109HBIX alropuTMOB. CXxema JIBYyKpaTHOTO U
TpexKpaTHoro aaroputMon DES.

Ienu ayreHTH()UKALMYT 3JEKTPOHHOTO JOKYMEHTA. DIIeKTpOHHas nudpoBas
MOJINHUCH.

[Tytu peanuzanuu yrpo3 6€30macHOCTH HHYOPMAITMOHHBIX CUCTEM.
brounsie 1 motouHble MUDPHI.

Anroputm nmdposanus 'OCT 28147-89. Pexxum npocToii 3aMeHBl.
KoHnuenmus KpUnTocUCTeMbI C OTKPBITHIM KiIFouoM. OTHOHANpaBIeHHbIE

GbyHKIIHN




Meronsl cuHTEe3a U
aHaIn3a
KPUNTOTpapuueCcKuX
JITOPUTMOB C OTKPBITBIM
KITII0YOM. X3I-(yHKIIUN
U UX KpUnTorpaguueckue
IIPUIIOKEHUS

Anroputm nmdposanus DES. Pexxum CFB
KomOunnpoBaHHBIN MeTOT TU(DPOBAHUS.
Anroputm nmdposanus DES. Pexxum OFB.
Cxema mudposanus [lonura-Xemimana.

6.5. OueHo4YHbIe MaTepUAJIbI 1JIsl IPOMEKYTOUYHOI aTTecTAlNU

@DoH1 BONPOCOB /1J1si TPOBEIEHNsI MPOMEKYTOYHOT0 KOHTPOJIsI B popme IK3aMeHa

Pazges nucuumuinesl  (Bornpocst
Beenenue B 1. OcHoBHbIE TOHATHS UHHOPMAITMOHHON 0€30MMaCHOCTH TIepeIaun
Kpunrorpaduro. JAaHHBIX: 0€30MaCHOCTh CETH, CAHKIIMOHUPOBAHHBIM U HECAHKIIMOHUPOBAHHBIH

OCHOBHBIE KJIACCHI
UQPOB U UX CBOMCTBA

JOCTYT, KOH(OUACHINAIBHOCTD U LIEJIOCTHOCTH JJAHHBIX.

2. TpeboBanusi, mpeabsBIsEMbIE K IIPOLIETYPE pacIpeieICHHs] KITIOUeH.
[Ipotokon Kerberos

3. [TonsATHS CYOBEKT U 00BEKT HHPOPMAIIMOHHON CUCTEMBI, yTpo3a 1
ymep0 0e30MacHOCTH, YSI3BUMOCTh CETH, aTaka Ha CETh.

4. OtedecTBeHHBIN cTaHAapT HUGPOBOI MOAMICH

o. Knaccudukanus yrpo3 napopMaioHHOH 0€30macHOCTH
KOPHOPaTUBHBIX CETEH.

6. X3m-(pyHKIUU HA OCHOBE CHMMETPHYHBIX OJIOYHBIX aJITOPUTMOB.
7. 3anMuieHHbIA KaHaj. 3aluTa Ha KaHaIbHOM ypoBHE. OCHOBHBIE
MPOTOKOJIBI.

8. MeTo/1p1 TeHepaluu KIIUeH.

9. [onaTne monmmMTHKU 0€30MaCHOCTH U €€ OCHOBHBIEC BUJIBI:
JTUCKPEIIMOHHAs M MaHJlaTHasl.

10.  AnropuTMm OTKpHITOTO pactpeneneHus kmoueit Judppu-Xemmana
11.  ba3oBble TeXHOJOTMH HHPOPMALIMOHHOM 0€30MacHOCTH:
UACHTUUKAIS, ayTeHTH(DHUKALINS, aBTOPU3AIUS, ayTUT, TEXHOJIOTHUS
3aIUIIEHHOT0 BUPTYAJIIbHOTO KaHaa.

12. Hudposas noanuce ¢ JOMOIHUTENBHBIMU (QYHKIIMOHATBHBIMU
cBoiicTBaMH. CXeMBbI CIENON U HEOCTTOPUMOU MOATHCH.

13. [IpuHMnIBl KpUOTOrpadUYECKou 3anuThl JaHHBIX.

14. Konuenuus nepapxuu Kiroyen.

15. O0600111eHHas cXeMa CUMMETPUYHONW KPUIITOCUCTEMBI.

16. TunoBbie cxeMbl HACHTU(DUKAIINY U ayTeHTU(UKAIIMN TTOJIh30BaTENCH.
17. O060011eHHas cxeMa aCUMMETPUYHON KPUIITOCHUCTEMBI.

18.  Aunroputm uugpoBoii nognucu Iib ["amas.

19. 3amunieHHbIN KaHal. 3aluTa Ha ceTeBOM ypoBHE. [IpoTokom 3ammThl

conepxumoro nakeros ESP
20. OcCHOBHBIE PUHIIUITBI, UCTIONIB3YEMbIE B IPAKTHUECKUX IHUdpax, U
MyTH UX peaTn3alni.

Hanéxuocth mudpos.
MeTtonapl cUHTE3a B
aHanm3a
KpUNTOrpaguueckux
aJIrOPUTMOB C CEKPETHBIM
KIJIFOUOM

OTeuecTBEHHBIN CTaHAAPT XAII-()YHKIINH.

Kitaccuueckas cets Devicrens.

XpaHeHHe KII0Yel 1 OCHOBHbIE HOCUTENN KITIOUEBOW HHPOPMALIUH.
AwmepukaHckuil ctanaapt mmudposanus DES.OcHoBHbIE
XapakTepucTUKU. CTPyKTypHas cXeMa.

o. OpHoHampaBlieHHbIE XA1I-()YHKIUH.

6. KomOunupoBanue 6;109HBIX alropuTMOB. CXxeMa IByKpaTHOTO U
TpexkpaTHoro aaroputMon DES.

7. Henu ayreHTH(UKALMY STEKTPOHHOTO JOKYMEHTA. DJIEKTPOHHAS
1rdpoBast MOMKCH.

el A




8. [Tytu peanuzanuu yrpo3 6€30macHOCTH HHYOPMAITMOHHBIX CUCTEM.

9. 3anMIIeHHbIA KaHal. 3alliuTa Ha CETEBOM YPOBHE. APXUTEKTypa CTEeKa
potokoioB [Psec.

10. brounple n moTOYHBIE MU(PHI.

11. Anroputm nmdposanus ['OCT 28147-89. Pexxum npocToii 3aMeHBl.

KoHuenuus KpunToCUCTEMBI C OTKPBITHIM KiIto4oM. OTHOHANpaBICHHBIE
byHKIIIHN

Meroasl cuHTE3a N
aHanM3a
KPHUINTOrpaguIecKuX
QJITOPUTMOB C OTKPBITHIM
KITF04oM. XaII-QYyHKIHN
U UX KpUOTOTpaguuecKue
MPUIIOKEHHUS

1. Anroput™m mudpoBanus DES. Pexxum ECB

2. Kpunrocucrema mmdposanus ganHeix RSA.

3. AnroputMm mmdposanus DES. Pexxum CBC

4. [Iponenypa mmdpoBanus u pacmudpoBanus B kpuntocucreme RSA.
5. AnroputMm mudpoBanus DES. Pexxum CFB

6. KomOunupoBaHHbIil MeTO/] IIU(BPOBAHHUSL.

7. AnroputMm mudposanust DES. Pexxum OFB.

8. Cxema mmpoanus [lonura-Xenimana.

9. CucreMbl LIEHTPATU30BaHHOTO KOHTPOJIA AocTyna. Cucrema
TACACS.

10. Cxema mudposanust Db ["amars.

11. [IpoTtokon ayreHTHdUKanuu u pactpeneneHus kmoueit Kerberos

12.  OcHoOBHbIE MOHATHUS U KOHIIETIIIUY ayTeHTU(UKAIIUU U
uneHTudukanuu. TpeOoBaHUS 3alIUTHI IPU 0OMEHE COOOIICHUSIMHU.

13. 3amura nanHbix B Web. Pasmemenue cpenct 3amutel Web.
[Iporokon SSL.

14, OCHOBHBIE THUIIOBBIC CXEMbI HICHTH(PUKAIIMKA U ayTCHTU(OUKAITUN
II0JIb30BATEIEH.

15. Knaccuueckast cetp @eiicrens

16.  Bsammnas ayrentudukanus nonb3osareneit. [Iponenypa
Upykomnoxarus 1.

17. Cxema mudposanust Db ["amans

18.  VmnpomeHHas cxema uAeHTU(PUKAINY ¢ HYJIEBOU nepeaayeii 3HaHuil.
19. Anroputm DES. Cxema BbrunciaeHust QyHKINU HHUPPOBaHUS

20. [TapannenbHas cxema ueHTU(UKALMK C HYJIEBOH nepenadeit 3HaHUM.
21. 3anmIeHHpd KaHal. Y CTAHOBJIEHHE 3AIMINEHHOI0 KaHaIa.
[Iporokon IKE

22. Cxema unentuduxanuu ['mimoy-Kyuckyorepa.

23. CymrHocTh npo0IeMbl yIIpaBIeHUs! KPUNITOIPahUIECKUMU KITFOUaMH.

24, Anroput™ nuposoit nognucu RSA.

6.6. llkaapl 1 KPUTEPUH OLEHUBAHUSA 1O (POPMAM TEKYIIEro KOHTPOJISI U IPOMEKYTOYHOM

arrecTaluu
Ixajna 1 KpUTEPUN OLlEHUBAHUS
Ouenka Kpurepun oueHnBanus 1J1s MepONPUATHI KOHTPOJISA ¢ IPUMEHEHUEM
4-X 0aJVILHOM CUCTEMBbI
«OTJIHIHOY [Tosermennsiii [1K-2.1, TIK-2.2, TIK-2.3
«XOpOLIO» Cranmaprasnii [1K-2.1, [1K-2.2, T1K-2.3

«YAOBJICTBOPUTEJILHO)

IToporogsrii [1K-2.1, TIK-2.2, TTK-2.3

«HEYTOBJECTBOPUTEJIBHO

» |Pe3ynbratel 00yueHust He chopMHpOBaHbl HA HTOPOTOBOM YPOBHE




