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Coaep:xanue (padouasi nporpamMma)

Mecto qucuumiuHzel B ctpykrype OIT

[Tnanupyemsble pe3yabTaThl 00y4eHUs 110 TUCHMIUIMHE, 00eCIIeYnBatOLINe JOCTHKEHUE
IUTAHUPYEMBIX PE3yJIbTaTOB O0YUSHHS IO IPOrpamMmMe

O0BeM U BUIBI YIEOHOU PabOThI
Coneprxkanue TUCIUILTAHBI
MarepuaabHO-TEXHHUYECKOE M YIeOHO-METOINYEeCKOe 00ecieueHNe TUCIIUTUTHHBI

®DOoH/T OIIEHOYHBIX CPEJICTB IO JUCIUIUINHE

Crp.



Lenpto u3y4yeHHS TUCHMIUIMHBI  SBJIeTCS  (OPMUpPOBAHHME pe3yJIbTaToB  OOyueHUs,
o0ecreunBaroMX JOCTHKEHNE TUIAHUPYEMBIX PE3yJIbTaTOB OCBOCHUSI 00pa30BaTEIbHOM MPOTPaMMBbI.

1. MecTo nucuunjnnbl B cTpykrype OII

JucuuiuinHa be3onacHocTh MOOWJIBHBIX HPWIOKEHUM BXOAUT B 4acTb, (hopMupyemas
YY4aCTHHKaMU OOpa30BaTEeNbHBIX OTHOIICHWH (AMCUMIUIMHA 1O BBIOOPY) Osoka b1.JducrumnmuHsl
(MoTyn)

[IpenmecTByronyie TUCHMILIMHBI 1O CBS3IM KOMIIETEHIM: XpaHeHue, o0paboTka M aHAIu3
JaHHBIX, BBIYMCINTENIBHBIE CUCTEMBI, CETH W TEICKOMMYHHKAlMH, OCHOBBI aIrOpUTMH3ALMHU U
nporpaMMupoBanus, OCHOBbl NPOEKTHOW JeATeNnbHOCTH, COBPEMEHHBIE TEXHOJOTMH U SI3bIKU
nporpaMMupoBanus, Teopus HHPOPMALMOHHOW 0€30MaCHOCTH U METOJO0JIOTHSI 3alUThl HHpOpMaLUY,
CucTeMbl UCKYCCTBEHHOTO MHTEIUIeKTa, OOIauHble TEXHOJIOTUU U YCIIyTH, TeXHOJIOTHH 3aIIUIIEHHOTO
JnokyMeHTooOopoTa, [IpaBoBas 3ammra mHGOpManuu, MeToAsl U cpencTBa 3allUThl MHGOpPMALUH,
TexHonoruu pabOTHl B COIMANBHBIX CETAX, BCTpOEHHBIE S3BIKH MporpaMMupoBaHusi, OpraHuzanus
BBIUMCIIMTEIBHBIX IIPOLIECCOB

[locnenyromue AMCUUIUIMHBL MO CBs3AM KommeTeHIwid: Pa3paboTka mnpodeccrnoHambHbIX
npunoxeHui, [IpoexTHsllt npakTukyM, [IpoekTupoBaHHe HH(MOPMALMOHHBIX CHUCTEM, YIIpaBlIEeHUE
uH(popMalnoHHON Oe3onacHocThio, CnenuanusupoBaHHbie T B mpaBoOXpaHUTENBHOMN JESTENbHOCTH,
VYnpasnenue MHOOPMALMOHHBIMU NPOEKTAaMH peaau3alii KOMIUIeKCHON Oe3zomacHoctd, Lludposas
KyJIbTypa B TNPO(EeCCHOHAIBHOW NesATeNbHOCTH, VIHTemeKTyanbHble WH()OPMAIMOHHBIE CHUCTEMBI,
CoBpeMeHHbIe IU(POBBIE TEXHOJOTUH YIPABICHUS IPEANPUATHEM

2. [InanupyeMble pe3yabTaThl 00y4eHUs N0 TUCIHUILIHHE, 00ecTeYnBalOIHe JOCTUKEHH e
IVIAHUPYEMBIX Pe3yJIbTATOB 00YUYEeHHUsI M0 MPporpaMmme

Wzydenne paucuuiuiiHbl be3omacHOCTh MOOWJIBHBIX NPHIOKEHHH B 00pa3oBaTENbHOIM
porpaMMe HarpaBiIeHO Ha (POPMHUPOBAHUE Y O0YUAIOIUXCS CICAYIOLUIMX KOMIIETCHIINA:
IIpogeccuonanbubie komnerenuun (I1K):
I1K-1 - Cnoco6eH k 00Hapy>KEeHUIO ¥ UACHTU(DHUKALIMY HHIIUJIEHTOB B MPOLIECCE IKCILTyaTalluu
ABTOMAaTHU3UPOBAHHON CHCTEMBI

[Tnanupyemsie ([lnaHupyemble pe3yJibTaTbl 00y4YeHHs MO JUCHHUIINHE

pe3yIbTATHI

o0ydeHus 1o

pOrpaMMe

ITK-1 ITK-1.1: 3Hats: [IK-1.2: Ymerts: I1K-1.3: Bnaaets (MMETh

HAaBBIKH):
0COOEHHOCTHU oOHapyXuBaTh 1 HaBbIKaMU OOHapYy>KEHUS U
MHIIUICHTOB B TIpoIlecce (UASHTUPHUIPOBATH UACHTU()UKAIINY UHIUCHTOB
IKCILTyaTaIuf WHITUACHTHI B TIPOIIECCe B IIPOIIECCE IKCIUTyaTaIlH
ABTOMATU3UPOBAHHOW  [9KcmTyaranuu aBTOMAaTU3HPOBAHHOU
CUCTEMBI ABTOMATH3UPOBAHHOM CUCTEMBI
CHUCTEMBbI

[TK-2 - Crioco0eH K OIeHKE 3aIIUIEHHOCTH aBTOMAaTU3HPOBAHHBIX CHCTEM C IIOMOIIBIO THITOBBIX
IIPOTPAMMHBIX CPEJICTB

[Inanupyemsie |Ilnanupyemblie pe3yabTaThl 00y4eHUs MO IMCHHUILINHE

pe3yNbTaThI
00y4eHus 1Mo
porpaMme
ITK-2 ITK-2.1: 3Hats: [1K-2.2: Ymerts: I1K-2.3: Bnaaets (MMETh
HAaBBIKH):
OCOOCHHOCTH 3allIMTHl  [OIEHUBATh 3AIIUIIEHHOCTh |HABBIKAMU 3aIUIIIEHHOCTH
ABTOMATH3UPOBAHHBIX  (aBTOMATHU3WPOBAHHBIX ABTOMATHU3MPOBAHHBIX CHCTEM
CUCTEM C TTOMOIIIBIO CUCTEM C TIOMOIIIBIO C TIOMOIIIbIO TUTTOBBIX
MIPOTPAMMHBIX CPEJICTB




CPEICTB CPEJICTB

TUTIOBBIX MMPOTrPaMMHBIX [TUITOBBIX TPOTPAMMHBIX

[1K-4 - CiocoGeH k aHaJIM3y U3MEHEHUS yrpo3 0€30MacHOCTH HH(OpMAIIMY aBTOMAaTH3UPOBAHHOM

CHUCTEMBI, BOSHUKAIOIINWX B XOJ€ €€ SOKCIJIyaTallun

[Tnanupyembie ([lnaHupyemble pe3yJibTaThl 00yUeHHs MO0 JUCHHUILINHE

pe3yJIbTaThI

00yueHus 1o

porpaMme

[1K-4 [1K-4.1: 3uars: [1IK-4.2: Ymers: [1K-4.3: Bnagets (MMETh

HAaBBIKH):

OCHOBHBIE YTPO3BI aHAJIM3UPOBATh U3MEHEHHsI |HaBbIKAMH aHATN3a U3MEHEHUS
0€30MacHOCTH yrpo3 6e30MacHOCTH yrpo3 6e30MmacHOCTH
uHpopmanuu nHpopmauu uHpopmauu
aBTOMAaTU3UPOBAHHON ABTOMAaTU3UPOBAHHON aBTOMaTU3UPOBAHHOU
CUCTEMBbI, BOSHUKAIOIUX (CHCTEMBbI, BOBHUKAIOIIUX B |CUCTEMbI, BOZHUKAIOIIMX B
B XOJI€ €€ AKCIUTyaTallMy [X0Jie €€ dKCILTyaTaluu XOJI€ €€ IKCIUTyaTaluu

3. O0beM U BUABI y4eOHOiT padoThI

Y4eOHBIM MJIaHOM MPEeIyCMaTPUBAIOTCA CIIETYIOIINE BUIbI Y4eOHOUM pabOThI MO TUCHUILIAHE:

Ounasi gopma 06yueHus1

Buabl yueoHoi padoThI Beero uac/ 3.c.
Cem 6
KoHnTakTHas pabora, B TOM 4uCIE: 54.15/1.5
3aHATHA JIEKIUOHHOIO TUIIA 18/0.5
JlaGopaTopHbie paboThI (1a00paTOPHBIN NPAKTUKYM) 36/1
WupuBuayanpHas KoHTakTHas padota (MKP) 0.15/0
CamMocTosTeapHas padora: 35.85/1
ITpomexyTodHas aTTecTarus 18/0.5
Bua npoMexyTo4yHOM arTecTanyu:
3auer 3au
OOGmias Tpya0eMKOCTh (00BEM YacTu 00pa30BaTEIHHOM
nporpammsl): Hacsl 108
3adeTHbIE €AMHUITBI 3

3a04Has popma

Buabl yueoHoii padoTsl Beero uac/ 3.c.
Cem 7
KoHTtakTHas paboTa, B TOM YHUCIIE: 4.15/0.12
3aHsATHS JIEKIIMOHHOTO THIIA 2/0.06
JlaGopaTopHble paboThI (1a00PaTOPHBINA IPAKTUKYM) 2/0.06
WuauBuayanpHast KoHTakTHas pabota (MKP) 0.15/0
CamocrosTenbHas pabora: 85.85/2.38
ITpoMexyTouHas aTTecTanus 18/0.5
By npomeXyToO4HOM aTTeCTalluu:
3auer 3au
O6mmas TpyaoeMKocTh (00beM yacTu 00pa3oBaTebHON
nporpamMmsl): Yacel 108
3ayeTHbIe €AUHUIIBI 3

4. Conep:kanue TUCHUITHHBI

4.1. Pazoenbl, memul OUCUUNTUHBL U 6UObL 3AHAMUIL:
TemaTudeckuii IiIaH JUCIUTUIIMHBI be30macHOCTh MOOWJIBHBIX NPUIOKEHHH MPECTABIEH B
Ta0IuIE.




Pa3I[eJ'ILI, TeMbl JUCHHUILIAHBI M BUABI 3aHATHH

Ounas popma o0yueHust

KonTakTHasi padora = Ilnanupyembie
3ansTus g pe3yabTaThl
CEMHUHAPCKOro é « OﬁylleHI/lﬂ B
Ne HaumeHoBaHHe TeMbI = Ll A a :F: £ | coornomenun c
n/m (pa3aesia) AMCUMILIAHBI g £ 7 = = e ‘S pe3yJbTaTaMu
= &9 = ~ g = 00y4eHus 10
E E 5 o0pa3oBaTeIbHOM
nporpamme
Pa3zpaboTka MOOMIBLHBIX IIK-1.1, IIK-1.2, TIK
MIPUIIOKCHUI -1.3, IIK-2.1, IIK-
1. |"P 8 18 0,075 15 |55 i3, TK.
4.1, T11K-4.2, TIK-4.3
TexHoJIOrnM o0ecIeueHus IIK-1.1, IIK-1.2, TIK
0€30IMacHOCTH MOOUIbHBIX -1.3, T1IK-2.1, T1K-
2. MPUIIOKEHUN 10 18 0,075 20,85 2.2, IIK-2.3, TIK-
4.1, 11K-4.2, [1K-4.3
KonTtpounb 18
Hroro 18| 36 [ 015 | 35.85
3ao0uyHas popma
KonrakTHasi pa6ora = Ilinanupyembie
3anaTusa ‘:‘ pe3yJabTaThbl
CEMHUHAPCKOro é - Oﬁy'{eHl/lﬂ B
Ne HanMeHOBaHHE TeMbl = LLLLL a o :F: S | cooTHomeHunxn c
/1 (pa3nesia) TUCHUNIHHBI g £ x é E e '§- pe3yJbTaTtamMu
— = E § 00yueHHus 10
E g S 00pa3oBaTe/ILHOI
nporpaMme
Pa3paboTka MOOUITBEHBIX IIK-1.1, IIK-1.2, TIK
MIPUITOKCHHI -1.3, IIK-2.1, IIK-
L ! 1 0,075 40 2.2, [IK-2.3, TIK-
4.1, T1K-4.2, 11K-4.3
TexHonoruu ooecreueHus IIK-1.1, IIK-1.2, TIK
0€301aCHOCTH MOOMIILHEIX -1.3, IIK-2.1, IIK-
2 MIPUIIOKEHU N 1 1 0,075 45,85 2.2, I1IK-2.3, TIK-
4.1, T1K-4.2, 11K-4.3
KoHTpob 18
HToro 2 | 2 | 0.15 | 85.85
4.2 Cooepircanue pazoenoe u mem
4.2.1 KonrakTHas padora
TemaTuka 3aHATHH JIEKIIMOHHOT0 THIIA
HaumeHoBaHue TeMbl B 3ansiTus
Nen/m (pa3neina) « | TemaTuka 3aHATHS JEKIMOHHOIO THIIA
v JIEKIHOHHOTO THTIA
1.  |Pa3paboTka MOOHMIIEHBIX - MoobwibHbIe TIaTHOPMBL. APXUTEKTYypa
MPUIOKESHUN MOOUITBHBIX YCTPOWCTB.
JIEKIIUSI Vcnonb30BaHre CTOPOHHUX OUOIHOTEK
JIEKIIHSI dopmartel 0OMeHa JIAHHBIMH
JIEKIIUSI KiueHT-cepBepHOe B3aUMOICHiCTBHE
2. JIEKIIUSI 3amuTa nHGopMarmu. Monaenu yrpos




JCKITUS [Tonutuku b
Texuonorun OyHKIMOHAT MOOMIIBHBIX YCTPOUCTB.
obecrieueHus Ao Ceptudukarusi.
0€30acHOCTH OC Android u i0S. O630p, yrpo3si,
MOOUITBHBIX JICIHIT CpEJ/ICTBA 3aLTUTHI.
NPUIIOKEHNUI J— MobunbHbIe Opay3epbl. YI3BUMOCTH U
CpEJICTBA 3aIIHTHI.

*IeKIMU 1 UHBIE YUeOHBIE 3aHSTHS, IPEAYyCMaTPHUBAIOIINE MPEUMYIIECTBEHHYIO Niepeaady yueOHoi nndopmanmn
MeAarorHIecKuMy PaOOTHUKaMU OpPTaHM3alNWU U (WIK) JIUIAMH, TTPUBIEKaEMbIMHA OpTaHU3aNEH K pear3allin
00pa30BaTeIbHBIX MMPOTPAMM Ha WHBIX YCIOBHUAX, 00YIAFOIINMCS

TemaTuka 3aHSITHI CEMHMHAPCKOI0 THIIA

HanmeHnoBaHMe TeMbl
Buj zanarus
Neni/m (pa3nena) +5 | TEMATHKA 3aHATHA CEMHHAPCKOI0 THNIA
CEeMHHAPCKOro TUIA
AUCHHILIMHBI
1. |Pa3paboTka MOOMIIEHBIX [ToakmroueHne U UCNOJIb30BaHUE
N nmabopaTopHbIe pabOTHI
IIPUIIOKEHU I CTOPOHHUX OUOIMOTEK
naboparopHbie paboThl  |ManmmuHT JaHHBIX
Jlunamuueckoe nmoBeieHue 00bEKTOB
nmabopaTopHbie pabOTHI N
uHTepderica
naboparopHsle padoThl  |[IOKpbITHE NPUIIOKEHHS TECTAMH
naboparopsie padotsl |DpeitmBopk Core Data.
naboparopHsle padotsl  |DpeiimBopku Assets Library u Photos.
nabopaTopHble paboTsl |KapThl M reosokaimsi.
n1abopatopHble paboTel  |AyIH0, BHIEO, AKCETEPOMETP
naboparopHsie padotel  |PpeiimBopk Core Animation
2. Texnomorun naboparopusie padotsl [l poBaHue TaHHBIX
obecrieueHus n1abopaTopHble paboThl | AHTUBUPYCHBIE CPEJICTBA
0€30MmacHOCTH nabopaTopHble paboThl |3aluTa CPeCTB CHHXPOHU3AIMHT
MOOUIIBHBIX naboparopusle padotsl [[IepexBat SMS-coobeHnmit
HPUIIOKCHAN naboparopasie pabotel  |M3ydenue yszsumocteit OC Android
naboparopusie pabots!  [M3yuenue yszsumocteir OC i0S
naboparopHsie pabotsl |M3yuenue ys3Bumocreid OC Ubuntu Touch
N3zyuenne Bozmoxxnocteit MDM (Mobile
J1a00paTopHbIe PabOTHI .
Device Management)
[IpoexTrpoBaHue 3aUTHI TPU
nabopartopHsie paboThl  [MCHOaB30BaHKHU KoHIenmu BYOD (Bring
Your Own Device)

**

CCMHUHAPBI, TMPAKTUYCCKUC 3aHATHA, MPAKTUKYMBI, na60paT0pHLIe pa6OTBI,
AHAJIOTUYHBIC 3aHATHUA

KOJUIOKBUYMbBI W HWHBIC

HNuas konTakTHasi padoTta

ITpu nposenennn yueOHbIX 3aHATHI CI' DY obecneunBaeT pa3BuTHE y 00YUarOIIUXCS HABBIKOB
KOMaHAHON paboThl, MEXIMYHOCTHOW KOMMYHUKALIUM, NPUHATHS pEIIeHUH, JTUAEPCKUX KauecTB
(BKJIIOUAs MPU HEOOXOMMOCTH MPOBEACHNE UHTEPAKTUBHBIX JIEKLINH, IPYIIOBBIX AUCKYCCUH, POJIEBBIX
UTp, TPEHUHI OB, aHAJIN3 CUTYyallMil 1 KIMUTALMOHHBIX MOJIENIEH, peno/iaBaHne AUCIUILINH (MOAYyJei) B
dopmMe KypcoB, COCTAaBIIEHHBIX Ha OCHOBE pe3yJIbTaTOB HAYYHBIX HCCIIEOBAHUM, MPOBOJUMBIX
OpraHu3aIyeil, B TOM 4HClie C YI€TOM pEerHOHaIbHBIX 0COOEHHOCTEN MPOodeCCHOHATbHON AesITEeIbHOCTH
BBIITYCKHUKOB U IOTpeOHOCTEN paboTonaTeneil).

@®opMbl U METOAbl MPOBEJACHHUS HMHOM KOHTAKTHOM palOThl mpuBeAeHbl B MeToanueckux
yKa3aHUSIX 110 OCHOBHOM NMpodeccHoHanbHOM 00pa30BaTeIbHOM MporpamMmme.

4.2.2 CamocTosiTeJibHasi paboTa

HaumeHoBaHue TeMbl (pa3aesia)
JMCIUTJINHbI

Nen/n Bup camocrosiTeibHOM padoThl ***

- IIOAT'0TOBKA JOKJIaaa

1. |Pa3zpaboTka MOOMIIBHBIX MPUIIOKEHHH o
- IIOJArOTOBKA 3JICKTPOHHOU IIPE3CHTAlNN




- TCCTUPOBAHUC

- HOATOTOBKa NOKJIazaa
Texunonoruu odecneueHus 0€30NaCHOCTH N
2. N - IOATrOTOBKA 3JIEKTPOHHOM NpPE3eHTALIUN
MOOHMITBHBIX PHITOKEHHUIH
- TCCTI/IpOBaHI/Ie

*** caMOCTOsITEeNIbHAs pad0OTa B CEMECTpEe, HANMCAHUE KyPCOBBIX PabOT, MOKIIAJ0B, BHIIOJIHCHUE KOHTPOIBHBIX
pabort

5. MaTepnanbﬂo-TeXaneCRoe H y'leﬁHO-METOL[H‘IGCKOe odecrneyeHue JAUCHUIIJIHHBI

5.1 JIuteparypa:

OcHoBHas1 JiuTepaTypa

1. CokounoBa, B. B. BpruucnutensHas TeXHUKa U HH(GOpPMAIIMOHHBIE TeXHOJOTHH. Pa3paboTka
MOOWJIBHBIX TIPHIIOKEHUH : yueOHOoe mocooue 11t By30B / B. B. CokonoBa. — Mocksa : M3naTenscTBo
KOpaiit, 2022. — 175 c. — (Bricumiee ob6paszoBanue). — ISBN 978-5-9916-6525-4. — Tekcr
snekTponHsii // ObpasoBatenbHas miardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/490305

JlonoIHUTeIbHAS JIUTEpaTypa

1. Ty3oBckuii, A. ®@. IIpoexTrpoBaHue U pazpadoTka wWeb-IPHIIOKEHHH : yueOHOE TocoOue s
By30B / A. ®@. Ty3zoBckuil. — MockBa : HzmatenbctBo [Opaiit, 2023. — 218 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-534-00515-8. — Texct : anexTponsslii // OOpa3oBarenbHas miatdopma
IOpaiir [caiit]. — URL.: https://urait.ru/bcode/512113

JluTeparypa 1Jisi CaMOCTOSITETLHOTO H3yYeHH sl

1. Kazapun, O. B. IlporpammHo-anmapaTHble CpeACTBa 3alIUThl HMH(OpPMALUU. 3amura
POrpaMMHOTr0 o0ecrieueHus | yueOHUK U npaktukyM uig By3oB / O. B. Kazapun, A. C. 3a6a0ypun. —
Mockaa : M3narensctBo FOpaiit, 2023. — 312 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-9916-9043-
0. — Tekcr : oamekrponsbli // OOpaszoBarenbHas twiarpopma FOpaiit [caiir]. — URL:
https://urait.ru/bcode/513300

5.2. IlepeyeHb JTHIIEH3HOHHOTO NMPOrPAMMHOI0 o0ecredeHust

1. Microsoft Windows 10/11 uwiu GNU/Linux Ubuntu 23.04 u Bbiie
2. Microsoft Office 365/2021/2019 (Word, Excel) nmu LibreOffice 7.6
3. WinDjView

4. Android Studio

5. Atom 1.60

6. Sublime Text 4

5.3 CoBpeMenHblIe pogeccHOHATIBHBIE 0a3bI JaHHBIX, K KOTOPbIM 00ecrne4ynBaeTcs 10CTyI
00y4YarIHXCs

1. IlpodeccuonanbHas 0a3a nanHbIx «HDOpMannonHble cuctemMbl MuHHCTEpPCTBA
sKOHOMHUecKoro pa3BuTus Poccuiickoit @eneparun B cetn Untepuer» (Iloptan «OdpunmansHast
Poccus» - http://www.gov.ru/)

2. [TpodeccrnonanbHas 6a3a naHHbIX «PUHAHCOBO-IKOHOMHUECKHUE MOKa3zaTenu Poccuiickoit
Ddenepannny (Odurmanpueiii cadT Munncrepersa punancos PO - https://www.minfin.ru/ru/)

3. Ilpodeccuonanbhas 6a3a nanHbIX «OdpunmansHas craTuctukay (OpuuuanbHbI callT
denepanbHOil CiTyKObI TOCYIAPCTBEHHO# cTaTucTuku - http://www.gks.ru/)

5.4. UndpopMauMOHHO-CTIPABOYHbIE CHCTEMbl, K KOTOPHIM o00ecre4YnBaeTcsi JA0CTyN
00y4arIMXCcs

1. CnpaBouHo-nipaBoBas cucreMa «Koncynprant [Iimrocy»

2. CnpaBouHo-nipaBoBas cuctema «I'’APAHT-Makcumym»

5.5. CnenuajbHbIe IOMEICHUS
VY4eOHble ayAUTOPUHU IS TPOBEICHUS KommuiexTs! yueHnueckoit medenu
3aHATUH JIEKIIMOHHOT'O THUIIA MynbTUMEAUNHBIN TPOEKTOP




Jlocka
DKpaH

Y4eOHble ayAUTOPUH IS TPOBEICHUS
MPaKTUYECKHUX 3aHATHH (3aHATUN
CEMUHAPCKOI0 TUIIA)

KommiekTsl yueHnueckon medenu

MynbTUMEAUIAHBIN TPOEKTOP

Jlocka

OKpaH

Komnreroreps! ¢ BbIxo10M B cetb «HTepHe™ 1 SUOC
CI2Yy

Y4eOHble ayAUTOPUH [T TPYTIIOBBIX U
VHIVBUAYaJIbHBIX KOHCYJIbTAalUI

KommiekTsl yueHHnueckon mebenu

MynbTUMEAUIHHBIN TPOEKTOP

Jlocka

OKpaH

Komnerorepsl ¢ BbIxo10M B ceTb «MHTepHeT™ 1 DNOC
CI2Yy

Y4eOHbIe ayAUTOPUH IS TEKYIIETO
KOHTPOJISL ¥ POMEKYTOYHOM aTTeCTalnu

KommiekTsl yueHnueckon mebenu

MynabTUMEAUIAHBIN TPOEKTOP

Jlocka

OKpaH

Komneroteps! ¢ BbIxo10M B ceThb «HTepHeT» 1 DUOC
CIDy

ITomerieHus 17151 CaMOCTOSITEIbHOM pa6OTBI

KomruiekTsl yueHnueckoi medenn

MynbTUMEAUIHBINA TPOEKTOP

Jlocka

OKpaH

Kommnbrorepsl ¢ BbixooM B ceTh «MaTepHET™ 1 DMOC
CI'Dy

[TomernieHust 1151 XpaHEHUsI U
MPOPUITAKTUIECKOTO 00CITY KHBAHUS
000pyTOBaHUS

KoMmrutekTsl cienuani3upoBaHHON MeOenu ist
XpaHeHus 000py10BaHUs

5.6 JlabopaTopum u J1abopaTopHoe 000py/10BaHHE

6. @OH/ OLIEHOYHBIX CPeACTB Mo AucuuiinHe be3onacHocTs MOOMJIBLHBIX NPHUI0KEHUI:

6.1. KoHTpo/IbHbIe MEPONPUSITHS 110 JUCHUIIMHE

dopmMa KOHTPOJIA OTmeruTh
Bua xonTposs Hy#Hoe
3HAKOM
«+»
Texymuit KOHTPOIb OlIeHKa JI0KJIAJI0B +
Y CTHBIN/IUCEMEHHBIH 0Mpoc +
TectupoBanue +
[IpakTHueckue 3agaun +
OreHKa KOHTPOJIBHBIX padoT (/17151 3204HOM +
(bopMbI 00yUeHMST)
ITpoMeXyTOUHBII KOHTPOJIb  |3ayeT +
Ilopsinok mnpoBeAeHHA MEPONPHATHH TEKyLIero M MPOMEKYTOYHOIO0 KOHTPOJIA

onpeaeasiercsas Meroau4ecKUMM YKa3aHUSIMHU 110 OCHOBHO# npogeccuoHaJIbHOM 00pa3oBaTeIbLHOM
nporpaMmMe Bbiciiero oopasoBanusi; IlosioxkeHuem o0 0aILHO-PETHHIOBOH CHCTeMe OLIEHKH
ycneBaeMOCTH O0Yy4YalUIUXCA MO0 OCHOBHBIM 00pa3oBaTeIbHbIM NPOrpaMMaM BbICIIETro
nporpamMmmam 0akajaBpuara,
MarucTpatypsl B ¢eiepajJlbHOM IrocyJapcTBEHHOM aBTOHOMHOM 00pa30BaTeJIbHOM YUpesKAeHUH

o0pa3oBaHusi —

NporpaMMamM CHelnuajIuTeTa,

BbIclIero oopazoBanusi «CamMapcKkuii rocy1apcTBeHHbIH IJKOHOMHUYECKHI YHUBEPCUTET).

nmporpaMmmam



6.2. [Inanupyemble pe3yabTaThl 00yUeHHs M0 AUCUUILINHE, 00ecieYUBAIOIINe JOCTHKEHU e

IUIAHUPYEMBIX Pe3yJIbTaTOB 00y4eHHs 10 NporpamMmme
IMpodeccnonanbubie komnereHuuu (I1K):

[1K-1 - Cioco6eH k 0OHapy>KEHUIO ¥ WACHTU(UKAIIMHI HHIIHICHTOB B IPOLIECCE SKCILTyaTalluu

ABTOMATHU3UPOBAHHOMN CHCTEMBI

[Inanupyembie |([l1aHuMpyemble pe3yjbTAaThbl 00yUEeHHUS MO JUCHUILIIHHE
pe3yiabTaThl
00yueHus 1Mo
porpamMmme
IIK-1.1: 3gaTts: T1K-1.2: YMeTh: I1K-1.3: Bnagets (MMETh
HAaBBIKHN):
0COOEHHOCTH 0OHapy>XUBaTh U HaBBIKAMH OOHAPYKECHUS U
WHITUJICHTOB B TIPOIIeCcCe (MICHTUPUIPOBATH uACHTH(DUKAITIH
SKCILTyaTalluu HUHIUIEHTHI B IIpoOIEcce HHIIMAEHTOB B MpoLIecce
ABTOMATU3UPOBAHHON JKCILTyaTaluu JKCIUTyaTaluu
CHCTEMBI aBTOMATU3UPOBAHHOMN aBTOMATU3UPOBAHHOM
CHCTEMBI CHCTEMBI
[Toporosbiii Y CcBOEHO OCHOBHOE Bremonnasiorcs He Bce Bnanenne He BceMu
cojiepkaHue, HO OTiepalvy ICUCTBHUS, HEOOXOIMMEIMH HAaBBIKAMU,
n3JIaracrTcs JIOTTYCKAIOTCS OITHOKHU B MMEIOIIUHCS OMBIT
dbparmMeHTapHo, He IOCJIEJOBATEIILHOCTH UX (dbparmeHTapeH
BCerja BBITIOJIHEHHS, ICHCTBUE
IOCJIEIOBATEIIHHO, BBIIIOJTHSETCS
omnpeAesieHUs MOHITUH  |HEIOCTATOYHO OCO3HAHHO
HEJIO0CTATOYHO YETKHE, HE
HCTIOJIb3YIOTCS B
Ka4yeCTBe JI0Ka3aTeabCTBA
BBIBOJBI U 0000IIIEHNS U3
HaOII0CHUH,
JIOTTYCKAIOTCsI OLTUOKHU B
HX H3JI0KCHUH,
HETOYHOCTHU B
npodecCHOHAIbHON
Cranpapthbiii  [OnpeneneHus noHATuil  |BeImoaHsOTCS BCe B nenom Bnagenue

(B MOTIOTHEHUE
K [IOPOTOBOMY)

JIAI0TCS HETIOJIHBIE,
JIOTTYCKaeTCsl
HE3HAuUTeNbHbIE
HapyIICHHS B
NOCJIE0BATENBHOCTH
W3JI0>KEHHMS, HEOOJIbIINe
HETOYHOCTH IIPH
MCIIOJIb30BaHUHU HaYUHBIX
KaTeropuii,
(bOpMYITHPOBKH

oleparum,
MOCIIEI0BATENBHOCTD UX
BBITIOJTHEHUS
COOTBETCTBYET
TpeOOBaHUsM, HO JieiicTBHE
BBITIOJTHSETCS
HEZ0CTaTOYHO OCO3HAHHO

He0OXOAUMBIMHA HaBBLIKAMU
/WA UMEET OTIBIT

IToBBIIIEHHBIH

(B ToTIOTTHEHME
K IIOPOTOBOMY,
CTaH/IapTHOMY )

YETKO U PaBUIILHO
JTAFOTCSI ONPEACIICHHUS,
IIOJIHO PACKPBIBACTCS
coep>KaHue MOHATHH,
BEPHO UCIIOJIb3YyETCs
TEPMHUHOJIOT S, IPH 3TOM
OTBET CaMOCTOSATEIIbHBIN,
WCIIOJIb30BaHbI paHee
nproOpeTeHHbIE 3HAHUS

Brimonustores Bee
oTiepanum,
MOCTIeI0BATEIbHOCTD UX
BBITTOJTHEHUS IOCTATOYHO
XOPOIIO NMPOyMaHa,
JIeCTBUE BBHITIOTHSIETCS B
LIEJIOM OCO3HAHO

Bnanenune scemn
HEO0OXOINMBIMHA HaBLIKAMU
/WA UMEET OIIBIT

[TK-2 - Crioco0eH K OIEHKE 3allUIIICHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM C IMTOMOIIBIO THIIOBBIX
MPOrpaMMHBIX CPEACTB




[Inanupyembie |[lnanupyemblie pe3yabTaThl 00y4eHHUS MO JMCUUILINHE

PE3yIbTATHI

00ydeHus 1o

nporpamme
[1K-2.1: 3uars: [IK-2.2: Ymers: [1K-2.3: Bnagets (MMETh

HAaBBIKH):

OCOOCHHOCTH 3aIlMThI OIICHUBATh 3allUIICHHOCTh (HAaBBIKAMH 3aIUIICHHOCTH
aBTOMAaTHU3UPOBAHHBIX  |aBTOMATH3UPOBAHHBIX aBTOMATU3HPOBAHHBIX
CHCTEM C IIOMOIIBIO CHCTEM C IIOMOIIBIO CHCTEM C IIOMOIIBIO TUIIOBBIX
THIIOBBIX MPOTPAMMHBIX |THIIOBBIX ITPOTPaAMMHBIX MIPOTrPaMMHBIX CPEICTB
CpEJICTB CPEJICTB

[ToporoBbiii VY CcBOEHO OCHOBHOE BremonnasioTcs He Bce Brnanenne He BceMu
cojiepxaHue, HO omepaluu IeUCTBUS, HEOOXOIMMBIMU HABBIKAMH,
H3J1araercs JIOTTYCKAIOTCS OIITMOKH B HAMEIOIIUICS OIBIT
dbparmeHTapHO, HE MOCIIEZIOBATEILHOCTH UX  |(parMeHTapeH
BCeraa BBIIOJIHEHHS, IENCTBHE
MOCJIEIOBATEIIBHO, BBIIIOJIHSCTCS
OTpEeICTICHUS TTOHATUH  |HEJTOCTATOYHO OCO3HAHHO
HEJIO0CTATOYHO YETKHE, HE
HCITOJIB3YIOTCS B
Ka4yeCTBE JI0Ka3aTeIbCTBA
BBIBOJBI U 0000IIIEHNS U3
HaOII0EHUH,
JIOTTYCKAIOTCs OLTUOKHU B
HX H3JI0KCHUH,
HETOYHOCTHU B
npodecCHOHAIBHON

Cranpapthbiii  [Onpenenenus noHatuil  |BeimonHsoTCS Bee B nenom Bnagenue

(B MOTIONTHEHHUE
K [IOPOTOBOMY)

JIAI0TCS HETIOJIHBIE,
JIOTTYCKaeTCsl
HE3HAYUTEIIbHBIC
HapyLIeHUs B
NOCJIE0BATENBHOCTH
W3JI0>KEHHMS, HEOOJIbIIINe
HETOYHOCTH IIPH
MCIIOJIb30BaHUHU HaYUHBIX
KaTeropuii,
(bopMyJIUPOBKHU

OIepaLuy,
IIOCJIEOBATEIBHOCTD UX
BBIITOJIHCHUSA
COOTBETCTBYET
TpeOOBaHUsM, HO JieiicTBHE
BBIITOJIHSETCS
HEJIOCTATOYHO OCO3HAHHO

HEOOXOIUMBIMU HABBIKAMU
WU/WIM UMEET OIIBIT

IToBBIIIEHHBIH

(B omosIHEHME
K IOPOTOBOMY,
CTaH/IapTHOMY )

YETKO U PaBUIILHO
JTAIOTCSI ONIPEACIICHHUS,
IIOJIHO PACKPBIBACTCS
coAepKaHue MOHATHH,
BEPHO HCIIOJIb3YyETCA
TEPMUHOJIOTHS, TIPU 3TOM
OTBET CaMOCTOSTEIIbHBIN,
HCITOJIb30BaHbI paHee
nproOpeTeHHbIE 3HAHUS

Brimonustores Bee
oTiepanuH,
MOCTIeI0BATEIbHOCTD UX
BBITTOJIHEHUS IOCTATOYHO
XOPOIIO NMPOyMaHa,
JIeiCTBUE BBITIOTHSETCS B
LIEJIOM OCO3HAHO

Bnanenune scemn
HEOOXOINUMBIMA HABBIKAMU
/WA UMEET OIIBIT

[1K-4 - CriocoGeH Kk aHallu3y U3MEHEHUs yrpo3 0€30MacHOCTH UHPOPMAIIMK aBTOMaTH3UPOBAHHOM
CHUCTEMBbI, BO3HUKAIOIIMX B XOJI€ €€ IKCILTyaTaluu

[Inanupyemslie
pe3ybTaThl
00y4eHus 1Mo
IpOrpaMMme

I[lnanupyemsble pe3y/ibTaThl 00y4eHHs MO JUCIHUNINHE

[1K-4.1: 3uaTthb:

T11K-4.2: YMmeTs:

I1K-4.3: Bnaaets (MMETh
HAaBBIKH):




OCHOBHBIE YTPO3BI
0e30MacHOCTH
uHpopMaun
aBTOMaTU3UPOBAHHON
CUCTEMBI, BO3HUKAIOIIUX
B XOJI€ €€ HKCILTyaTaluu

aHATM3UPOBATH H3MEHEHUS
yIrpo3 6€30MmacHOCTH
uHpOopMaIu
aBTOMATU3UPOBAaHHOMN
CHCTEMbI, BOSHUKAIOIIUX B
XOJI€ €€ HKCILTyaTaluu

HaBbIKaMH aHaJINn3a
M3MEHEHUS yIrpo3
6e3onmacHOCTH HH(POPMALIUN
aBTOMATU3HPOBAHHOM
CHUCTEMbI, BOSHUKAIOIIUX B
XOJI€ €€ HKCIUTyaTaIluu

IToporosslii Y CBOEHO OCHOBHOE Beinonnstores He Bce Bitanenue He Bcemu
coJlep’KaHue, HO olepaluu IenUCcTBus, HE00XOMMBIMU HaBbIKaMH,
U3JIaraeTcs JIOIIYCKaloTCs OIINOKHY B MMEIOIIMNCS OIBIT
(dparMeHTapHO, HE MIOCJIeI0BATENbHOCTH UX  |(parMeHTapeH
BCEraa BBIIIOJIHCHUS, IEVCTBUE
IIOCJIEI0BATENBHO, BBITIOJIHAETCS
OIpENEICHUS IOHATUM  |[HEZOCTaTOYHO OCO3HAHHO
HEJ0CTaTOYHO YETKUE, HE
UCIIOJIB3YIOTCS B
Ka4yeCTBE JI0Ka3aTeIbCTBa
BBIBOIBI M1 00001IeHNS U3
HaOJIIOIEHUH,
JIOTTyCKAIOTCSI OLUTUOKHU B
UX HU3JI0)KECHUH,
HETOYHOCTH B
npodeccruoHaIbHON
Cranpapthbiii  [OnpeneneHus noHatuil  |BeinmonHs0TCS BCe B nenom Bnagenue

(B mOTIOTHEHHUE
K [IOPOTOBOMY)

JIAI0TCS HETIOJIHBIE,
JIOTTYCKaeTCsl
HE3HAYUTEIIbHBIC
HapyLIEHUs B
IIOCJIEI0BATENbHOCTH
H3JIOKEHHUST, HEOOIbIIINE
HETOYHOCTH IIPH
MCIIOJIb30BaHUU HaYUHBIX
KaTeropuii,
(bopMyJIUPOBKHU

OIepaLuy,
MIOCJIEIOBATEIBHOCTD UX
BBIITOJIHCHUSA
COOTBETCTBYET
TpeOOoBaHUsAM, HO JieiicTBHE
BBIITOJIHAETCS
HEJI0OCTATOYHO OCO3HAHHO

HEOOXOIUMBIMU HABBIKAMU
WU/WIM UMEET OIIBIT

IToBBIIIEHHBIH

(B TomosIHEHME
K IOPOTOBOMY,
CTaH/IapTHOMY )

YETKO U PaBUIILHO
JTAIOTCSI ONIPEACIICHHUS],
IIOJIHO PACKPBIBACTCS
coAepKaHuE MOHATHH,
BEPHO HCIOJIb3YyETCA
TEPMHUHOJIOTHS, TIPU 3TOM
OTBET CaMOCTOSATEIIbHBIN,
HCITOJIb30BaHbI paHee
nproOpeTeHHbIE 3HAHUS

Brimonustores Bee
oTiepanum,
MOCTIeI0BATEIbHOCTD UX
BBITTOJIHEHUS IOCTATOYHO
XOPOIIO NMPOyMaHa,
JIeiCTBUE BBITIOTHSETCS B
LIEJIOM OCO3HAHO

Bnanenune scemn
HEOOXOIUMBIMU HAaBBIKAMH
/WA UMEET OIIBIT

6.3. IlacnopT OLEHOYHBIX MATEPUATIOB

n/n

HaumMmeHoBaHue TeMbI
(pa3aesia) AMCUUNJIMHBI

KonTtpounpyembie
IJIAHUpPYEMbIe
pe3yabTaThl 00y4eHust
B COOTHOLLIEHUH C

Bua koHTpOJIsI/HCI0Ib3yeMble
OlleHOYHbIEe CPeICTBA

pesyJbTaTaMmu Texkymmi IIpoMe:xxyTOYHBII
00y4eHus MO
nporpamMme
1. PazpaboTka MOOMITBHBIX IIK-1.1, ITIK-1.2, TIK- O1ieHKa TOKJIaI0B 3auer
MPUIOKEHUN 1.3, [IK-2.1, [1K-2.2, YV CTHBIN/TTHCHMEHHBIN
[1K-2.3, [IK-4.1, [IK-  |ompoc

4.2, 11K-4.3

TectupoBanue




[IpakTrueckue
3aJauu

Onenka
KOHTPOJIBHBIX pabOT
(1st 3204HOM (HOPMBI

00y4eHMS)

2. Texuonorun obecrneuenus: ([IK-1.1, I1IK-1.2, [IK-  |Ouenka q0Ki1aaoB 3auer
6e3omacHocTy MoOmnsHEIX |1.3, TIK-2.1, I1K-2.2, YV CTHBIA/TINCbMEHHBIN
MPUJIOKEHU I [K-2.3, [1K-4.1, IIK-  |ompoc

4.2, I1K-4.3 TecTupoBanue
[IpakTueckue
3a71a49u
Ouenka

KOHTPOJIBHBIX PadOT
(1st 3204HOM (HOPMBI
00y4eHMS)

6.4.011eHOYHbIE MATEPHAJIbI JJIA TEKYLEro KOHTPOJIsI

IIpumepHasi TeMaTHKA JOKJIAI0B

Pazaen nucuuninHbI

Tembl

PazpaboTka MOOUITBHBIX

1. KineHTt-cepBepHOE B3aMMOACHCTBIE MOOMIBHBIX TPUIIOKECHUH.

IIPWIOKEHU 2. OcoOEHHOCTH HCII0JIb30BaHMS KAPTOrpahMuecKuX CEpPBUCOB U T'€0JIOKAIIUU
IpH pa3paboTKe MOOUIILHBIX MPUITOKEHHH.

TexHonoruu 3. Pemienune THNoBbIX po0sIeM 3alUThl MOOMIIBHBIX YCTPOICTB B

oOecrnieueHus KOPIOpPaTUBHOM CpeJie.

6e301acHOCTH 4. CoBpeMeHHbIE TEHACHIIUN U HAlPaBJIEHUS Pa3BUTHUS METOJIOB U CPECTB

MOOMIIBHBIX 3alUThl OT MOOMJIBHBIX YIPO3.

MPUIIOKEHU I

Bonpochl /151 YCTHOT0/IHCbMEHHOT0 ONPoca

Pasznen nucnunanHbI

Bonpochl

PazpaboTka MOOUITBHBIX

1. Onucanue nukia pa3padoTKu MOOUIIBHBIX MPUIIOKEHUHM U UCTIOIB3YEMBIX

PUIOKEHU N MPOrPaMMHBIX CPE/ICTB.

2. OCOOEHHOCTH TECTUPOBAHMS MOOWIIBHBIX TPHIIOKEHHH.
TexHonornu 3. Knaccudukanus u MeTobl OLEHKH yrpo3 HH(OpMaIlMOHHON
obecrnieyeHus 0€30MMacCHOCTH OT MOOMJIBHBIX YCTPOMCTB.
0e30MacHOCTH 4. Buenpenue cuctem MDM (Mobile Device Management), kak cocTaBHas
MOOUIIBHBIX 4yacTh CTpaTeruu odecrneueHus: 6e30MacHOCTH KOH(UIEHIINAIbHON
NPUIT0KEHU I yH(bOpMaIUY IPU KCIIO0JIb30BaHUH MOOMIIBHBIX YCTPOUCTB.

3a)lamm JIA TCCTI/IPOBaHHﬂ no AMCIUMIIJIMHE IJIA OHCHKHU cq)OpMHPOBaHHOCTI/I KOMl'[eTeHII]/Iﬁ (mln
20, max 50 + cepaky Ha YUOC ¢ Tectamu)
https://Ims2.sseu.ru/course/index.php?categoryid=1918

1. Kakas u3 cienyromux yrpo3 siBjisercss Hanbosee pacipoCTpaHEHHOM /Ui MOOMIIBHBIX MPHIIOKEHHH?
a) BpenonocHbie mporpaMMel, Takue Kak BUPYChI

b) [Monnenka naHHBIX TOJNB30BaTENEH

¢) B3nom naposieil (mpaBHIIbHBIN OTBET)

d) ®usnueckas kpaxa MOOMIBHOTO yCTPOWCTBA

2. Yto takoe SSL-cepTudukar?

a) YCTpOHCTBO I 3aUTH (PU3UIECKOI 0€30MaCHOCTH MOOMIIFHOTO YCTPOMCTBA

b) [Iporpammuoe obecrnieduenue A MuQpoBaHUS JaHHBIX B MOOUIFHOM MPHIIOKEHUN

¢) DIIeKTPOHHBIN cepTU(]UKAT, KOTOPHIM oOecrieunBaeT 0€30MacHOe COCTMHEHUE MEXAY KIUEHTOM H
cepBepoM (IIPaBHIIbHBIN OTBET)



https://lms2.sseu.ru/course/index.php?categoryid=1918

d) MHCTpyMEHT AJ1s B3710Ma MOOMJIBHBIX TTPHIIOKEHUH

3. Uro rakoe OWASP?

a) OpraHuzanus, 3aHIMAaOIIAsACA Pa3pabOTKON MOOMIEHBIX TIPUIIOKEHUN

b) MexayHapoaHast acCOMaIus 10 CTaHAAPTH3AIUN MOOMIBHBIX MTPHIIOKCHUN

c¢) IIpoekT, mpeaocTapIsOMUi CIUCOK Hanboyiee pacIpOCTPAHEHHBIX YSI3BUMOCTEH BEO-TIPHIIOKECHUN
(IpaBWIIBHBINA OTBET)

d) Texnonorust muppOBaHUS JAHHBIX B MOOMIIbHBIX TIPHIIOKEHUSIX

4. Yro takoe oOpatHas pa3paboTka (reverse engineering) MOOUILHOTO MPUIIOKCHHS?

a) [Iponecc pa3paboTK MOOHIBHOTO TIPUIIOKEHUS C HYJIS

b) Ilporecc u3ydeHust U aHaau3a pabOTAIONIETO MOOMIBLHOTO MPHIIOKEHUS C IS0 MOHUMAHHS €0
CTPYKTYPBI B QYHKIIMOHAILHOCTH (IIPaBUJIBHBIH OTBET)

¢) [Iponiecc BHeApeHNS BPETOHOCHOTO KOJIa B MOOUIIBHOE MPHIIOKEHHE

d) IIpomecc mpoBepku MOOHIBHOTO TIPUIIOKECHUS Ha HAIMYHE YSI3BUMOCTEH

5. Kakas TexnHuka oOecrieyMBaeT 3allMTy OT arakd mepexBara (man-in-the-middle) B MOOHIBHBIX
IPUIOKEHUAX?

a) llIudpoBanue nanupix ¢ momombio SSL/TLS (mpaBUibHbIN OTBET)

b) YcranoBka gusmueckux 6apbepoB ISt MOOMIIBHBIX YCTPOMCTB

¢) brnokupopanue IP-anpecoB 3710yMBIITUICHHUKOB

d) YcraHoBka aHTHBHPYCHOTO ITPOrPAMMHOT0 00ECIIeYeHUsT HA MOOMIIBHBIE YCTPOICTBA

6. Kakas u3 cienyrommx mep siBisiercs: HanOosee 3(pQeKTHBHOM TSt 3aIUTH MOOMIIBHBIX MPHIIOKEHUN
OT BPEIOHOCHBIX IIPOrpaMm?

a) YcraHoBka OpaHMayspa Ha MOOMIIBHOE YCTPOUCTBO

b) [lIudpoBanue qaHHBIX MOOMIIBHOTO MPUJIOKECHHUS

¢) PerymnspHsie 0OHOBJIEHHUS OTIEPALIMOHHON CUCTEMBI U TIPUIIOKEHUH (IIPaBUIIBHBIN OTBET)

d) 3anper Ha 3arpy3Ky CTOPOHHUX IPUIOKEHUH Ha MOOMIIBHOE YCTPOICTBO

7. Yro Takoe aTaka "conuaibHas HHXCHEPUs"' B KOHTEKCTE MOOMIIbHBIX MPUIIOKEHUN?

a) ATaka, Ipy KOTOPOM 37I0yMBIIIJICHHUK TBITAETCS OOMaHyTh MOJIB30BATENEH, YTOOBI MOIYYHUTH TOCTYII
K UX JJMYHON MH(OpMaIuK (IpaBUIbHBIN OTBET)

b) Artaka, HanpaBJIeHHAas Ha B3JIOM HapoJield MOOMIbHBIX MPUIIOKEHHUN

¢) ATaka, Ip1 KOTOPOH 3I0YMBILIUIEHHUK MOIy4aeT (pU3HUECKUil T0CTyN K MOOMIIBHOMY YCTPOMCTBY

d) Artaka, mpu KOTOpOW 3JOYMBILIUIEHHUK MOJy4YaeT yAaJeHHBIH JOCTYIl K CEepBEpY MOOHIBHOIO
HPUIIOKEHUS

8. Kaxkoif Buj ayTeHTUHUKAMU ABIsIeTCs Hanbosee 6e30MacHbIM JUIsi MOOMIIbHBIX IPUIIOKEHUI?

a) AyTeHTHU(QUKaUs 10 NapOIIo

b) AyreHTH]UKaLKs O OTHEYaTKy Maiblia

¢) AyreHTudukanus 1o OMOMETPUYECKIM JaHHBIM, TAKUM KaK CKAaHMPOBAHHUE JIMIIA WIIN PACTIO3HABAHHE
royoca (TIpaBUIBHBIN OTBET)

d) Ayrentuduxkanus no SMS-xony

9. Yo Takoe nexommmisims (decompilation) MOOMIBHOTO TIPHITOKEHUS ?

a) [Iponecc ynaneHust BpeAOHOCHOTO KO/Ia U3 MOOMIIBHOTO MPUIIOKEHHUS

b) Ilpomecc mpeobpazoBaHus CKOMIUIMPOBAHHOTO MOOWJIBHOTO TMPHUJIOKEHUS B €0 MCXOIHBIM KOJ
(MpaBUIIBHBINA OTBET)

¢) [Ipouecc mpoBepkr MOOUIBHOTO MPHUIIOKEHUS Ha YSA3BUMOCTH

d) Ipouecc mudpoBaHus JaHHBIX MOOMIIBHOTO MPUIIOKEHHUS

10. Yto Takoe ysa3BUMOCTb "insecure data storage" B MOOMIIBHBIX TPUIOKEHUAX?

a) Ys3BHMOCTb, TIpM KOTOpPOW MOOWIBHOE TMPHJIOKEHHE XPaHUT KOH(HICHIHMATbHBIC TaHHBIC
MOJIb30BaTeNsl B He3alM()pPOBaHHOM BUE HA YCTPOUCTBE (IIPABUIIbHBIN OTBET)

b) VYsa3BUMOCTb, BbI3BaHHAs OTCYTCTBHEM OOHOBJIEHHWU OTIEPAIIMOHHON CHCTEMbI Ha MOOWMIIBHOM
YCTPOMCTBE



¢) Ys3BUMOCTb, BBI3BaHHAs HETIPABWIbLHON KOH(DHUTypamueit Opanamayi’pa Ha MOOMIIBHOM YCTPOHCTBE
d) Vsa3BuMocCTh, TIpU KOTOPOl MOOHMIIBHOE NMPUIIOKEHHE OTKPBIBACT JNOCTYN K 0a3e MaHHBIX JPYTUX
MPUJIOKEHUI HA YCTPOMCTBE

11. Kakas u3 cluenyroIux TeXHOJIOTHIA 00eCIIeYnBaeT 3allluTy OT aTaKu repedopa maposei B MOOMITBHBIX
IPUIIOKEHUAX?

a) CAPTCHA-npoBepka

b) MHorodakTopHast ayTeHTHPHUKALINS

¢) brokupoBKa y4eTHO# 3ammucH mociie HECKOJIbKUX HEYAaYHbIX TOIMBITOK BBOJA Mapois (NpaBUIIbHBIH
OTBET)

d) llIndpoanue naposeit Ha cepBepe MOOMITBHOTO MPUITOKCHHS

12. Yto takoe ys3BUMOCTS "side-channel attack" B KoHTeKCTE MOOMIIBHBIX MPUITOKECHHIA?

a) YsI3BUMOCTbH, TP KOTOPOU 3J0YMBIINUICHHUK MOTYYaeT JTOCTYN K OOKOBBIM KaHAJIaM CBSI3U MEXKIY
MOOWJIBHBIM YCTPOHCTBOM H CEPBEPOM

b) Ys3BUMOCTB, BbI3BaHHAS! OTCYTCTBHEM ITUGPOBAHUS JAaHHBIX B MOOMIILHOM MPUIIOKCHIH

¢) YSI3BUMOCTh, IPU KOTOPO 3JI0YMBINUICHHUK HCIOIB3yeT (PU3NUYCCKUE XapaKTEPUCTHKH yCTPOHUCTBA
JUTSI TIOJTy9eHHS KOH(DUIeHITMaIbHON nHpopManmu (IpaBHIILHBIA OTBET)

d) Ysa3BumocTs, cBsizanHas ¢ noaaenkoil [P-agpeca moOuiabHOTO yCTpoiicTBa

13. Yto Takoe "canutapHas oOpaboTka" (sanitization) B MOOMIJIBHBIX TIPHIIOKCHHSIX ?

a) [Iponiecc ouncTKE MOOMITBHOTO YCTPOWCTBA OT BPEIOHOCHBIX ITPOrPaMM

b) [Ipouiecc mpoBepku MOOMIBHOTO MPHUIOKEHUS HA HATMYHNE YSI3BUMOCTEI

c) Ilpoumecc ynamenuss KOHOUACHIMATBPHOW HWH(GOPMAIMKA M3 TaAMATH MOOWIBHOTO YCTpOMCTBa
(IpaBWIIBHBINA OTBET)

d) IIpouecc mmdpoBaHus JaHHBIX TIepea UX Mepeaadei mo ceTu

14. Yro Takoe "TecTHpOBaHNE HA MPOHUKHOBEHHE" (penetration testing) MOOUIBHOTO MPUIIOKEHUS?

a) [Iponiecc npoBepku MOOMIIBHOTO MIPUIIOKEHHS HA HATUYKE YSI3BUMOCTEH

b) [Iporecc mpoBepKU MOOMIBHOTO MIPHIIOKEHHUS HA COOTBETCTBHE TPEOOBAHUAM (PYHKITHOHATHBHOCTH
¢) IIponecc cumynauuu pealbHOM aTakl Ha MOOMJIbHOE MPUIJIOKEHHUE JUI BBISABICHHS ys3BUMOCTEH U
OLICHKH €ro 0€3011acHOCTH (MpaBUIbHBINA OTBET)

d) IIpouecc yaaneHust BpeIOHOCHOTO KOJ1a U3 MOOUIIBHOTO MPUIIOKEHUS

15. Yto Takoe araka "Opytdopc" (brute force) B KOHTEKCTE MOOMIIBHBIX MPHIIOKEHHH?

a) Ataka, Ip1 KOTOPOH 3I0yMBIIIJIEHHUK [TOJIy4aeT JOCTYII K CepBEPY MOOMIBHOTO TPUIIOKEHUS

b) Araka, mpu KOTOPOIi 370YMBIIUICHHUK UCIIOJIb30BAHUT CIEIUATBHOTO MPOrPAMMHOI0 00eCIeUeHH s
JUIsl iepedopa BceX BO3MOKHBIX KOMOMHAIIMI MapoJsield ¢ 1eNblo0 MOIy4YeHHUs JOCTyna K MOOMIbHOMY
NPUIIOKEHUIO (TIPaBUIIbHBINA OTBET)

c) Artaka, IpH KOTOPOH 3JIOYMBIIICHHUK I€PEXBATHIBAET CETEBOM TpaduK MEXITy MOOUIbHBIM
YCTPONCTBOM U CEPBEPOM

d) ATaka, npu KOTOpPOH 3TI0YMBIIIJICHHUK U3MEHSET IaHHbIE B MOOMJILHOM NPUIIOKEHUH

16. Yto Takoe ysI3BUMOCTb "HeOCTaTOYHAS ayTeHTH(PHUKANUsA" B MOOMIIBHBIX TPUIIOKEHUSIX ?

a) YS3BUMOCTb, BBI3BaHHAS! OTCYTCTBHEM IIH(POBAHUS TaHHBIX B MOOMIBHOM MPUIIOKEHUN

b)  VYsa3BuUMOCTh, TP  KOTOpPOH  MOOWIBHOE  TNPUIIOKEHHE  TO3BOJISIET  IOJIb30BATEIIO
ayTeHTH(PULIUPOBATHCS O€3 T0CTATOYHBIX MTPOBEPOK (MPaBHIBLHBINA OTBET)

¢) Y43BUMOCTb, BbI3BaHHAsl OTCYTCTBHEM 3aIllUThI OT BUPYCHBIX MPOTrpaMM Ha MOOUIILHOM YCTpPOICTBE
d) Ys3BumocTsb, cBA3aHHAs ¢ (PU3UYECKHM JJOCTYIIOM K MOOMIIBHOMY YCTPOMCTBY

17. Yro Takoe "kpuntorpaduueckas 3amuTa" B MOOMIBHBIX MTPUIIOKECHUAX?

a) [Iporiecc 0unCTKH MOOMITBHOTO YCTPOWCTBA OT BPEIOHOCHBIX MPOTPaMM

b) Ilpoumecc mmdpoBaHUs MAAHHBIX B MOOWJIBHOM TPWIOKEHUH s OOecledyeHus HxX
KOH(UICHIIMATBHOCTH U IIeIOCTHOCTH (IIPaBUJIbHBII OTBET)

¢) [Iponecc ynanenus koHpuaeHIMANBHON HHPOPMALIUU U3 TAMATH MOOUIIBHOTO YCTPOWCTBA

d) IIporecc mpoBepkr MOOUIBLHOTO MPHIIOKEHHUS HA COOTBETCTBHE TPEOOBAHUAM 0€30MMaCHOCTH



18. Uto Takoe "TecTupoBaHue Ha cTopoHe KinueHTa" (client-side testing) MOOUIEHOTO TIPUITOKEHUS?

a) Ilponecc npoBepku MOOUIIBHOTO MPHJIOKEHHS HA HAIMYHME YS3BUMOCTEH, CBA3AHHBIX C KIMEHTCKOMN
4acThIO (ITPaBUIILHBIN OTBET)

b) [Ipornecc nmpoBepkr MOOMIIBHOTO MPUIIOKEHUS HA COOTBETCTBUE TPEOOBAHUAM (DYHKIIMOHAIEHOCTH
¢) [Iponecc ynanenus BpeAOHOCHOTO KO/a U3 MOOMIIBHOTO IPUJIOKEHUS

d) Ilpouecc cuMysIuM peaqbHON aTaku Ha MOOUIIBHOE MPHIIOKEHHE ISl BBISBIICHUS YS3BUMOCTEH

19. Yro rakoe "3ammuTa OT 0OpaTHON pa3paboTku" (anti-reverse engineering) B MOOUIIBHBIX
MPUIIOKEHUAX ?

a) Ilpouecc mpoBepkr MOOHJIBHOTO TPWIOKEHHsS Ha HalU4Me YS3BUMOCTEH, BBI3BAHHBIX OOpaTHOM
pa3paboTKOI

b) IIponecc mudpoBanus U 3aUUTHI KOJa MOOMIBHOTO MPUIIOKEHUSIOT 0OpaTHON pa3pabOTKU C METBI0
MPEIOTBPALCHHS €0 aHaIn3a U MOAU(PHUKAIUY (IPaBUIIbHBIN OTBET)

¢) IIpouecc ynanenus BpeTOHOCHOTO KOJ1a U3 MOOUJILHOTO IIPHIIOKEHUS

d) [Ipouecc cumymsIMKM peaibHOM aTaky Ha MOOUIIbHOE MIPHUIIOKEHUE AJIs BBISIBICHUS YS3BUMOCTEM

20. Yro Takoe "OGe3omacHoe xpanuiuiie" (secure storage) B MOOMIIBHBIX TPUITOKCHHUSIX ?

a) Mecto 11 (pu3nYecKoro XpaHeHus: MOOMIIBHBIX YCTPOMCTB C IENbI0 PEAOTBPAIICHUS KPaXKU

b) Kpunrorpaguuecku 3allUIIEHHOE XpaHWIUILE A XpaHEHUS KOH(DUICHUMATbHBIX JaHHBIX
MOOMIJIBHOTO MTPHUIIOKEHHUS (TIPABHIIbHBIA OTBET)

¢) CneuumaipHoe IporpaMMHOE obOecrieueHue Ul yAaleHUs BPEJOHOCHBIX MPOrpaMM C MOOMIIBHBIX
YCTPOMCTB

d) Mecto a1t XpaHeHus pe3epBHBIX KON MOOMIIBHBIX MPUIIOKEHHUH

IpakTuueckue 3aagaun (Min 20, max 50 + ccpiky Ha DUOC ¢ /1eKTPOHHBIM M3IaHUEM, €CJIH
HMeeTcs)
https://Ims2.sseu.ru/course/index.php?categoryid=1918

Pa3zpen aucuuiuinabl |3agaun

Pa3pabGotka MoOmibHbIX |1. BBeneHue B alMMHUCTPUPOBAHHE CUCTEMAaMH BUPTYaIU3aLluU
IIPUIIOKEHU I . AnMuHHMCTpUpOBaHuE cucTeM XpaHeHus AaHHbIX (CX/)

. Kondurypuposanue cetu

. Coznianue nonp30BaTeNbCKOro uHTepgerica

. BzanmonielictBue ¢ 6a3aMi 1 HCTOYHUKAMU JIaHHBIX

. MOHUTOPUHT IPOU3BOAUTEIHLHOCTU

. Co3ztanue 1 HacTpoOMKa KilacTepa BUPTyalIu3aluu

. loGaBieHne noAep>KKH MOMCKa B PUIIOKEHHUE

. Bzaumogeiicrue ¢ Web 3.0

10. JleneHTpasin3oBaHHbIE MOOWIIBHBIE TPHIIOKEHHS

O©OoOo~NOoO ol WwWN -

TexHonoruu 11. C6op nnpopmanu 0 MOOMIBHOM MPUIIOKEHUN
obecrieueHHs 12. TectupoBaHHe 3aIMIIEHHOCTH MEXaHN3Ma YIPABJICHHUS JOCTYIIOM U
0e30macHOCTH ceccusiMu

MOOUIIBHBIX 13. OTKa30yCTONYMBOCTD U 3aIUTa JAHHBIX

NPUIOKEHU N 14. PerynsipHoe o6cay’HBaHUE KOJIa MOOMIIBHOTO MPUIIOKEHUS
15. Hactpoiika u 6€30macHOCTh BUPTYaJIbHBIX CETEH

16. Hacrpoiika 6penamayspa

17. Hactpoiika anTUBUpYyCa

18. Pe3epBHOE KONTUPOBaHHE U BOCCTAHOBIIEHUE JTAHHBIX

19. [lIudporaHmUe MOTH30BATETHCKUAX JTAHHBIX

20. U3yuenue Linux OpenSSH

TeMaTHKa KOHTPOJILHBIX padoT

Paznen nucuuniuabl [ Tembl

Pa3paborka MoounpHbIX |1. ba3oBble nmpuHIUIBI GYHKIMOHUPOBAHUS MOACUCTEMbI KOHTPOJIS JOCTYIIA
PUJIOKEHU I 2. CriocoObI 3anuThl ciyx061 DNS



https://lms2.sseu.ru/course/index.php?categoryid=1918

TexHonoruu 3. Coznanue muaHa 3ammTthl Web-cepsep

obecrieueHus 4. TIpuHIMTIBI 6€30MACHOCTH C UCTIOJIB30BAaHNEM MEXaHU3Ma CePTUDUKATOB
0e30MacHOCTH

MOOMIIBHBIX

IPUJIOKEHU N

6.5. OIIeHO‘lHLIe MaTepHuaJbl 1Jid l'lpOMe)KyTO‘lHOﬁ aTTeCTallun

DoHp BOIIPOCOB JIJIAA IIPOBCACHUA IPOMEKYTOYHOI'O KOHTPOJISA B (])opMe 3a4yeTa

Pa3zpen nucuMniInHbI

Bonpocel

Pa3zpaboTka MOOHIIEHBIX
MIPUITOKEHU I

1. CiocoObI MOAKIIOYEHUS CTOPOHHUX OMOIHOTEK. BO3MOKHOCTH
CocoaPods. ®opmuposanue Podfile.

2. CriocoObl OpraHu3anyy JOKaJIbHOIO XpaHEeHUs JaHHbIX. Vcnonb30Banue
oubanorexku FMDB u SQL.ite.

3. Core Data. Xpanenue nannsix. Coznanue mojenu nanabsix. O6padoTka
PEe3yIbTATUPYIONIMX MHOXKECTB. YTIpaBJICHHUE TaOIUIIaMH C UCTIOIb30BaHUEM
NSFetchedResultsController. [Tousitue MagicalRecord.

4. OcHoBHble (hopmaTel oOMeHa gaHHbIMH. CTpykTypa XML. CTpyKTypa
JSON.

5. IMapcuar XML. ITapcunr JSON. Co3nanne 00beKTOB 10 JaHHBIM B
dopmare XML u JSON. Hcnonb3oBanue 6udanorexku Mantle mist manmunra
JTAHHBIX B OOBEKTHI.

6. IIpyuHIMIIBI KIIMEHT-CEPBEPHOTO B3aUMOACHCTBUS B KOHTEKCTE Pa3pabdOTKH
MOOMIbHBIX npritoxkenuit it OC i10S. UHCTpYMEHTBI OpraHu3aliiy KJIHMEHT-
cepBepHoro B3aumoeiicteus. bubnmnoreka AFNetworking. O6paboTka
HCKJIFOYEHUH.

7. UIKit Dynamics. UIMotionEffect. [Tpotokon UIDynamicltem.
UlIDynamicAnimator. UlAttachmentBehavior.

8. Pabora ¢ n3obpakenusmu B nmpuioxenusx st OC 10S. 3axpar
n300pakeHus ¢ KaMepbl. BeI00p n300pakeH sl U3 rajeper yCTPOUCTRa.
UllmagePickerController. 3arpy3ka uzo0paxenus u3 MoomibHoro i0S-
MIPUIIOKEHHUS B CETb.

9. Otobpakenue kapT B MoOuIbHOM nprtokenun At OC 10S. Zoom.
OTtob6pakeHue reono3nMy nojiab3osarensd. OTMeTKH U aHHoTaruu. ObpaTHOE
T€OKOIMPOBaHUE.

10. Bocriponsseenue 3Byka B MoOmiibHOM npuiiokenun aust OC i0S.
BocnpousBenenue J0kaIbHBIX ayuo-¢aitnos. Bocnponssenenue ayamno-
¢aitnoB u3 ranepeu ycrpoiictsa. BocrponsseaeHue noToka ayJiuo U3 ceTu.
BocnponsBenenue ayimo B pexXuMe OHJIANH.

11. BocripousBeenue Buaeo B MoomisHOM npunoxennu st OC i0S.
BocnpousBenenue gokaibHBIX BUAEO-(aiinoB. Bocrponssenenne Buieo-
¢aitnoB u3 ranepen ycrpoiicTsa. BocrpousseeHrne NoToka BUJE0 U3 CETH.
BocnpousBenenue BUae0 B pexKUMe OHJIAKH.

12. Crioco0Obl MCTIOIB30BaHUS aKCEIePOMETPa B MOOHMIIBHBIX TTPUIIOKEHUSIX
st OC 10S. Knaccewt UlAccelerometer u UlAcceleration. TTporokoin
UlAccelerometerDelegate.

13. Ocobennoctu padbotsl ¢ Bluetooth B MoOmibHBIX iprtokeHusx st OC
i10S. Core Bluetooth. O6bexter CBCentralManager u CBPeripheral.

14. Core Graphics. Tpauchopmarus UlView u CALayer.

15. ABTOMarTu3aims TecTUpOBaHMs MOOMIBHBIX nprioxenuit s OC 10S.
TectupoBanue nnrepdeiicos. Crash reporting.

16. Core Animation. Aunmupyemsie property y CALayer.

Texuomoruu
obecreueHus
0€30I1aCHOCTH

17. be3zomacHocTh B MOOMIBHBIX mpuiaoxkenusx it OC i0S.
18. bezomacHocTh B MOOMITBHBIX npritoxkeHusx it OC Android.
19. Be3omacHocTh B MoOMIBbHBIX npuinokenusx it OC Ubuntu Touch.




MOOUIBHBIX
MIPUITOKEHU I

20. BayTpeHnHue 1 BHEIIHUE YTPo3bl HH(OPMAIIMOHHOH Oe3omacHoCcTH web-
MIPUIIOXKEHUS.

21. Texnonoruu Oe3omnacHoi nepeaayn uHpopmauu B cetu MHTEpHET.

22. TexHOJIOTHH U CpeACTBA OE30TaCHON pa3pabOTKU MOOMITBHBIX
IIPUIIOKEHUMN.

23. TexHonoruu u cpeacTBa 0€30MacHOr0 UCIOJIB30BaHUS MOOUIIBHBIX
IIPUIIOKEHUMN.

24. OCHOBBI TECTUPOBAHKS 0€30TTACHOCTH MOOMIIBHBIX TTPHIIOKEHUH.

25. OcHoBHbIe BUJIbI IHTEpHET-yTPO3 U METO/BI 3AIIUTHI OT HUX.

26. Oco0eHHOCTH UCCIIE0BAaHUS MOOMIIBHBIX MTPUIIOKEHUN HA YSI3BUMOCTH.
27. CnenuanbHOE MpOorpaMMHOE oOecriedeHre 1JIsi MOHUTOPUHTA 0€3011acHOM
paboThl MOOUIIHBHBIX PUIIOKEHUH.

6.6. llIkaJjbl 1 KPUTEPHUH OLlEHUBAHHS MO (POPMaAM TEKYIIero KOHTPOJISI U MPOMEeKYTOYHO

aTTecTaluu
IlIkajia ¥ KpUTEPUH OLlEHMBAHUS
Onenka Kputepuu oneHuBaHus 1Jisi MEPONPUATHI KOHTPOJISI ¢ IPMMEHEHHEM
2-X 0AJJILHOM CHCTEMBI
«3a4YTEHO» IIK-1, TIK-2, TIK-4

«HE€ 3aYTCHO»

PesynbraTsl 00y4deHus He c(hOpMUPOBAHBI HA TOPOTOBOM YPOBHE




