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Coaep:xanue (padouasi nporpamMma)

Mecro aucuumuinabl B cTpykType OI1

[Tnanupyemsble pe3yabTaThl 00y4eHUs 110 TUCHMIUIMHE, 00eCIIeYnBatOLINe JOCTHKEHUE
IUTAHUPYEMBIX PE3yJIbTaTOB O0YUSHHS IO IPOrpamMmMe

O0BeM U BUIBI YIEOHOU PabOThI
Coneprxkanue TUCIUILTAHBI
MarepuaabHO-TEXHHUYECKOE M YIeOHO-METOINYEeCKOe 00ecieueHNe TUCIIUTUTHHBI

®DOoH/T OIIEHOYHBIX CPEJICTB IO JUCIUIUINHE

Crp.



Lenpto u3y4yeHHS TUCHMIUIMHBI  SBJIeTCS  (OPMUpPOBAHHME pe3yJIbTaToB  OOyueHUs,
o0ecreunBaroMX JOCTHKEHNE TUIAHUPYEMBIX PE3yJIbTaTOB OCBOCHUSI 00pa30BaTEIbHOM MPOTPaMMBbI.

1. MecTo nucuunjnnbl B cTpykrype OII

Jucrumirba bezomacHocte Web-nipusiokeHuii BXOJUT B 4acTh, GOpMUpyeMasi y4acTHHKaMHU
00pa30oBaTeNbHBIX OTHOIICHUN (AMCIUILINHA 110 BBIOOPY) O6510Ka b1./luciurummHb! (MOTyIIH )

[IpenmecTByronue AUCHUILUIMHBL 11O CBA3SM KOMIETEHLMN: XpaHeHHe, 00paboTka U aHaIu3
JAaHHBIX, BBIYMCIUTENIbHBIE CUCTEMBI, CETH M TEJIEKOMMYHUKALMM, OCHOBBI aNrOpUTMHU3ALMU U
nporpamMmmupoBaHusi, OCHOBBI NPOEKTHOW JeiATeNbHOCTH, COBpPEMEHHBIE TEXHOJIOTUU U S3BIKH
nporpaMMupoBanus, Teopus HHPOPMALMOHHONW 6€30MaCHOCTH M METOOJIOT U 3aIIUTHl HHPOPMAIUH,
CucreMbl UCKYCCTBEHHOTO MHTEIUIEKTa, OOJauHble TEXHOJIOTHH U yCIyTH, TEeXHOJIOTHH 3alUIIIEHHOTO
nokyMeHToobopoTa, [IpaBoBas 3ammra mHGOpManuu, MeToAasl M CpencTBa 3allUThl MHGPOpPMALUH,
TexHonorun paboThl B COLUANBHBIX CETSIX, BCTpoeHHBIE S3BIKM MporpamMmupoBanus, OpraHuszaius
BBIUMCIIUTEIBHBIX IIPOLIECCOB

[Tocnenyromue MUCHUIUIMHBI TO CBSI3AM KommeTeHuui: Pazpaborka mnpodeccnoHambHBIX
npuioxennid, [IpoexTHsii npakTukyM, [IpoekTupoBaHHe HH(POPMALMOHHBIX CHUCTEM, YIIpaBlICHHUE
uH(popMalMoHHOK OezonacHocThio, Crenpanuiupoanubie UT B IpaBOOXpaHUTENBHOM JAEATEILHOCTH,
VYrpasienne MHPOPMAITMOHHBIMU TIPOCKTAMH peaM3allii KOMITIEKCHOW Oe3omacHocTH, Lludposas
KyJIbTypa B MPOQECCHOHANBHON NeATeNbHOCTH, HHTemneKTyanpHpie MH(GOPMAIMOHHBIE CUCTEMBI,
CoBpeMeHHbIe IU(POBBIE TEXHOJIOTHH YIPABICHUS TPEATIPHITAEM

2. [lnanupyemble pe3y/ibTaThl 00y4eHHs MO0 IUCHMILINHE, 00ecneYnBaloUIe JOCTHXKEHNe
IUIAHUPYEMBIX Pe3yJIbTATOB 00yUeHHs M0 MporpaMme

N3yuenne mucumiuivHbl besomacHocts Web-mpuinoskeHuii B 00pa3oBaTeIbHON Mporpamme
HaIpPaBIICHO Ha (JOPMUPOBAHKE y OOYUAIOIIMXCS CICTYFOIINX KOMIICTCHIINM:

IMpodeccnonanbubie komnerenuuu (IK):
[1K-1 - CriocoOeH k 0OHapyKEHUIO U UICHTU(DUKALIUKA UHIIMJIEHTOB B MPOIIECCE IKCIUTyaTalluu
ABTOMATHU3UPOBAHHOW CHCTEMBI

[Tnaaupyembie |[laHupyemble pe3yJibTAThI 00yUeHHs MO TUCIIUTITTHHE

pe3yNbTaThI

00yueHus 1o

porpaMme

IK-1 [IK-1.1: 3nars: [TK-1.2: YmeTs: [1K-1.3: Bnagets (uMeTh

HaBBIKH):
0COOEHHOCTH oOHapyXUBaTh U HaBbIKAMU OOHApPYKEHUS U
WHITUCHTOB B TIPOIECCE (MICHTUPHUIIMPOBATH UICHTH()UKAIUN HHIUICHTOB
AKCILTyaTaluu WHIMACHTHI B TIpoIiecce B [IPOLIECCE IKCIUTyaTalluu
aBTOMATU3UPOBAHHOU JKCIUTyaTaluu ABTOMATH3UPOBAHHOM
CUCTEMBI aBTOMATHU3HPOBAHHOU CUCTEMBI
CUCTEMBI

[1K-2 - CiocoOeH K OLIeHKE 3alMIEHHOCTH aBTOMAaTU3UPOBAHHBIX CHCTEM C TIOMOIIBIO THITOBBIX
IIPOTrPaMMHBIX CPEACTB

[Inanupyembie |[lnanupyemblie pe3yabTaThl 00y4eHHs MO INCHHUILIIHHE

pEe3yJIbTaThI

00ydeHus 1o

nporpamme

[1K-2 TIK-2.1: 35aTs: T11K-2.2: YMeTh: [1K-2.3: Bnagets (uMeTh

HAaBBIKH):

0COOEHHOCTH 3aIl[UThI
ABTOMAaTHU3HPOBAHHBIX
CHCTEM C IIOMOIIBIO
TUTIOBBIX MPOTPAMMHBIX
CPEJICTB

OLCHHUBATH 3alIUIIICHHOCTb
aBTOMATH3UPOBAHHBIX
CHCTEM C TIOMOIIIEIO
THUIOBBIX TPOTPAMMHBIX
Cpe/ICTB

HaBbIKaMU 3alllUIIICHHOCTH
ABTOMATU3UPOBAHHBIX CUCTCM
C IIOMOIIIBIO THITOBBIX
IporpaMMHBIX CPEACTB




I1K-4 - CriocobOeH Kk aHaJM3y W3MEHEHHUsI yIpo3 0€301acHOCTH HH(OPMAITUU aBTOMAaTH3HPOBAHHON

CHUCTCMbI, BOSHUKAIOIINX B XOJC €€ SKCIJIyaTallun

[Tnanupyemsle (Ilanupyemble pe3yJIbTaThl 00y4eHHs MO0 JUCHUIIIHHE

pe3yJIbTaThl

00yueHus 1o

porpaMme

I1K-4 [1K-4.1: 3nars: [1K-4.2: Ymerts: [1K-4.3: Bnagets (MMeTh

HABBIKH):

OCHOBHBIE YTPO3bI aHAJTM3UPOBATh N3MEHEHHS (HAaBbIKAMM aHAJIM3a U3MEHEHUS
0€e301MacHOCTH yrpo3 0e30mnacHoCTH yrpo3 0e3omnacHocTr
uHpOopMau uHpOopMaIU uH(pOopMaIU
aBTOMATHU3HPOBAHHOU aBTOMATHU3UPOBAHHOU ABTOMATHU3UPOBAHHOM
CHCTEMbI, BOSHUKAIOIIUX |CUCTEMBbI, BOSHUKAIOIIUX B |CHCTEMBI, BOSHUKAIOLINX B
B XOJI€ €€ HKCIUTyaTalluu [XoJle ee dKCILTyaTaluu XOJI€ €€ IKCILTyaTaluu

3. O0beM U BUABI YUeOHOI padoThl

Y4eOHBIM MJIAaHOM MPETyCMaTPUBAIOTCS CIEAYIONINE BUABI Y4eOHOH paObOThI MO AUCIUTIIUHE:

Ounas popma o0yueHust

Buabi yueOHol padoThl

Bcero gac/ 3.e.

Cem 6

KoHTakTHas pa60Ta, B TOM YHCJIC:

54.15/1.5

3aHaTus JICKIIMOHHOI'O THUIIA

18/0.5

JlaGopaTopHbie pabOoTHI (JTa0OPATOPHBINA TPAKTUKYM)

36/1

NunuBunyanpHas kontaktHas padota (MKP)

0.15/0

CamocrosTenbHas pa60Ta:

35.85/1

IIpoMexkyTOUHas arTecTanus

18/0.5

By npoMeKyTOUHOM aTTeCTAIIMH:
3auer

3au

OO6mias Tpya0eMKOCTh (00BEM YacTu 00pa30BaTEIHLHOM
nporpammsl): Yacsel
3a4eTHBIC CAMHUIIBI

108
3

3ao4Hasi popma

Buabl yueOHol padoThI

Bcero gac/ 3.e.

Cem 7

KoHnTakTHas paboTta, B TOM 4HCIE:

4.15/0.12

3aHsaTH JICKIIMOHHOI'O THIIA

2/0.06

JlaGopaTopHble paboThI (1a00PaTOPHBINA NPAKTUKYM)

2/0.06

WnauBuayanbHast KoHTakTHas padota (MKP)

0.15/0

CaMocTosTenbHas pa60Ta:

85.85/2.38

HpOMe)KYTO‘lHa}I aTTCCTal A

18/0.5

Bua npoMexyTouHOI arrecTanyu:
3auer

3au

OOGmias Tpya0eMKOCTh (00BEM YacTu 00pa30BaTEIHLHOM
nporpaMMmel): Yacel
3adeTHbBIe eTMHUIIE

108
3

4. Conep:xkanue JUCHUNIHHBI

4.1. Pazoenvt, memovl OUCUUNTIUHDL U 6UObL 3AHAMUIL:
TemaTtuueckuii miaH qucHUIUMHBI be3onacHocTh Web-npuiioskeHuid MpecTaBIeH B TaOJIHIIe.

Pa3nesibl, TeMbI AMCHMILVIMHBI U BUbI 3AaHATHI
Ouynas ¢popma 00yueHus




KonTakTHan

IL1anupyemsle

padora =
3ansaTus ‘:‘ pe3yabTaThl
CEMHHAPCKOTO = « o0yueHHs B
Ne HanMeHoOBaHHe TeMbI = LA a o :F: S | cooTHOmIeHHH ¢
/11 (pa3znesia) TUCHUIITHHBI g £ x é - e "g pe3yJbTaTamMu
— = E ~ § 00yueHHus 10
E g 8 o0pa3oBaTeIbHOM
nporpamMmme
Pa3paboTka ceTeBbix IIK-1.1, [IK-1.2, TIK
MIPWIOKEHUM, WED-TEXHOJIOTHHI -1.3, IIK-2.1, TIK-
1. |"P 8 18 0,075 15 |55 TK-2.3, TIK-
4.1, I1K-4.2, TIK-4.3
TexHoJorun odecIeucHus IIK-1.1, IIK-1.2, IIK
0e3onmacHocTH Web- -1.3, IIK-2.1, TIK-

2. MPUJIOKEHUNA U METOJIbI 10 18 0,075 20,85 2.2, I1IK-2.3, TIK-
OIITHMU3ALIMU 4.1, I1K-4.2, T1IK-4.3
Kontposn 18
Hroro 18| 36 | 015 | | 35.85

3ao04Hasi popma
KonTakTHasi padora = Ilnanupyembie
3ansaTusn E‘ pe3yJbTaThl
CEMHUHAPCKOTro é « Oﬁyqe}ll/lﬂ B
Ne HanmeHoBaHMe TeMbI = LLLLL a a E £ | coorHomenun c
/T (pa3aena) TUCHUILIMHBI g £ = - S ‘S pe3yJabTaTamMu
= 23 = = § = 00yueHus 1o
E g 5 oOpa3oBaTeJIbHOM
nporpaMmme
Pa3paboTka ceTeBbIx IIK-1.1, TIK-1.2, TIK
MPUIOKEHUH, WED-TeXHOIOruu -1.3, IIK-2.1, TIK-
1. |"P 1 1 0,075 0|5 ks, TIK-
4.1, I1K-4.2, TIK-4.3
TexHoJIOrnH 00ecIIeueHUs IIK-1.1, I[IK-1.2, TIK
Oe3omacuocTr Web- -1.3, I[IK-2.1, TIK-

2. MPUJIOKEHUA U METOJIbI 1 1 0,075 45,85 2.2, IIK-2.3, TIK-
ONTHMHU3ALNHU 4.1, I1K-4.2, TIK-4.3
KoHTpomb 18
Hroro 2 | 2 | 0.15 | | 85.85

4.2 Cooepicanue pazoenoe u mem
4.2.1 KonrakTHas padora
TemaTnka 3aHATHI JJEeKIITHOHHOIO0 THIIA
HanmeHoBaHMe TeMbI Bt sansitast
Nen/mm (pa3nena) « | TemMaThka 3aHATHS JEeKIHOHHOI0 THIA
S JIEKIIHOHHOTO THIA
1. PazpaboTka ceTeBbIx JIEKIIMS HTML, JavaScript, CSS
npuIIoKeHui, Web- JIEKIHSI PHP, Node.JS
TEXHOJIOTUH Python, MySQL, ocHOBBI paboThI ¢ Oa3aMu
JICKIIUS
JTAHHBIX
JEKIHs jQuery, AJAX, cokeThl U ceTeBbie HYHKIIUH
2. |TexHonoruu JCKIUS Pasmernenne Web-caiita Ha cepepe
o0ecrieyeHus Nunexcanus caita, IOMCKOBas
JIEKIIUSA

Oe3omacHocTH Web-

ONTUMM3AIIMSI, KOHBEpTaLMsl Tpaduka




PernameHTBI U METOIBI Pa3pabOTKU
0e30macHBIX BEO-TIPIIIOKEHUHN

MIPUIIOKEHUN U METOJIBI
ONTHUMH3AIIHN

JICKIUA

OCHOBHBIE IPUHLUIIBI TOCTPOECHHUS
0e30macHBIX CAalTOB, OTKA30yCTOMYHNBOCTD
CHUCTEM.

JICKIIUA

be3onacHas ayteHTuduUKaLus 1
aBTopu3anus. Merosl nmdposanus. SQL-
UHBEKIUUA. XSS-UHBEKIIUH.

JIEKIAS

*IEKIIMK 1 WHBIE YICOHBIE 3aHATHS, IPEIyCMAaTPHUBAIOIIHNE TPEHUMYIIIECTBEHHYIO Tepeaady yaeOHOH HHPOpMAIHH
neaarortyeCKuMu pa60THI/IKaMI/I opranu3anuv U (I/IJ'II/I) JIMIaMu, NpUBJICKACMbBIMU OpIt aHHBaHHCfI K peajin3annun
00pa30BaTeIbHBIX MMPOTPAMM Ha WHBIX YCIOBHUAX, 00YIAFOIINMCS

TemaTuka 3aHSITHI CEMMHAPCKOI0 THIIA

HaumeHoBaHHe TeMbI

Buj zansarus

Nen/m (pasneua) 25 | TEMATHKA 3aHATHS CEMHHAPCKOIr0 THIIA
CEeMHUHAPCKOIr0 TUIIA
AUCHHUILJIMHBI
1. |Pa3paboTka ceTeBbIX Co3naHue cepBEPHBIX CLICHAPHUEB C
N 1ab0paToOpHbIC PabOTHI
pUIOKeHNH, Web- rcnoJib3oBaueM PHP
TEXHOJIOTHU OO6paboTka naHHBIX Ha Hopme,
JabopaTopHbIe PabOTHI N
opranu3zaiys $aiJoBOro BBOAa-BbIBOJIA
nabopatopHsle padoTel  |Opranu3anusi o Aep>KKH 0a3bl JaHHBIX
nabopatopusle pabotsl  |CocTtaBiieHre cxeM XML-10KyMeHTOB
naboparopusle pabotsl [[Ipumenenne AJAX
nabopatopusle paboTel  |Mcnonb3oBanue oubanorekn jQuery
Coznaunue caiita Ha CMS,
1abopaTopHble paboThl  [aIMUHUCTPUPOBAHUE U MTyOIMKALIMS HA
OCCIUIATHOM XOCTHHIE
TexHuueckas ONTUMHU3AIMA,
nTabopaTopHble pabOThl  |OMOJHUTEIbHBIC HACTPOUKH WeD-
TIPUIIOKEHU
J1abopaTopHble paboThl | AHAIHM3 OBEIEHYCCKIX (haKTOPOB
2. |TexHomoruu naboparopusie padotel  |COop mHGOpMaIHK 0 WED-ITPHI0KEHHN
obecrieueHus TecTupoBaHue 3aUUIIIEHHOCTH MEXaHU3Ma

Oe3omacHocTy Web-
MPUIIOKEHUN U METOIbI
ONTHUMU3ALIIHU

nabopaTopHbIe PabOTHI

YIPABJICHUS JOCTYIIOM M CECCHSIMHU

nabopaTopHbIe PabOTHI

TectupoBaHue Ha yCTOHUMBOCTD K aTakam
0TKa3a B 00CITYKMBAaHUU

nabopaTopHbIE pabOTHI

ITouck ysi3BuMocTeil k arakam XSS

nabopaTopHbIe PabOTHI

[Touck ys3BuMocTeii k atakam SQL-
injection

nabopaTopHbIe PabOTHI

Co3anue ClieHapUeB aTaKy U 3aIUThI
web-nipunoxennit

nabopaTopHbIe PabOTHI

Hactpolika MoHnTOpHHTra G€30MacHON
paboThl Web-nipuiioskeHui

nabopaTopHEIE pabOTHI

Harpy3ouHnoe TectupoBanue Web-
MIPUIIOKEHUN

nabopaTopHEIE pabOTHI

[TpoekTupoBaHue KIMEHTCKON U
CEpBEpHOI YacTeil MOIyIIsi 0€30MacCHOCTH
web-nipunoxennit

**

CCMUHAPBI, IMPAKTUYCCKUC 3aHATHUA, [PAKTUKYMBI, Ha60paT0pHLI€ pa6OTBI,
AHAJIOTUYHBIC 3aHATUA

KOJUIOKBUYMbBI W HWHBIC

HNuas koHTaKTHast padora
[Tpu mpoBenenun yueOHbIX 3ansaTuii CI' DY obecrnieunBaeT pa3BUTHE Y 00YJArOIIMXCS HABBIKOB
KOMaHAHON paboThl, MEXIMYHOCTHOW KOMMYHHUKALIUW, MPUHATHS pEIIeHUH, JTUAEPCKUX KauecTB
(BKJTFOYAsI TPU HEOOXOAMMOCTH MPOBEACHIE NHTEPAKTUBHBIX JICKIIHA, TPYIIOBBIX TUCKYCCHI, POJIEBBIX
UTp, TPEHUHT OB, aHAJIU3 CUTYallil 1 KIMUTAIMOHHBIX MOJIEJIEH, Mpeno/iaBaHue AUCIUILINH (MOAYyJIei) B
dbopMe KypcoB, COCTAaBIIEHHBIX Ha OCHOBE pe3yJIbTaTOB HAYYHBIX HWCCIEIOBAHHUM, MPOBOJIUMBIX



OpraHu3alyel, B TOM YHUCIIE C YUYETOM PErHOHAIBHBIX 0COOEHHOCTEHN PO ecCHOHATBHON AEATEIbHOCTH
BBIITYCKHUKOB U OTPEOHOCTEN padoTonaTeneii).

dopMBI ¥ METOIBI TPOBEICHHUS MHOW KOHTAKTHOM pabOThl MpHUBEIEHBI B MeTOoIMYecKuX
yKa3aHUIX 110 OCHOBHOM NMpodeccHoHaNbHOM 00pa30BaTeIbHOM MporpamMmme.

4.2.2 CamocTosiTeJibHasi padoTa

HanmenoBanue Tembl (pa3aesa)

Neni/n Bua camocrosiTeJIbHOM padoThl ***
JUCIUININHDBI
o - I1IOATrOTOBKA JOKJIaJaa
Pa3paboTka ceTeBbIX NPUIOKEHUI, Web- A A ! .
1. - IIOATOTOBKA DJIEKTPOHHOU IIPE3eHTALMNA

TEXHOJIOTUH
- TECTUPOBAHHE

- IOATOTOBKA JOKJIaaa
Texuomorum odecreuenus 6e30macHocT Web- .
2. . - IOATOTOBKA 3JIEKTPOHHON MPE3eHTaluN
HpI/IJIO)I(eHI/II/I U MCTOAbI OIITUMHU3AIINN

- TECTUPOBAHHE

*** camocTosTenbHasA paboTa B ceMecTpe, HalMcaHue KYPCOBBIX padoT, JOKIIAIOB, BRIMTOTHEHHE KOHTPOIBHBIX

paboT
5. MaTtepuajibHO-TEXHUYECKOE H YUeOHO-MeToInYecKoe o0ecreyeHue 1 CHUIIUHbI

5.1 JIuteparypa:

OcHoBHas JIMTepaTypa

1. Turos, B. A. Pa3zpaborka WEB-caiita cpeactBamu sizpika HTML : ydae6Hoe mocobue / B. A.
Turos, I'. U. [lemepoB. — Mocksa : UHCTUTYT MUpOBBIX nuBuimn3anuid, 2018. — 184 ¢. — ISBN 978-
5-9500469-3-3. — Tekcrt : aneKTpoHHBIH // DnekTpoHHO-0nbarnoTeyHas cucremMa IPR BOOKS : [caiit].
— URL.: http://www.iprbookshop.ru/80643.html

JlonoJiHuTeIbHAS JIUTEPaTypa

1. Jlocs, A. b. Kpunrorpadpuueckre MeTOABl 3alUTHl HHGOPMAIMUA IS H3YyYaIOLIHX
KOMITBIOTEPHYIO Oe30macHOCTh : yueOHuk s By30B / A. b. Jlock, A. 0. Hectepenko, M. 1. PoxkoB. —
2-e u3., uctp. — Mocksa : U3narensctBo FOpaiit, 2023. — 473 c. — (Briciiee o6pazoBanue). — ISBN
978-5-534-12474-3. — Tekcr : anexTpoHHbIi // Obpa3oBatenbHas miardgopma FOpaiir [caiit]. — URL:
https://urait.ru/bcode/511138

JIuTepatypa 1Jisi CaMOCTOSITEILHOTO U3yYeHH s

1. Ty3oBckuii, A. @. IIpoekrupoBanue u pazpaborka Web-npunoxenuii : yueOHOe mocooue st
By30B / A. ®@. Ty3zoBckuii. — MockBa : HzmatenbctBo [Opaiit, 2023. — 218 c. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-00515-8. — Texct : anexTponHsIii / OOpa3oBarenbHas atdopma
FOpaiit [caiit]. — URL: https://urait.ru/bcode/512113

2. Kazapun, O. B. IIporpamMHo-anmapaTHble CpeACTBa 3alIMTHl HWH(OpMAIMH. 3amuTa
IPOTrpaMMHOTr0 obecriedeHus : yueOHUK U npakTukym Juist By3oB / O. B. Kazapun, A. C. 3a6abypun. —
Mocksa : M3narensctBo FOpaiit, 2023. — 312 ¢. — (Briciiee o6pazoBanne). — ISBN 978-5-9916-9043-
0. — Teker : onexkrponnsld // OOpa3oBarenbHas 1uiarpopma FOpait [caiit]. — URL:
https://urait.ru/bcode/513300

5.2. IlepeyeHb JHIIEH3HOHHOTO MPOrPAMMHOI0 o0ecneYeHust
1. Microsoft Windows 10/11 unu GNU/Linux Ubuntu 23.04

2. Microsoft Office 365/2021 (Word, Excel) unu LibreOffice 7.6
3. WinDjView

4. CYBJl MySQL Community edition

5. Node.JS

6. PHP Storm

7. Python 3.11.4 u BbIme

5.3 CoBpeMeHHbIe MPogeccHOHAIBHBIE 0a3bI JAHHBIX, K KOTOPBIM 00ecre4nBaeTcs J0CTY N
o0y4aromuxcs


https://urait.ru/bcode/513300

1. IIpodeccuonanbuas 6a3a maHHbIX «MHPOpMaIIMOHHBIE CUCTEMBI MUHHCTEPCTBA
sKOHOMHUECcKOro pa3BuTus Poccuiickoit @eneparuu B cetn Untepuer» ([lopran «OdunmansHast

Poccus» - http://www.gov.ru/)

2. [Ipodeccronanphas 6a3a naHnHbIX «DUHAHCOBO-IKOHOMHYECKHE TIOKa3aTenu Poccuiickoii
Ddeneparuny (Odunuanbueiii caiit MunnctepeTBa punancos PO - https://www.minfin.ru/ru/)

3. IIpodeccuonanvhnas 6aza naHHbBIX «OdunuanpHas craructukay (OdunUanbHBIA CcalT

denepanbHO CyKObI TOCYIapCTBEHHOM cTaTUCTUKH - http://www.gks.ru/)

5.4. I/IH(l)OpMaIII/IOHHO-CHpaBO'lHLIe CUCTEMBI, K KOTOPbLIM odecneunBaeTcs A0CTYII

o0yJaomuxcs

1. CnpaBouno-nipaBoBasi cucteMa «Koncynprant [Iimtocy
2. CnpaBouHo-nipaBoBas cucteMa «I"”APAHT-Makcumym»

5.5. CnenuajabHble MOMEICHUSA

Y4eOHbIC ayTUTOPUU JJIs TPOBEACHUS
3aHATUH JIEKIIMOHHOI'O THUIIA

KomruiekTsl yaeHnueckoit medenn
MynbTUMEAUIHBIA TPOEKTOP
Jocka

OKpaH

Y4eOHbIC ayIUTOPHUH IS TPOBEICHUS
MPaKTUYECKHUX 3aHATHH (3aHATUI
CEMHHAPCKOT0 THUIIA)

KommuiekTs! yueHnueckoi medenu

MynbTUMEAUIHBIN TPOEKTOP

Jlocka

OKpaH

Komnreroreps! ¢ BbIxo10M B ceThb «HTepHeT» 1 DNOC
CIDVy

Y4eOHble ayAUTOPUH [T TPYTIIIOBBIX U
WHJUBUyaJIbHBIX KOHCYJIbTALIUH

KommuiekTs! yueHnueckoi medenu

MynbTUMEAUIHHBIN TPOEKTOP

Jocka

OKpaH

Komnreroteps! ¢ BbIxo10M B ceThb «HTepHeT» 1 DNOC
CIoVy

Y4eOHbIe ayIUTOPHUH JUIS TEKYIIETO
KOHTPOJISL U IPOMEKYTOYHOM aTTECTALNU

KommiekTsl yueHnueckon mebenu

MynpTUMEAUNHBIN TPOEKTOP

Jlocka

OKpaH

Komneroteps! ¢ BbIxo10M B ceThb «HTepHeT» 1 SUOC
CIDy

IToMemieHus A caMOCTOATEIbHOM pa6OTBI

KommekTsl yueHnueckoi medenu

MynbTUMEANIHBINA TPOEKTOP

Jlocka

OKpaH

Komnerorepsl ¢ BeIxo1oM B ceTb «MHTepHE™ 1 ONOC
CI'ay

[TomereHus 17151 XpaHEHUsI U
MPOPUITAKTUIECKOTO 00CTY KHBAHUS
000pyAOBaHUS

KommnekTs! ciennanu3upoBaHHoNl MeOenu s
XpaHeHus: 000py0BaHuUs

5.6 JIaGopaTtopum u 1abopaTopHoe 000py10BaHHe

6. @oH1 OLIEHOYHBIX cpeAcTB Mo AucuumiInne bezonacuocts Web-npuioxkenmnii:

6.1. KoHTpo/IbHBIE MEPONPUSITHS 110 JUCHUIIMHE

Bua kontpoJs

OTMeTuTh
HYKHOE
3HAKOM

«+»

®opma KOHTPOJIA




Tekymuii KOHTPOJIb O1eHKa JOKIIag0B +
Y CTHBIN/TTMCEMEHHBIN OMPOC +
TectupoBanue +
[IpakTrueckue 3agauu +
OneHka KOHTPOJIBHBIX paboT (U1t 3a04HOU +
(bopmbl 00yUCHHS)
IIpoMeKyTOUYHBIN KOHTPOJIb  [3auer +
Iopsinok mnpoBeaeHHs MepPONPHUATHH TEKyLIero M MPOMEXKYTOYHOIO KOHTPOJISA

onpeaeasiercas Meroau4ecKUMM YKa3aHUSIMHU 110 OCHOBHO# npogeccuoHaJIbHOM 00pa3oBaTeIbLHOM
nporpaMmMe Bbicuiero oopasoBanusi; IlosioxkeHuem o0 0aILHO-PETHHIOBOH CcHCTeMe OLEHKH
ycneBaeMOCTH O0y4YalUIMXCA MO0 OCHOBHBIM 00pa3oBaTeIbHBIM NPOrpaMMaM BbICIIETr0
o0pa3oBaHusi — mporpaMMaM OakajaBpuaTa, NpPorpaMMaM CHeHUaJIUTeTa, NpPorpaMmam
MAarucTpaTtypsl B ¢eiepajJibHOM rocyJapcTBEeHHOM aBTOHOMHOM 00pa30BaTeJIbHOM YYpesKJAeHUH
BbICIIEro 00pa3oBaHus «CaMapcKkuii rocy1apcTBeHHbIH SIKOHOMHYECKUI YHUBEPCUTET».

6.2. HJIaHI/IpyeMbIe pe3yJbTaThbl oﬁyqe}mﬂ o AMCIMIIJINHE, oﬁecne'mBaloume JOCTHIKCHUC

IJIAHUPYEMBIX Pe3yJIbTATOB 00y4YeHHsI 110 MporpaMmme
IIpogeccuonanbubie komnerenuun (I1K):

[1K-1 - CnocobeH k 00Hapy>KEHUIO M UACHTU(DUKALIMY HHIUIEHTOB B IPOLIECCE IKCIUTyaTalluu

aBTOMaTI/I3I/IpOBaHHOI7I CHUCTEMBbI

[Tnanupyembie |[lnanupyemblie pe3yabTaThbl 00y4eHHs MO IUCHUILIUHE
pe3yJIbTaThl
00yueHus 1o
MporpamMmme
[IK-1.1: 3nars: [IK-1.2: Ymerts: [1K-1.3: Bnagets (uMeTh
HABBIKH):
0COOEHHOCTH oOHapyXuBaTh U HaBbIKaMU OOHApPYKEHUS U
WHIIMJICHTOB B MPOIIECCE |MACHTH(PUIIUPOBATH UICHTU(DUKAITIN
JKCIUTyaTaluu WHIIMJICHTHI B TIpoLiecce WHIIMJICHTOB B IIPOIIECCEe
ABTOMATU3UPOBAHHOMN SKCIUTyaTalluu SKCIUTyaTalluu
CUCTEMBI ABTOMAaTU3UPOBAHHON ABTOMAaTU3UPOBAHHON
CHUCTEMBI CHUCTEMBI
IToporossiii YCBOEHO OCHOBHOE BeimonustoTcs He Bce Brnanenue He Bcemu
coaepKaHue, HO oTiepalvy IeUCTBHUS, HEOOXOMMBIMI HaBBIKAMH,
W3J1araeTcs JIOTYCKal0TCs OIUOKHY B MMEIOIIIHICS OTBIT
(dbparmeHTapHo, He MOCJIEIOBAaTEILHOCTH UX  (pparMeHTapeH
BCeraa BBITIOJIHEHUS, IEUCTBUE
MOCIE0BATEIBHO, BBITIOJTHSIETCS
onpeJieleHusl MOHATUN  [HEIOCTATOYHO OCO3HAHHO
HEJIOCTaTOYHO YETKHE,
HE UCIONB3YIOTCA B
Ka4yeCTBE JI0KA3aTeIbCTBA
BBIBOJIBI M1 000OIIICHHS U3
HaOJIOICHUI,
JIOTTYCKAIOTCS OIITMOKH B
UX U3JTI0KEHHH,
HETOYHOCTH B
npodeccrnoHaTBEHOM
Cranpaptaeiii  |Onpeznenenus NOHIATHN  |BeimonHsAOTCS Bee B nenom Bnagenue

(B ToTIOTTHEHME
K IOPOTOBOMY)

JIAI0TCs HETIOJIHbIE,
JIOITyCKAeTCsl
HE3HAYUTENbHbIE
HapyIlIeHHs B
MOCJIeI0BATENHHOCTH
U3JI0KEeHHUs, HeOOIbIIINe
HETOYHOCTHU IIPU

OTIepaIINH,
MOCJIEeI0BATELHOCTh UX
BBITIOJTHCHUS
COOTBETCTBYET
TpeOOBaHMAM, HO JICHCTBHE
BBITIOJIHSIETCS
HEJ0CTaTOYHO OCO3HAHHO

HGO6XO}II/IMBIMI/I HaBBIKaAMH
H/UIIN UMEET OITBIT




UCIIOJIb30BAHUM HAYYHBIX
KaTeropuii,
(bOpMyYITHPOBKHI

IToBBITICHHBIN

(B momoJiHEHUE
K IIOPOTOBOMY,
CTaH/IapTHOMY )

YETKO U MpaBUIBLHO
JTAOTCS OIIPE/IECTICHMS,
MIOJIHO PaCKpbIBAETCS
COZIEPIKAHUE TTOHATHIA,
BEPHO MCIOJIb3YETCs
TCPMUHOJIOI'UA, IIPU 3TOM
OTBET CaMOCTOSTEIIbHBIMN,
HCII0JIb30BAaHbI paHEe
PHUOOPETEHHBIE 3HAHUS

Bremonusiorcs Bce
oTepalnH,
MOCJIENOBATENHLHOCTD UX
BBITIOJIHCHUS JOCTAaTOYHO
XOpOIIIO TTPOTyMaHa,
I[GﬁCTBI/IG BBITIOJIHSICTCA B
LIEJIOM OCO3HAHO

Bnanenue Bcemu
HE00XO0IMMBIMHU HaBBIKAMH
W/AIH UMEET OITBIT

[TK-2 - Crioco0eH K OIIEHKE 3aIlUIIICHHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM C ITOMOIIBIO TUTIOBBIX

IIPOIrpaMMHBIX C

€JICTB

[Inanupyembie |[lnanupyemblie pe3yabTaThbl 00y4eHHs MO IUCHUILIUHE

pe3yabTaThl

00yueHus 1o

porpamme
IIK-2.1: 3HaTh: IIK-2.2: YMeTh: [1K-2.3: BnageTs (MMETh

HABBIKH):

O0COOCHHOCTH 3aIlUTHI OLICHUBATh 3AIUIIEHHOCTh |HaBbIKAMU 3aIUIIEHHOCTH
ABTOMATU3HPOBAHHBIX  (aBTOMATU3UPOBAHHBIX ABTOMATU3UPOBAHHBIX
CUCTEM C TIOMOLIBIO CUCTEM C TIOMOLIBIO CUCTEM C TIOMOILIBIO THUIOBBIX
TUTIOBBIX MPOTPAMMHBIX |THIIOBBIX TPOTPaAMMHBIX IPOTrPaMMHBIX CPEACTB
CPEJICTB CPEJICTB

IToporosslii Y CBOEHO OCHOBHOE Brimonnstores He Bce Biianenue He Bcemu
coziepKaHue, HO Onepaluu IeUCTBUS, HEOOXOUMBIMU HABBIKAMH,
W3JIaraeTcs JIOTTYCKAIOTCSI OLTUOKHU B HMMEIOIIUIACS OTIBIT
dbparmMeHTapHo, He MOCIIEZIOBATEIBHOCTH UX  |(hparMeHTapeH
BCera BBITIOJTHEHUS, ICCTBUE
MIOCJIEI0BATEIIBHO, BBIITOJIHSETCS
ompe/ieJICHUsI TOHATUH  [HEIOCTATOYHO OCO3HAHHO
HEJIOCTAaTOYHO YETKHE,
HE UCIOJIb3YIOTCSA B
KauecTBe JI0Ka3aTeIbCTBA
BBIBOJILI M1 000OIIEHUS U3
HaOJIIOIEHUH,
JIOTTYCKAIOTCS OIITHOKH B
UX U3JI0KEHHH,
HETOYHOCTH B
npodeccnoHaTbHOM

Cranpaptheiii  |Onpenenenus NOHATHN  |BeimonHsArOTCS Bee B nenom Bnagenue

(B MOTIOTHEHHUE
K [IOPOTOBOMY)

JIAIOTCS HETIOJIHBIE,
JIOTTyCKaeTCsl
HE3HAYUTEIIbHbIE
HapylIeHUs B
MIOCJIE0BATENBHOCTH
H3JI0KEHMS, HEOOJIbIIINE
HETOYHOCTH IIpH
MCIOJIb30BaHNU HAYyYHBIX
KaTeropui,
(hOpMYIIUPOBKHU

oleparum,
MOCIIEI0BATEIBHOCTD UX
BBITIOJTHEHUS
COOTBETCTBYET
TpeOOBaHUAM, HO JieiicTBHE
BBITIOJTHSETCS
HEJ0CTaTOYHO OCO3HAHHO

HEO0OXOMMBIMUA HABBIKAMU
W/WIIX UMEET OIIBIT

IToBEITIIEHHEBIH

(B TOTIOTHEHHUE
K TIOPOTOBOMY,
CTaH/IapTHOMY)

YETKO M MpaBUIBHO
JAI0TCS ONPENCIICHNUS,
ITOJTHO PaCKpBIBAETCS
COZIEpKAHUE TTOHATHI,

BrmmomasroTcest Bce
onepauuu,
MOCJIEIOBATEILHOCTh UX
BBIIMOJTHEHHUS IOCTATOUYHO

Bnanenne scemn
HEOO0XO0IMMBIMHU HaBLIKAMH
W/WIIX UMEET OTIBIT




BEPHO HUCIOJIb3YETCS
TEPMHUHOJIOTHS, IPU 3TOM
OTBET CaMOCTOSTEIbHBIMN,
HCTOJIb30BaHbI paHEe
pUOOpPETEHHBIC 3HAHMS

XOpOLIO MPOyMaHa,
JeCTBUE BBIIOIHIETCS B
LIEJIOM OCO3HaHO

[1K-4 - CriocoGeH Kk aHalu3y U3MEHEHUs yrpo3 6€30MacHOCTH HH(pOpMaIi aBTOMAaTH3UPOBAHHOM
CHUCTEMbI, BO3HUKAIOUIUX B XO/I€ €€ IKCILTyaTalluu

[Inanupyembie |(Ilmanmpyemblie pe3yJbTaThbl 00YyUYeHHS MO TUCUMUIIJIMHE
pE3yJIbTaThI
00yueHus 1Mo
IporpaMMme
I[1IK-4.1: 3uars: I[1IK-4.2: YMmeTn: [1K-4.3: BnageTs (MMETh
HABBIKH):
OCHOBHBIE yTPO3bl aHAJIM3MPOBATh U3MEHEHMSI |HaBbIKaMH aHAJIN3a
0e301MacHOCTH yrpo3 0e30macHoCTH U3MEHEHUS yTpo3
uHpOopMaU uH(pOopMaIU 0e30macHOCTH HH(pOpMALIUU
ABTOMAaTU3UPOBAHHON ABTOMAaTU3UPOBAHHON ABTOMAaTU3HPOBAHHON
CUCTEMBbI, BOSHUKAIOLIUX |CUCTEMbI, BOSHUKAIOIIUX B |CUCTEMBI, BOSHUKAIOIIUX B
B XOJIE€ €€ HKCILTyaTalluu |XOJe €€ SKCIUTyaTaluu X0JI€ €€ IKCILTyaTaluu
IToporosslii Y cBOEHO OCHOBHOE Brimonnstores He Bce Biianenue He Bcemu
coJiepKaHue, HO Onepaluu IeUCTBUS, HEOOXOUMBIMU HABBIKAMH,
M3JIaraeTcs JIOIIyCKal0TCs OINOKHU B UMEIOLIUICS ONBIT
dbparmeHTapHo, He MOCIIEZIOBATEIbHOCTH UX  |(hparMeHTapeH
BCerja BBITNIOJIHEHUS, IEHCTBUE
MIOCJIEI0BATEIIBHO, BBIITOJIHSETCS
olpeziesieHUs IOHATUN  |HEeAOCTaTOYHO OCO3HAHHO
HEJIOCTAaTOYHO YETKHUE,
HE UCMOJIb3YITCS B
KauecTBe JI0Ka3aTesIbCTBA
BBIBOJIBI M 0000IIICHUS U3
HaOJIIOIEHUH,
JIOTTYCKAIOTCS OITHOKH B
UX U3JI0)KECHUH,
HETOYHOCTH B
npodeccnoHaTbHOM
Cranpapthbiii  [Onpenenenus noHatuil  |BpimonHsOTCS BCe B nenom Bnagenue

(B MOTIOTHEHHUE
K [IOPOTOBOMY)

JIAIOTCS HETIOJIHBIE,
JIOTTyCKaeTCsl
HE3HAYUTEIIbHbIE
HapylLIeHUs B
MIOCJIE0BATENBHOCTH
H3JI0KECHMS, HEOOJIbIIINE
HETOYHOCTH IIPH
MCIOJIb30BaHNU HaYyYHBIX
KaTeropui,
(hOpMYIIUPOBKHU

oleparum,
MOCIIEI0BATEIBHOCTD UX
BBITIOJTHEHUS
COOTBETCTBYET
TpeOOBaHUsM, HO JieiicTBHE
BBITIOJTHSETCS
HEJ0CTaTOYHO OCO3HAHHO

HEO0OXOMMBIMUA HABBIKAMU
W/WIIX UMEET OIIBIT

IToBBIIIEHHBIH

(B ToTIOTTHEHME
K IIOPOTOBOMY,
CTaH/IapTHOMY )

YETKO U MpaBUIBHO
JAI0TCS ONPECIICHHUS,
IIOJIHO PaCKpBIBAETCS
COZIepKaHUE TTOHATHIA,
BEPHO UCIIOJIB3YETCS
TEPMUHOJIOTHS, IPU 3TOM
OTBET CaMOCTOSITEIIbHBIMN,
HCIIOJIB30BaHbI PaHEE
pUOOpETEeHHbIE 3HAHUS

Brimonnasiorcs Bce
omnepanuu,
MOCJIEIOBATEIILHOCTh X
BBIIIOJIHEHUS JOCTATOYHO
XOPOLLIO IPOJAyMaHa,
)IeflCTBHe BBIITOJIHACTCA B
1IEJIOM OCO3HAaHO

Bianenne scemu
HEeOOXOINMBIMHU HAaBLIKAMHU
U/UIA UMEET OIIBIT




6.3. IlacmopT OLIEHOYHBIX MATEPHAJIOB

Ne HaumeHoBaHue TeMbI KonTpoaupyembie Bua konTpoJsi/ucnoib3yeMble
n/m | (pa3nesia) IMCHUILTHHBI IVIAHUPYeMble OLICHOYHbIE CPEACTBA
pe3yJbTaThl 00y4YeHu st
B COOTHOILIIEHUH C
pe3yJbTaTamu Texymuii IIpoMexxyTOYHBII

00yueHus mo
nporpamMmme

1. Pa3paboTka ceTeBbix IIK-1.1, IIK-1.2, IIK- O1leHKa JOKIIAA0B; 3auer
PHIOXKEHUH, Web- 1.3, I[IK-2.1, I1K-2.2, VY CcTHBI/IUCHEMEHHBIN
TEXHOJIOTUH 11IK-2.3, I1K-4.1, IIK- onpoc;

4.2, I1K-4.3 TectupoBanue;
[IpakTueckue
3a/1a4u;

Ouenka
KOHTPOJIbHBIX paboT
(1st 3204HOM (HOPMBI
o0y4eHus).

2. Texnonorun obecneuenus |I1K-1.1, ITIK-1.2, TIK- O1leHKa JOKIIAI0B; 3auer
0e3onacHocTd Web- 1.3, T1IK-2.1, TIK-2.2, YV CTHBIA/TINCbMEHHBIH
MIPUIIOKEHNUN U METO/BI [1K-2.3, IIK-4.1, [IK-  |ompoc;

OIITUMU3ALIUHA 4.2, I1K-4.3 TecTupoBanue;
[IpakTueckue
3a/1a4u;

Ouenka
KOHTPOJIbHBIX paboT
(1st 3204HOM (HOPMBI
00y4eHus).

6.4.011eHOYHbIE MATEPHAJIbI JJI TEKYLIEr0 KOHTPOJIsI

IIpuMepHasi TeMaTHKA I0KJIA/10B

Pasznen nucnunanHbI

Tembl

Pazpabotka ceTeBbix
npuIIoKeHui, web-

1. ApxutexTypa KIMEHT-CEPBEPHBIX MPUIOKEHUI: MPUHIIUIIBI U peaTr3aiusl.
2. IlpoTokosnel nepeaauu faHHbIX B BeO-ipunoxenusx: HTTP, HTTPS,

Ge3omacHocTy Web-
NPUIIOKCHUN ¥ METOIBI
OIITUMHU3AIINU

TEXHOJIOTUU WebSocket.
3. Front-end pa3paboTka u 6€301acHOCTh: OCHOBHBIC YSI3BUMOCTH U
3alIUTHBIE MEPHI.
4. ba3bl TaHHBIX B BEO-NMIPUIIOKEHUAX: 0€30MacHOCTh U 3ammra oT SQL-
WHBEKIIH.
5. Pa3zpaboTka MOOMIIbHBIX BEO-TPUIIOKEHUI: OCOOEHHOCTH M 0€3011aCHOCTb.
Texnonornu 6. OCHOBBI 6€30TTACHOCTH BEO-TIPHIIOKEHHIA: ayTEHTH(HUKAIINS, aBTOPHU3ALIHS,
o0ecrieueHus ayJuT 6e30MacHOCTH.

7. 3amuTa ot BeO-ysa3BumocTeil: XSS (mexcaiiToBblit ckpunTuHr), CSRF
(MexcaiiToBast MOJIIeNIKa 3aIPOCOB), UHBEKIIMY KOMaH/I.

8. llluporanue u 3amuTa JaHHBIX B BeO-mpriokennsx: HTTPS,
KpUNTOTpapruecKue aaropuTMbl, XIIIUPOBAHUE TTAPOJICH.

9. IlporuBoxeticteue DDoS-aTakam: MeTOIbI OOHAPYKEHUS U 3aIIATHI.

10. OnTuMu3zanus Nporu3BOAUTEIBHOCTH BEO-TIPUIOKEHUN IPU COXPAHEHU U
0€30MMacCHOCTH: KAILIMPOBAaHUE, CKaTUE TaHHBIX, ONITUMHU3AIINS 3aIPOCOB K
6a3e JaHHBIX.

Bonpockl 1J1s1 YCTHOT0/IHCBMEHHOT0 ONPOCca

| Pasjaen AuCHUIIMHBI |B0npoc1,1




Pa3paboTka ceTeBbIX 1. Yro Takoe nporokon HTTP? Kakue MeTo1bl 3anipocoB BbI 3HaeTe?
IPHIOKEHHH, Web- 2. Kakue OCHOBHBIE ySI3BUMOCTH MOTYT OBITh CBSI3aHbI C KIIMEHT-CEPBEPHOIL
TEXHOJIOTUU apXUTEKTYPOH BEO-TIPHIIOKEHHIA?

3. Uto Takoe XSS (MeKCalTOBBIN CKPUTITUHT) M KAKHE MEPbl MOYKHO
MIPUHATH JJIS1 3aLUTHI OT HEro?

4. Kakue metozpl obecrieueHus: 0€30MacHOCTH MOXKHO IIPUMEHUTH NIPU
pabote ¢ 6a3amMu TaHHBIX B BEO-TIPUIIOKCHUAX ?

5. Kakue ocHOBHBIE pa3inyus MEXIy pa3pad0TKONH BeO-IIPUIIOKEHUN 1
pa3pabOTKO MOOUIILHBIX BEO-TTPHUIIOKEHU?

TexHonoruu 6. Uto Takoe ayTeHTU(DUKALIUSA U aBTOPU3ALMsI B KOHTEKCTE BEO-
o0ecrnieueHus npunoxennit? Kak oHu B3aMMOACHUCTBYIOT MEXTY COOON?
Oe3omacHocTH Web- 7. Kakue ocHOBHBbIE THIIBI BeO-ysa3BUMOCTeH Bbl 3HaeTe? [IpuBenure
IPUIOKEHUN U METOABI |IIPUMEPHI UX MPOSIBIICHUS.

ONTUMU3ALNU 8. Uto Takoe munppoBaHUe JaHHBIX U KaKHe METObI IUGPOBAHUS

UCTOJIB3YIOTCS B BEO-TIPUIIOKEHUIX?

9. Kakue Mepbl MOXKHO IPUMEHUTH 1 3amuThl oT DD0S-arak Be6-
MIPUIIOKEHUI ?

10. Kakuie onTuMHU3aIMOHHBIC METOABI MOTYT OBITh UCIIOJIB30BaHbI IS
YIIyYIIEeHUS TIPOU3BOAUTEIHLHOCTH BEO-TIPUIIOKCHHM ITPH COXPAHCHUH
Oe3omacHOCTH?

3amanus 1J1sl TECTUPOBAHUS 10 JUCHHUILUIHHE JIJI51 OLeHKH C(POPMUPOBAHHOCTH KOMIIEeTEHIU M (min
20, max 50 + cepaky Ha YUOC ¢ Tectamu)
https://Ims2.sseu.ru/course/index.php?categoryid=1918

Kakoe u3 cinenyromux yreepkaeHuil 0 SQL-uHBEKIUAX SIBIIAETCS BEPHBIM?

a) SQL-MHBEKIMK HE MPEICTABIISAIOT YIPO3bI I 0€30MaCHOCTH BEO-TIPHIOKCHHA.

b) SQL-uHBEKIMH BOZHUKAIOT TOJIBKO B CTAPBIX BEPCUAX 0a3 JaHHBIX.

C) SQL-MHBEKIIMU MOTYT TIO3BOJIUTh 3JI0YMBIILUICHHUKY BBIIOJIHUTH BPEIOHOCHBIH SQL-Ko/1.

d) SQL-uHbeKIH MOTYT OBITh HMPEJIOTBPAIICHBI TOJHKO C MOMOIIBI0 (PU3MUYECKOM 3aIUThI CepBepa.
(mpaBUJIbHBINA OTBET)

Uro takoe XSS-ataka?

a) Ataka, pu KOTOPOH 3JI0yMBIIINIEHHUK KPaJeT JOTHH U Mapoib MOJIb30BaTENs.

b) Artaka, mpu KOTOPOH 37I0YMBINUICHHUK MOIyYaeT JOCTYI K 0a3e JaHHBIX BEO-TPHIOKEHHS.

C) Artaka, TpuU KOTOPOHl 3TOYMBIIUICHHUK BHEAPSET BPEIOHOCHBIN CKPUNT B BeO-CTpaHUILY,
0TOOpaKaeMyIo y MOJIb30BaTENs.

d) Araka, mpu KOTOPOH 3JI0yMBINIUIEHHUK TToaMeHsteT IP-aapec cepBepa BeO-nipuitoskeHus. (paBHIbHbIH
OTBET)

Yro takoe CSRF-ataxa?

a) Artaka, NpH KOTOPOH 3JIOYMBIIUICHHUK OCYILECTBISET ayTeHTH(HKALHIO OT HMEHH JApYyroro
HOJIb30BATES.

b) Artaka, mpu KOTOPO#t 37T0YMBIIUICHHUK OTIIPABIISET TOJIb30BaTENs Ha (hasIblINBbIA BeO-CalT.

C) ATtaka, IpU KOTOPOH 3JIOYMBIIIJIEHHUK MaHUITyJUPYET 3alpocaMH, OTIPABISEMBIMH OT HMMEHU
ayTeHTH()HULUPOBAHHOTO MOJIb30BATEIS.

d) Ataka, mpu KOTOPOH 3J0YMBIIUICHHUK CKaHUPYET MOPTHI BeO-cepBepa Ui MOKCKA YSI3BUMOCTEH.
(MpaBUIIBHBINA OTBET)

Yro Takoe nHbBEKLUA KoAa?

a) Ataka, mp1 KOTOPOH 3JI0yMBIIIJIEHHUK BBOJIUT HEKOPPEKTHBIE TaHHBIE B (hopMy Ha BeO-caiiTe.

b) Araka, mpu KOTOPOH 3ITOYMBIIIICHHUK NEpeacT BPEIOHOCHBIN KO/ BEO-TIPHIIOKEHUIO, KOTOPOE €ro
BBITOJTHSET.

C) ATaka, Ip1 KOTOPOH 3JI0YMBIIIUIEHHUK U3MEHSET UCXOJHBIN KOJI B€O-TIPUIOKEHUSI.

d) Araka, mpH KOTOPOH 3JIOYMBINUICHHHK (U3MYECKH TMPOHHKAET B CEPBEPHOE MMOMEIICHHE.
(IpaBUIIBHBIN OTBET)
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Kakast TexuHuka mmdpoBaHus 0OeCHeYMBACT 3aIMIIECHHYIO Mepeaady MaHHBIX MEKIY KJIHCHTOM |
cepepoM?

a) MD5

b) AES

c) Base64

d) SSL/TLS (mpaBuiibHBIi OTBET)

Yro takoe nepenonanenue o0ydepa (buffer overflow)?

a) Ataka, Ip1 KOTOPOH 3JI0yMBIIIEHHUK [IPEBBILIAET JIUMUT JOCTYITHOW AMSTH Ha CEpBEPE.

b) Araka, mpr KOTOPOIi 37T0YMBIIUICHHUK MOJTYy4YaeT JOCTYII K 0a3e JaHHBIX BeO-IIPUIIOKCHHUSL.

C) ATtaka, IpU KOTOPOH 3JIOYMBIIIJIEHHUK IE€PENAET BPEJAOHOCHBIE JAHHBIC, IIPEBBILIAIOIINE pa3Mep
Oydepa, BbI3bIBasI IEPE3ANNUCh AMATH.

d) Artaka, npu KOTOPO#i 30yMbIIUIEHHUK Manunyupyetr HT TP-3anpocamu. (paBHIIbHBIA OTBET)

Uro Takoe ayTeHTH(HUKAIMS HA OCHOBE ABYX (haKTOPOB?

a) AyreHTuduKalMs, TP KOTOPOH MOJIB30BaTENb NMPEAOCTABISIET 1Ba Pa3HbIX JIOTUHA JJIS AOCTYMa K
BEO-TIPUIIOKECHHUIO.

b) AyTeHTH(HKAIHS, TIPH KOTOPOU MMOJIH30BATEb BBOAUT JIOTHH U MApOJib, a 3aTEM BBOJAUT YHUKATbHBIN
KOJI, TOJTy4eHHBIA Ha CBOM MOOMJIbHBIN TEIE(OH.

C) AyteHTU(]HKAIHUSA, P KOTOPOIl IMOJIB30BATENh OJDKEH MPEAOCTaBUTH JIBa PA3HBIX IMapoOJs st
JOCTYyTIa K BEO-TIPHIIOKEHUIO.

d) AyrenTtrdukaius, mpyu KOTOPOH MOJIb30BATENb J0JKEH OTBETUTh HA JBA CIIOKHBIX MATEMaTUYECKUX
BOIpoca. (IpaBUJIbHBIN OTBET)

Yro takoe DDoS-araka?

a) ATaka, IIp¥ KOTOPO# 3JI0YMBIIUIEHHUK BBOIUT HEKOPPEKTHHIE JaHHEBIE B (hopMy Ha Beb-caiite.

b) Araka, mpu KOTOpOW 3JOYMBINUICHHUK MaHHUIYJIHPYET 3allpOCaMH, OTIPABISIEMBIMH OT HMMCHH
ayTeHTH()HUIHPOBAHHOIO MOJIH30BATEIS.

C) Ataka, Ipd KOTOPOH 3JOYMBIIIJICHHUK OTIIPABISACT OOJBIIOE KOJUYECTBO 3alPOCOB Ha CepBep,
neperpysKas €ro u Jejias €ro HeAOCTYITHBIM /IS IETHTUMHBIX [0JIb30BaTesei. (IPaBUIbHBINA OTBET)

d) Araka, Tpu KOTOPOH 3JIOYMBIIUICHHHK BHEAPSET BPEIOHOCHBI CKPUNT B BeO-CTpaHUILY,
0TOOpaKAEMYIO y MOJTb30BATEIIS.

Kakyto poJsib Urpaer XsmupoBaHue naposeil B 0e30macHOCTH BeO-IPUI0KEHUN?

a) XommpoBaHue maposiei 3amuimaet ot SQL-uHbeKmii.

b) XsurpoBanue mapoieii odecreunBaeT 0€30MacHYO Mepeiady JaHHBIX MEXKIY KIHESHTOM U CEPBEPOM.
C) XsmmMpoBaHHE Mapojel JenaeT Mapojud HEpacro3HaBaeMbIMHU ISl 3JI0YMBIIUIEHHUKOB B Clydyae
yTeuKH 0a3bl TaHHBIX.

d) XosmupoBanue maposieil 3aluIaeT oT nepedopa maposieii ¥ oOecreunBacT XpaHEHHUE Maposiel B
3aMppPOBaHHOM BH/JIE. (IPAaBUIIbHBINA OTBET)

YTo Takoe MEKCAMTOBBIH CKpUNTHHT (XSS)?

a) ATtaka, IIpu KOTOPOU 3JTIOYMBIIIUICHHUK TIEpeIaeT BPEIOHOCHBIM KO BEO-TIPUIIOKEHHIO, KOTOPOE €Tro
BBITIOJIHSIET.

b) Artaka, mpu KOTOPOH 370yMBINIIEHHHK OTIIPABIISET MOJIb30BaTENs Ha (DaIbIIMBBINA BEO-CAMT.

C) Ataka, mpy KOTOPO# 3J10YMBIIIJIEHHUK KPaJeT JOTUH U MapoJib MOJIb30BATENS.

d) Araka, npM KOTOPOH 3JIOYMBINUIEHHHK BHEAPSCT BPEIOHOCHBIA CKPUNT B BEO-CTpaHHUILY,
0TOOpakaeMylo y Mojab30BaTels. (MIPaBUIbHBIA OTBET)

Yro Takoe aTaka Ha makeTbl B ceTH (packet sniffing)?

a) Artaka, TMpH KOTOPOH 3IIOYMBINUICHHHK OCYIIECTBISET AyTEHTH(PHKAIHWIO OT HWMEHH JPYroro
M0JIb30BATEs.

b) ATaka, mpu KOTOPOIi 3JIOYMBIIIICHHUK MOJy4YaeT TOCTYI K 0a3e JTaHHBIX BEO-TIPUIIOKEHHS.

C) ATaka, IpU KOTOPOIl 3JI0YMBIIUICHHUK NE€PEXBAThIBACT U aHAIM3HPYET CETeBOH Tpaduk ¢ IETIbIo
NoJTydyeHus: KoHGuAeHIIMaIbHOW HH(OpMaluu. (TpaBUIIbHBINA OTBET)

d) Araka, npu KOTOPO¥ 37I0yMBIIUICHHUK OTIPABIISET MTOJIB30BATEI0 BPETOHOCHBIE TAKETHI IaHHBIX.



Yro Takoe aTaka Ha 0TKa3 B o0ciyxuBanuu (D0S)?

a) ATaka, Ip1 KOTOPOH 3JI0YMBILIUIEHHUK BBOJIUT HEKOPPEKTHBIE TaHHBIE B (hOpMY Ha BeO-caiite.

b) Ataka, mpu KOTOpOH 3JOYMBIIUICHHUK OTIPABIseT OONBIIOE KOJIMYECTBO 3alpOCOB Ha CepBep,
neperpy»ast ero u Jiesasi €ro HeZJOCTYITHBIM JIJIs1 JISTUTUMHBIX [0JIb30BaTesel. (IIPaBUIbHBIN OTBET)

C) Ataka, Ip1 KOTOPOH 3/10yMbIIIEHHUK MaHunyaupyer HT TP-3anpocamu.

d) Artaka, mpu KOTOPOW 3JI0YMBINUICHHHK IEPEXBAThIBACT M AHAIU3UPYET CETEBOW TpadHK C LEIbIO
NOJy4YeHUs KOHPHICHIIMATbHON HH(OPMAITHH.

UYro Takoe MexcaiiroBas nojenka 3amnpoca (CSRF)?

a) Araka, NpH KOTOPOH 3JIOYMBIIUICHHUK OCYIIECTBISIET ayTeHTU(MUKAIMIO OT HMEHH APYroro
H0JIb30BATEIS.

b) Araka, mpu KOTOpPOH 3JIOYMBIIUICHHUK MEPEXBATHIBACT U aHAIHM3HPYET CETEBOM TpaduK C IIEIbI0
NOJy4YeHUs KOHPHICHIIMATBHON HH(OPMAITHH.

C) ATaka, Ipu KOTOPOH 3JIOYMBIIUICHHUK MaHUIYJIHUPYET 3alpOoCaMH, OTIPABISIEMBIMH OT HMEHH
ayTeHTH(HULIMPOBAHHOTO MOJIb30BATEINS. (IPABHIBHBINA OTBET)

d) ATaka, pu KOTOPOH 3JI0yMBIIIICHHUK OTIIPABJISIET MOJIb30BaTeNs Ha (halIbIIMBbINA BeO-CaiT.

Yro Takoe ayTeHTUUKANS?

a) [Ipouecc npoBepku NOJIMHHOCTH UACHTU(PUKAIIMOHHBIX IaHHBIX 110J1b30BaTENs. (IPaBUIIbHBIN OTBET)
b) IMporecc mudpoBanus MepeIaBaeMbIX JaHHBIX MEKIY KIMCHTOM U CEPBEPOM.

¢) [Iponiecc KOHTPOIIS TOCTYTIA OAB30BATENSI K KOHKPETHBIM (DYHKIIMSM BEO-TIPHIIOKEHHSL.

d) IIporecc coxpaHeHus MOIb30BATEIbCKUX JaHHBIX Ha CepBepe B 3ali()pOBAaHHOM BHUJIE.

Urto Takoe MpUBUICTUPOBAHHBIN JOCTYM?

a) locTyn K BeO-TIPUIIOKEHHUIO C MCIIOIb30BaHUEM MPUBUIIETHPOBAHHOTO aKKayHTa aJIMUHUCTPATOPA.
b) JocTym k 6a3e JaHHBIX BEO-IPUIOKEHUS 0€3 aBTOPH3ALIHH.

¢) Joctyn k KoHGUACHIMATHLHOW HH(OPMAIIUY TIOJB30BATEINISI 0€3 €ro COrIacusl.

d) Hoctym K GYHKIHMSIM M pecypcaM BeO-IPHIIOKEHHUS, TPEOYIOMIMM OCOOBIX MpaB W paspelleHHuid.
(mpaBUJIbHBINA OTBET)

Urto Takoe HHBEKIUS KOMaH/?

a) ATtaka, mpu KOTOPOH 31I0yMBIIIJIEHHUK BBOJUT HEKOPPEKTHEIE TaHHBIE B (hOpMy Ha BeO-caiiTe.

b) Ataka, mpu KOTOpO#i 37I0YMBINUICHHUK MTE€pPeIacT BPEAOHOCHBINA KO BEO-TPHIOKEHHIO, KOTOPOE €ro
BBITIOJTHSIET.

C) Araka, mMpU KOTOPOH 3JIOYMBINUICHHUK OCYIICCTBISET AyTCHTH(PHUKAIUIO OT WMECHH JPYroro
MOJIb30BaTesl.

d) Ataka, mpu KOTOPOH 3JI0YMBINUICHHHUK BHEAPSCT BPEIOHOCHBIC KOMAHBI JIJISI BBIIIOJHECHHS Ha
cepepe. (MMpaBUIbHBIN OTBET)

Yro Takoe aTaka 4epe3 OTKPBITBIA PEIUPEKT?

a) Artaka, NpU KOTOPOM 3JOYMBILUIEHHUK OCYIIECTBIISIET IE€peHANpaBiICHUe I0JIb30BaTeNsl Ha
BPEIOHOCHBII BeO-CaT.

b) ATaka, mpu KOTOPOIi 37T0YMBIIIJICHHUK MTOJICTBIBACT HICHTU(PHKATOPBI CECCHIA TIOTb30BaTENICH.

C) ATaka, NMpH KOTOPOH 3JIOYMBIIUIEHHUK HCIIONB3YEeT OTKPBIThIE MOPTHI CepBepa Ui MOJYUYCHHS
KOHTPOJISI HaJl HUM.

d) Ataka, mpu KOTOPOH 37T0YMBIIIICHHUK UCTIONIB3YET YSI3BUMOCTD B [IEPEHAIIPAaBICHUH Ha BeO-caiTe s
BBITIOJTHEHUS BPEJJOHOCHBIX JIEHCTBUH. (IPaBUIIbHBIN OTBET)

Kakoe n3 cnegyromux yTBEpKACHUN O X3IIMPOBAHUH MMAPOJIEH ABISETCS BEPHBIM?

a) XsIupoBaHKe Maposiel sBIseTCsl Heo0A3aTeIbHOM MEpOil 6€301MacHOCTH BEO-TIPUIIOKEHUH.

b) XsmmpoBaHue maposieli mo3BossieT 0e3BO3BpATHO MPeoOpa3oBaTh Mapojib B HEPACIO3HABAEMYIO
CTPOKY. (ITpaBUJIbHBIN OTBET)

C) XamupoBaHUe MapoJiel 3aIUIIAET OT MEKCAUTOBOTO CKPUIITUHTA.

d) XsmmpoBanue maposieit odecrieunBaeT Oe30MacCHy0 epeiady JaHHBIX MEXy KIMEHTOM H CEPBEPOM.

Yro Takoe aTaka Ha mepexsar ceccuu (Session hijacking)?



a) Artaka, Npu KOTOPOH 3JIOYMBIIUIEHHUK OCYILECTBISET ayTEHTU(QHUKAIHUIO OT HMEHH Jpyroro
10JIb30BATE.

b) Araka, mpr KOTOPO#i 37TOYMBIIUICHHUK MOTYYaET TOCTYII K 0a3e JaHHBIX BEO-MPUIIOKCHHUSL.

C) Araka, mnpu KOTOPOM 3JI0yMBIIUIEHHUK II€PEXBATHIBAET M MCIOJIb3YET CECCUOHHBIE JAHHBIE
H0JIb30BaTesl. (IPaBUIIbHBIA OTBET)

d) Araka, mpu KOTOPOH 3JIOYMBIIUICHHHK BHEAPSIET BPEJIOHOCHBI CKPUNT B BEO-CTpaHUILY,
0TOOpa)kaeMyIo y M0JIb30BaTEIsl.

Yro Takoe MPUHIKI HaUMEHbIIKX TpuBMIeruii (least privilege)?

a) TIpuHIHKI, COrIaCHO KOTOPOMY IOJIb30BATEIb JOJDKEH MMETh MAKCHMAJIbHO BO3MOYKHBIC IpaBa W
IPUBHJIETHH.

b) TIpunuun, coriacHO KOTOPOMY BEO-NPHIOKEHHE JOJHKHO MPEIOCTABIATh JOCTYI TOJIBKO K TEM
(GYHKIHAM U pecypcam, KOTOpbIe HEOOXOAMMBI TS BHIMOJHEHHS 3a1aul. (IPABHIBHBINA OTBET)

) IlpuHnum, COrIaCHO KOTOPOMY JOCTYIT K BEO-TIPHIOKEHHUIO JTOKEH OBITh MPEIOCTaBIEH TOJBKO
ayTeHTH(HUIUPOBAHHBIM ITOJIH30BATEIISAM.

d) IlpuHimm, CcOrIacHO KOTOPOMY BEO-NPHIOKEHHE JOJDKHO XPAHHUTh TOJBKO MHHHMAJIBHO
HEOOXOMMYI0 HH(OPMAIIHIO O MOJIH30BATEIIAX.

IpakTuueckue 3agaun (Min 20, max 50 + ccpiky Ha DUOC ¢ /1eKTPOHHBIM M3IaAHUEM, €CJIH
HMeeTcs)
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Pa3zpen aucuuiuinabl |3agadun

Pa3zpaboTka ceTeBbIx 1. Co3nanue mpoctoro Beb-caiita ¢ ucnonpzoBanueM HTML u CSS.
NpUIOKEeHUH, Web- 2. Pa3paboTka KIIMEHT-CepBEPHOTO MPHIIOKECHUS C UCTIOIH30BAHUEM
TEXHOJIOTHH npotokona HTTP.

3. Peanmu3zamus popmel BXxoa Ha BeO-caifTe ¢ MPOBEPKON MPAaBUIIBHOCTH
BBEJICHHBIX JaHHBIX.

4. PazpaboTka MexaHu3Ma ayTeHTU(HUKAINH [TOJIb30BaTesIei Ha BeO-caiiTe.
5. Co3nanue BeO-IpHIIOKEHUS C Mcojib3oBaHueM JavaScript u AJAX mst
OOHOBJIEHUS JaHHBIX HA CTpaHuLe 0€3 nepe3arpy3KH.

6. Peanu3anus 3ammThl OT MexxcaiiToBoro ckpuntuara (XSS) Ha BeO-caiite.
7. Pa3paboTka MexaHU3Ma yIIpaBJIEHUsI CECCUSIMU B BEO-TTPHIIOKEHUU.

8. Nnrerpanus 6a3bl JaHHBIX B BEO-TIPUIIOKEHHUE JUTSI XPAaHEHUS
I10JIb30BATEIbCKUX JIAHHBIX.

9. Pazpaborka RESTful API nist B3aumoaelcTBuS ¢ BeO-IPUIIOKEHUEM.

10. OnrTuMu3aIus MPOU3BOAUTEIBHOCTH BeO-caiiTa, BKIFOUask MHHUMHU3AIIUIO
1 00beMHEeHne (PaiioB, KIIUPOBAHUE U CIKAaTHE JAHHBIX.

Texnonornu 11. Peanu3zanus Mmexanu3ma ABYX(aKTOpHON ayTeHTU(UKALIUU B BEO-
o0ecrieueHus MIPUIIOKEHUH.

6e3omacHocTH Web- 12. Ananu3 1 ycTpaHeHue ysS3BUMOCTEH BeO-TIPUIIOKEHHUS C UCIIOTIB30BAHUEM
NPUIOKEHUH U METOJbl |MHCTPYMEHTOB CKAaHUPOBAHUS YS3BUMOCTEH.

ONTUMHU3AIIHI 13. Hactpoiika SSL-ceprudukara n odbecreueHrne 6€30MacHOTO COSAMHCHHUS

¢ BeO-calToM.

14. PazpaboTka mexanu3Ma 3amuThl oT SQL-UHBEKIUN B BEO-TTPUITOKEHHUU.
15. TlpumMeHeHrne METOI0B 3alUTHI OT MOJIEIKH MEKCAUTOBBIX 3alIPOCOB
(CSRF) B BeO-TIprIIOKEHUH.

16. Ayaut 6e30macHOCTH BEO-TIPUIIOKEHHSI U BBISABICHHE OTEHIIMATBHBIX
YSA3BUMOCTEHN.

17. Pa3zpaboTka MexaHHU3Ma pe3epBHOTO KOMMPOBAHHSI U BOCCTAHOBJICHHUS
JAHHBIX B BEO-TIPUIIOKECHUH.

18. Mcnonb30BaHue HHCTPYMEHTOB OOHAPYKEHUS U PEJOTBPALICHUS aTaK
Ha BeO-npuitokenus, Takux kak WAF (Web Application Firewall).

19. Pa3paboTka MexaHM3Ma JOTHPOBAHUS U MOHUTOPUHTA O€30I1aCHOCTH BeO-
TTPHUIIOKCHHSI.
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20. OnTuMH3anys TPOU3BOIUTEILHOCTH BEO-TIPHIIOKEHHS ITyTEM
ONITHMU3AIMHY 3AIPOCOB K 0a3e TaHHBIX, KIMIMPOBAHUS M CKATHSI JAHHBIX.

TeMaTHKa KOHTPOJIbHBI

X pabort

Pa3znen aucuuIIMHbI

Tembl

Pa3zpaboTka ceTeBbix
OpUIOXKEHUH, Web-
TEXHOJIOTHH

1. Pa3paboTka BeO-npuiokenus ¢ ucrnonb3osanuem HTML, CSS u
JavaScript.

2. Co3nianue KIHEHT-CEPBEPHOTO BEO-TIPHIIOKEHUS C HCIIOTh30BAaHHEM
nporokosa HTTP.

3. Peanmuzanus MexaHn3Ma ayTeHTU(DUKALMY U aBTOPH3AIMU B BEO-
MPUIIOKCHHH.

4. PazpaboTtka ¢hopMbl BX0J1a C TPOBEPKOM Ha 0€30MMaCHOCTh BBEACHHBIX
JTAHHBIX.

5. UnTerpanus 60a3bl JaHHBIX B BEO-TIPUIIOKEHUE TSI XPAHCHHS
M10JIb30BATEIbCKUX JAHHBIX.

Texnonoruu
obecnieueHus
Oe3omacHocTd Web-
HPHIIOKEHUH U METOIbI
OIITUMH3ALUU

6. AHanu3 yA3BUMOCTEH BEO-TIPUIIOKEHUS U pa3paboTKa Mep MO UX
YCTPAHEHHUIO.

7. Pa3zpaboTka MexaHM3Ma 3alIUThl OT MEXKCAUTOBOTrO CKpunTHHTa (XSS).
8. Co3nanue Mexanu3ma 3auThel oT SQL-uHbEeKIMi B BEO-TPUIIOKEHHH.
9. Peanu3zanus n1Byx(hakTopHON ayTeHTU(UKAIUHN B BEO-TIPHIIOKEHHH.
10. OnTuMu3zanus Npou3BOAUTEIBHOCTU BEO-IIPUIOKEHUS IIyTEM
VCTIOJIH30BAHUS KAIIMPOBAHMSI U COKATHSI TAHHBIX.

6.5. OueHouyHbIe

MaTepuaJbl 1Jisd l'[pOMC)KyTO‘-IHOﬁ aTTeCTallumn

Donp BOIIPOCOB JIJIAA IIPOBECACHUA IIPOMECKYTOYHOI'O KOHTPOJIA B q)opMe 3a4yeTa

Pa3nen nucuunanHbI

Bomnpocsl

Pa3paboTka ceTeBbIX
NpUIOKEeHUH, Web-
TEXHOJIOTHH

1. Yro Takoe npotokon HTTP u kak oH ucnonb3yercs B BeO-pa3padboTke?
2. Pacckaxute o pazmaunsix mexxay HTTP u HTTPS.

3. Kakue 0CHOBHbIE HHCTPYMEHTBI HCIIOJIb3YIOTCS IIPU pa3paboTKe BeO-
MIPUIIOKEHUI ?

4. Yto takoe AJAX M Kak OH IpuUMeHsieTcs B BeO-pa3zpaboTke?

5. Kak peanuszoBath MexaHU3M ayTeHTU(UKALMU M0JIb30BaTEIeH B BEO-
MIPWJIOKEHNN ?

6. Uto Takoe ceccHsl M Kak OHa UCTOJIBb3yeTCs B BeO-pa3padoTke?

7. Pacckaxkute 0 nmpuHLUIE paboThl U 0COOEHHOCTAX 0a3 TaHHBIX IS BEO-
MIPUIIOKEHUMN.

8. Kakue MHCTpYMEHTBI U TEXHOJIOTMH MOYKHO UCIIOJIb30BaTh JIs
TECTHUPOBaHUS OE€30MaCHOCTH BEO-TIPUIIOKEHUI?

9. Yrto Takoe Kpocc-calToBbIil ckpunTUHT (XSS) U KakuM 00pa3oM MOXKHO
3aIATUTLECSA OT HETO?

10. Kakue MeTo/1bl ONTUMHU3ALUH TPOU3BOAUTEIIEHOCTH MOXKHO IIPUMEHUTH
IpU pa3paboTKe BeO-IPUIOKEHUI?

TexHnonoruu
obecrieueHus
Oe3omacHocTd Web-
MIPUIIOKEHUN U METOJIbI
OINTHUMU3AIUHA

11. Yto Takoe ya3BUMOCTb SQL-MHBEKIIUH U KaK ee MPeI0TBPaTUTh?

12. PacckaxuTe 0 MEXaHW3Max ayTeHTU(HUKAIIMHA U aBTOPU3aIlluH B BEO-
MPUIIOKECHHUSX.

13. Yto Takoe 3ammTa OT MeXcalToBoro nozanenbBanus 3amnpoca (CSRF) u
KaK OHa peanusyercs?

14. Kakue metoab! HU(poBaHUS TaHHBIX TPUMEHSIOTCS ISl 0OecTieueH s
0€301acHOCTH BEO-TTPUIIOKEHUIN?

15. Yto Takoe ys3BUMOCTh K BHeapeHuto koaa (Code Injection) u kak ee
MPEJOTBPATUTH?

16. KakuMm 00pa3omM MOKHO 3alIUTHTh BEO-TIPUIOKEHUE OT aTaku
nepenonHenus oydepa (Buffer Overflow)?

17. Pacckaxxute 0 MexaHu3Max oOHapykeHHsI U npefoTpamienus DDoS-

aTak.




18. Kakue MeTo/1bl ONTUMHU3AIUH TPOU3BOAUTEIIEHOCTH MOXHO TIPUMEHUTH
TUTST BEO-TIPUITOKESHH ?

19. Yro Takoe KIUITMPOBAHUE U KAK OHO MOXET OBITh UCIIOJIL30BAHO IS
ONTUMU3AINH BEO-TIPUIT0KCHUM?

20. Kakum 06pa3oM MOXKHO 00ecTIeYnTh O€3011aCHOCTb Mepeauu JaHHbBIX
MEXJTy KJIMCHTOM U CEpPBEPOM B BEO-IPUIIOKECHUU?

6.6. llIkaJjbl 1 KPUTEPHUH OLlEHUBAHHS MO (POPMAM TEKYIIero KOHTPOJISI U MPOMEeKYTOYHO

aTTecTaluu
IlIkajia ¥ KpUTEPUH OLIEHMBAHUS
Onenka Kputepuu oneHuBaHus 1Jisi MEPONPUATHII KOHTPOJISI ¢ IPMMEHEHUEM
2-X 0AJJILHOM CHCTEMBbI
«3a4TEHO» IIK-1, TIK-2, TIK-4

«HE€ 3aYTCHO»

PesynbraTsl 00y4deHus He c(hOpMHUPOBAHBI HA TOPOTOBOM YPOBHE




